!
Institutional Review Board Office

University of Illinois
at Urbana–Champaign

528 East Green Street, Suite 203, MC-419
Champaign, IL 61820
tel: 217-333-2670
fax: 217-333-0405
E-mail: irb@illinois.eduWeb: www.irb.illinois.edu

IRB Application for Exemption
Application for Review of Research Involving Human Subjects
All forms must be completed, signed by the RPI, and submitted by FAX, Email, or single-sided hard copy.
Please type responses, handwritten forms will not be accepted.
Please, no staples!
Initial Submission
Revised IRB-1, date of revised IRB-1 December 12, 2014

1. RESPONSIBLE PROJECT INVESTIGATOR (RPI) The RPI must be a nonvisiting member of UIUC faculty or staff who will serve as
project supervisor at UIUC. For other research team members [including those from other institutions], please complete the Research Team
Attachment and provide with the completed application. Include all persons who will be 1) directly responsible for the project’s design or
implementation, 2) recruitment, 3) obtain informed consent, 4) involved in data collection, data analysis, or follow-up.
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Last Name:

Bailey

First Name:

Michael

Dept. or Unit: ECE

Office Address: Room 406

Street Address: 1308 W. Main Street

City: Urbana

Phone: 217-244-8830

Mail Code:
State: IL

Zip Code: 61801

E-mail: mdbailey@illinois.edu

Fax:

UIUC Status: Nonvisiting member of (Mark One)

Academic Degree(s): Ph.D.

Faculty

Academic Professional/Staff

Training

!CITI!Training,!Date!of!Completion,!11/11/14!

!Additional!training,!Date!of!Completion1,!

!!

2. PROJECT TITLE

Examining the Correlates of Public Support for Government and Corporate
Surveillance of Communication Technology
3. Please review the six [6] categories of exemption listed below and indicate the category or categories that apply to your
research. [Note: Exempts do not apply for prisoners, or for research that specifically targets persons who are cognitively
impaired or persons who are economically or educationally disadvantaged.]
1. Research conducted in established or commonly accepted educational settings, involving normal educational practices, such as
(i) research on regular and special education instructional strategies, or (ii) research on the effectiveness of or the comparison
among instructional techniques, curricula, or classroom management methods.
2. Research involving the use of educational tests (cognitive, diagnostic, aptitude, achievement), survey procedures, interview
procedures or observation of public behavior3, unless: (i) information obtained is recorded in such a manner that human
subjects can be identified, directly or through identifiers linked to the subjects; and (ii) any disclosure of the human subjects'
responses outside the research could reasonably place the subjects at risk of criminal or civil liability or be damaging to the
subjects' financial standing, employability, or reputation.
3. Research involving the use of educational tests (cognitive, diagnostic, aptitude, achievement), survey procedures, interview
procedures, or observation of public behavior that is not exempt under paragraph (b)(2) of this section, if: (i) the human
subjects are elected or appointed public officials or candidates for public office; or (ii) federal statute(s) require(s) without
exception that the confidentiality of the personally identifiable information will be maintained throughout the research and
thereafter.
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Additional CITI modules may be required depending on subject populations or types of research. These include: (i) research enrolling children;
(ii) research enrolling prisoners; (iii) FDA regulated research; (iv) data collected via the internet; (v) research conducted in public
elementary/secondary schools; and, (vi) researchers conducted in international sites
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4.Research involving the collection or study of existing data, documents, records, pathological specimens, or diagnostic
specimens, if these sources are publicly available or if the information is recorded by the investigator in such a manner that
subjects cannot be identified, directly or through identifiers linked to the subjects. [Note: to be eligible for this exemption, all
data, documents, records or specimens must exist prior to IRB review and must have been collected for purposes other
than the proposed research. To qualify for an exemption in this category, the proposed research must be strictly
retrospective.]
5. Research and demonstration projects which are conducted by or subject to the approval of department or agency heads. The
program must deliver a public benefit or service (e.g., Social Security Act or Older American Act). Such research or
demonstration projects must be conducted pursuant to specific federal statutory authority; there must be no statutory
requirement that the project be reviewed by an Institutional Review Board and the project must not involve significant physical
invasions or intrusions upon the privacy of participants.
6. Taste and food quality evaluation and consumer acceptance studies, (i) if wholesome foods without additives are consumed or
(ii) if a food is consumed that contains a food ingredient at or below the level and for a use found to be safe, or agricultural
chemical or environmental contaminant at or below the level found to be safe, by the Food and Drug Administration (FDA) or
approved by the Environmental Protection Agency (EPA) or the Food Safety and Inspection Service of the U.S. Department of
Agriculture (USDA).
If the proposed research does not qualify in any of these categories, please complete the IRB-1 application found at: www.irb.uiuc.edu
4. Research Summary: Please summarize, in lay language, the objectives and significance of the research.
From the (attached) University of Michigan IRB Exemption Application:
“We currently know very little about what Americans know about government and/or corporate surveillance policies, and
whether that knowledge influences their support or opposition to those policies. Our first goal, then, is to get a good
estimate of how accurate Americans' knowledge of these surveillance practices is, and then to estimate the relationship
between that knowledge and their willingness to trade off civil liberties and privacy rights for enhanced national or
personal security from external threats. This survey will provide a descriptive foundation for proposing and testing
hypotheses about exactly why Americans take the position they do on these important questions of national security
policy.”
“This is a first step, a pilot study, to examine the attitudinal and behavioral correlates of mass opinion regarding
government and corporate surveillance practices on the Internet and other communication technologies. In this survey, we
will first ask a battery of questions meant to measure how much accurate information the average citizen holds about
current government and corporate practice with regard to information privacy and security. Next we will estimate the
relationship between that knowledge and support for policies that give government and corporations the ability to monitor
and track what citizens do online and via mobile cellular devices. We will also estimate the degree to which citizens think
about these policies as a tradeoff with civil liberties constraints on government power, and if not, why not. Our primary
hypothesis is that people do not know very much about government and corporate surveillance, but we suspect that even if
they knew about the potential vulnerability of their information online, most will not oppose access to their personal
information if a) the government is using it to stop terrorist plots or other national security threats or b) corporations are
using the individual's private information to better tailor their online experience to their needs and interests.”
5. Participants: Describe who will participate in the research and how they will be recruited.
From the University of Michigan IRB Exemption Application:
The subject population is a “nationally representative sample of American citizens over the age of 18.”
“The study will be a survey administered to an online sample of Knowledge Networks panel respondents. Knowledge Networks is a
very reputable Internet survey firm that has been used extensively for academic research in the past. Subjects will simply be contacted
by KN and will be given a link which will take them to the survey, where they will then fill it out.”
“Knowledge Networks recruits subjects into their panel. The participants will be sampled from the general adult population. To obtain
a nationally representative and randomized sample, we will employ Knowledge Networks, a highly reputable private survey research
firm, which has been employed by various researchers from the government, academia, and nonprofit research sectors. Indeed,
numerous studies in the field of political science have employed Knowledge Networks services to conduct their surveys with
nationally representative samples, many of which have appeared in the highest-ranking journals of the discipline.
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Knowledge Networks provides a probability-based panel known as “KnowledgePanel,” which is designed to be statistically
representative of the U.S. population. All KnowledgePanel households are selected randomly with a known probability of selection.
Accordingly, data acquired through KnowledgePanel insures the validity, reliability, and generalizability of the findings. Initially
using random-digit-dialing (RDD) to create the panel, KnowledgePanel is maintained by using the United States Postal Service’s
Delivery Sequence File. This file is a complete list of all U.S. residential households, including households that are cell phone-only,
which are often missed in RDD sampling. People in selected households are then invited to participate in Knowledge Networks’ webenabled panel. Those who agree to participate, but are not already on the Internet, are sent a laptop computer and receive an Internet
service connection provided and paid for by Knowledge Networks. People who already have computers and Internet service
participate using their own equipment. Once on KnowledgePanel, panelists receive log-in information for accessing surveys online
and are sent emails three to four times a month inviting them to participate in various research projects.”
6. Research Procedure: Specifically describe what the participants will do and where the activities will take place. Outline the
approximate dates and durations for specific activities, including the total number of treatments, visits, or meetings required and the
total time commitment. Please include a copy of each of your measures as attachments.
From the University of Michigan IRB Exemption Application:
“The study will be a survey administered to an online sample of Knowledge Networks panel respondents. Knowledge Networks is a
very reputable Internet survey firm that has been used extensively for academic research in the past. Subjects will simply be contacted
by KN and will be given a link which will take them to the survey, where they will then fill it out.”
Participants will take the survey “In the user's home, on their own computer.”
We estimate that the survey will take approximately 20 minutes to complete.
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7. Data Collection Please explain how confidentiality will be maintained during and after data collection. If applicable, address
confidentiality of data collected via e-mail, web interfaces, computer servers and other networked information.
The data will be stored at a secured location and retained indefinitely.

8. Consent Process: Describe when and where voluntary consent will be obtained, how often, by whom, and from whom. Attach
copies of all consent and assent forms.
Voluntary consent will be obtained from participants one time using an electronic consent form at the beginning of the survey. We are
requesting a Waiver of Documentation of Informed Consent. The form is attached.
A copy of the language used in this consent form is included with the survey itself.
9. Dissemination of Results: What is (are) the proposed form(s) of dissemination (e.g., journal article, thesis, academic paper,
conference presentation, sharing with the industry or profession, etc)?
Findings from this study will be reported in scholarly journals, in conference papers, at academic seminars, and at research
association meetings.

10. Individually identifiable information: Will any individually identifiable information, including images of subjects, be published,
shared, or otherwise disseminated?
No
Yes
If yes, subjects must provide explicit consent or assent for such dissemination. Provide appropriate options on the relevant
consent/assent documents.
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Institutional Review Board Office
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CO-INVESTIGATORS & RESEARCH TEAM ATTACHMENT
IRB$Number$
$
!
Responsible$Project$Investigator:$Michael!Bailey!
!
Project$Title:$

!

Examining the Correlates of Public Support for Government and
Corporate Surveillance of Communication Technology!
!
!!Submitting!with!Initial!IRB51!Application!
!!Changing!research!team,!date!of!submission!!

!
!
!
!
List!all!investigators!engaged!in!the!research!study,!including!those!from!other!institutions.!Include!all!
persons!who!will!be!1)!directly!responsible!for!the!project’s!design!or!implementation,!2)!
recruitment,!3)!obtain!informed!consent,!4)!involved!in!data!collection,!data!analysis,!or!follow5up.!!
!
Collaborators,!outside!consultants,!and!all!graduate!and!undergraduate!students!should!be!listed!if!
they!will!be!responsible!for!these!activities.!Include!all!investigators!named!on!grant!proposals!who!
will!be!engaged!in!human!subjects!research.!
!
Note:!Changes!made!to!the!Responsible!Project!Investigator!require!a!revised!IRB51!application!and!
amendment!form.!!
!
Please!copy!and!paste!text!fields!to!add!additional!researcher!team!members.!!
!
Last!Name:!!Tischer!
First!Name:!!Matthew!!!
Academic!Degree(s):!!BS!
Dept.!or!Unit:!!ECE!

Office!Address:!Room!459!!

Street!Address:!!1308 W. Main Street!

City:!!Urbana!

Phone:!!(614)!51758987!

Net!ID:!!tischer1!

UIUC!! !Faculty!!!!! !Academic!Professional/Staff!!!!!
Affiliation:!
!Visiting!Scholar,!or!
!Non5UIUC!Affiliate!of!(Institution):!
!
Training!!
!

Mail!Code:!
State:!!IL!

Zip!Code:!61801!!

E5mail:!!tischer1@illinois.edu!
!Grad!Student!!!!!

!Undergrad!Student!!!!!

!CITI!Training,!Date!of!Completion,!11/11/2014!
!Additional!training,!Date!of!Completion1,!
!
Please!check!box!if!this!individual!should!be!copied!on!IRB!correspondence!
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Additional CITI modules may be required depending on subject populations or types of research. These include: (i) research
enrolling children; (ii) research enrolling prisoners; (iii) FDA regulated research; (iv) data collected via the internet; (v) research
conducted in public elementary/secondary schools; and, (vi) researchers conducted in international sites
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Date: November 16, 2014 4:10:36 PM ESTNovember 16, 2014 4:07:44 PM EST

Print

01. General Study Information
All questions marked with a red asterisk (*) require a response.
Questions without a red asterisk may or may not require a response,
depending on those questions' applicability to this study.

1.1* Study Title:
Public Opinion about Surveillance
1.1.1 Full Study Title:
Examining the Correlates of Public Support for Government and Corporate Surveillance of
Communication Technology
1.1.2 If there are other U-M studies related to this project, enter the eResearch ID
number (HUM#) or IRBMED Legacy study number. Examples of related projects include,
but are not limited to:
Projects funded under the same grant
IRBMED Legacy study being migrated into eResearch
Previously approved Umbrella applications (such as Center Grants or approvals for release of
funding)
Previously approved projects for which this is a follow up study

1.2* Principal Investigator:
Nicholas Valentino
Note: If the user is not in the system, you may Create A New User Account...
1.3 Study Team Members:
Study
Team
Member

Study Appointment Appointment Student Friend COI
Edit
Accepted PEERRS
Team Dept
Selection
Account Review Rights Role?
Human
Role
Complete?
Required
Subjects?

Nicholas PI
Valentino

LSA Political Yes
Science

no

No

no

yes

N/A

yes

1.8* Project Summary:
This is a first step, a pilot study, to examine the attitudinal and behavioral correlates of mass
opinion regarding government and corporate surveillance practices on the Internet and other
communication technologies. In this survey, we will first ask a battery of questions meant to
measure how much accurate information the average citizen holds about current government and
corporate practice with regard to information privacy and security. Next we will estimate the
relationship between that knowledge and support for policies that give government and
corporations the ability to monitor and track what citizens do online and via mobile cellular devices.
We will also estimate the degree to which citizens think about these policies as a tradeoff with civil
liberties constraints on government power, and if not, why not. Our primary hypothesis is that
people do not know very much about government and corporate surveillance, but we suspect that

Close

even if they knew about the potential vulnerability of their information online, most will not oppose
access to their personal information if a) the government is using it to stop terrorist plots or other
national security threats or b) corporations are using the individual's private information to better
tailor their online experience to their needs and interests.
1.9* Select the appropriate IRB:
Health Sciences and Behavioral Sciences
1.10* Estimated Study Start Date (Not required for IRBMED): (mm/dd/yyyy)
10/31/2014
1.11* Estimated Duration of Study:
1 year

01-1. Application Type
1-1.1* Select the appropriate application type.
Exempt Human Subject Research

01-2. Standard Study Information
1-2.1* Who initiated this study?
Investigator
If other, please specify:
1-2.2* Are you or any students working on this project being paid from a federally
funded training grant?
Yes

No

1-2.3 This study is currently associated with the following department. To associate
this research with a different department, click Select. If the department has defaulted
to "student", click select to specify the department through which this application is
being submitted.
LSA Political Science
1-2.4 Will the study utilize resources from the following centers?
Select all that apply:
There are no items to display

1-2.6* Has the scientific merit of this study already been peer reviewed (i.e., reviewed
by one or more recognized authorities on the subject)?
Yes

No

1-2.7* Is this a clinical trial?

Yes

No

Study Team Detail
1.4 Team Member:
Nicholas Valentino
Preferred email:

nvalenti@umich.edu

Business phone

734-647-4302

Business address: Political Science

7758 Haven Hall 48109-1045

1.5 Function with respect to project:
PI

1.6 Allow this person to EDIT the application, including any supporting
documents/stipulations requested during the review process:
yes

Credentials: Required for PI, Co-Is and Faculty Advisors
Upload or update your CV, resume, or biographical sketch.
Name

Version

Valentino CV | History

0.02

Vita for Valentino | History

0.02

Conflict of Interest Detail: Required for all roles except Administrative
Staff
Current Disclosure Status in M-Inform:
Inform.

This study team member has not yet disclosed in M-

D1 Do you have an outside interest or relationship with a non-UM entity that relates to
this research in one of the following ways:
The entity is sponsoring this research
The entity's products are used in this research
The entity has licensed your invention (e.g. device, compound, drug, software, survey,
evaluation or other instrument) being used in this research
Part of the work on this project will be subcontracted to the outside entity
Other relationship not listed above
no

D2 If "Yes" to the question above, name the entity or entities and provide a brief
description of the relationship(s).

02. Sponsor/Support Information
The following sections request details about the current or pending sponsorship/support of this study. Consider
all of the choices below and complete the appropriate sections.
* Note: At least one of the following sections must be answered. Multiple sponsors or sources of support must be added
one at a time.
2.1 External Sponsor(s)/Support:
Type

Name

Other Direct Sponsor/Support

Support Type

Has PAF?

There are no items to display

2.5 Internal UM Sponsor(s)/Support: [Including department or PI discretionary
funding]
Type
View PI Discretionary Funds

Department Sponsor

Support Type

LSA Political Science

Financial

2.8 Check here if the proposed study does not require external or internal sponsorship
or support:

Internal Sponsor Detail
2.6* Department Sponsor/Support:
LSA Political Science
2.6.1* Sponsor Type:
PI Discretionary Funds
If other, please specify:

2.6.2* Support Type:
Financial
2.6.3* Is the support confirmed?
Yes

No

2.7 Upload Supporting Documentation
Name

Version

There are no items to display

03. UM Study Functions
3.1* Indicate all functions that will be performed at University of Michigan locations.
Select all that apply:
Recruitment (including screening)
Interaction (e.g., information gathering, survey, interview, focus groups, etc.)
Primary or secondary analysis (data/specimen)
Storage (data/specimen)
If other, please specify.

5-3. Research Design - Exempt Project
Completion of this section is required based on the response provided to question 1-1.1
5-3.1 Upload scientific protocol if one is available.
Name

Version

There are no items to display
5-3.2* Describe the objective and specific aims of the project. If included in the attached
protocol, please indicate the section.
We currently know very little about what Americans know about government and/or corporate
surveillance policies, and whether that knowledge influences their support or opposition to those
policies. Our first goal, then, is to get a good estimate of how accurate Americans' knowledge of
these surveillance practices is, and then to estimate the relationship between that knowledge and
their willingness to trade off civil liberties and privacy rights for enhanced national or personal
security from external threats. This survey will provide a descriptive foundation for proposing and
testing hypotheses about exactly why Americans take the position they do on these important
questions of national security policy.
5-3.3* Describe the scientific design of the project. If included in the attached protocol, please
indicate the section.
The study will be a survey administered to an online sample of Knowledge Networks panel
respondents. Knowledge Networks is a very reputable Internet survey firm that has been used
extensively for academic research in the past. Subjects will simply be contacted by KN and will be
given a link which will take them to the survey, where they will then fill it out.
5-3.4* Describe the subject population for the project.
Nationally representative sample of American citizens over the age of 18.
5-3.5* Will the study involve recruitment and/or participation of subjects in order to
produce new data (e.g., surveys, interaction, intervention)?
Yes

No

5-3.6* How will the study team interact with human subjects?
Via the internet in an online survey.
5-3.7* How will the study team be recruiting subjects?
Knowledge Networks recruits subjects into their panel. The participants will be sampled from the
general adult population. To obtain a nationally representative and randomized sample, we will
employ Knowledge Networks, a highly reputable private survey research firm, which has been
employed by various researchers from the government, academia, and nonprofit research sectors.
Indeed, numerous studies in the field of political science have employed Knowledge Networks
services to conduct their surveys with nationally representative samples, many of which have
appeared in the highest-ranking journals of the discipline.
Knowledge Networks provides a probability-based panel known as “KnowledgePanel,” which is
designed to be statistically representative of the U.S. population. All KnowledgePanel households
are selected randomly with a known probability of selection. Accordingly, data acquired through
KnowledgePanel insures the validity, reliability, and generalizability of the findings. Initially using
random-digit-dialing (RDD) to create the panel, KnowledgePanel is maintained by using the United
States Postal Service’s Delivery Sequence File. This file is a complete list of all U.S. residential
households, including households that are cell phone-only, which are often missed in RDD
sampling. People in selected households are then invited to participate in Knowledge Networks’
web-enabled panel. Those who agree to participate, but are not already on the Internet, are sent a
laptop computer and receive an Internet service connection provided and paid for by Knowledge
Networks. People who already have computers and Internet service participate using their own
equipment. Once on KnowledgePanel, panelists receive log-in information for accessing surveys
online and are sent emails three to four times a month inviting them to participate in various
research projects.
5-3.8* Describe the setting for the research.
In the user's home, on their own computer.
5-3.9* Indicate which of the following established subject pools, if any, will be used for
recruitment.
Select all that apply:
N/A

Provide Related UM IRB Project Number or Subject Pool Description:

5-3.10* Indicate which methods will be used for recruitment?
Check all that apply:
Email

If Other, please indicate below:

5-3.11* Risk Level
Click "Add" to enter the risk level associated with this study.
Level Of Risk
View No more than minimal risk

5-3.12* Will the research involve the access, collection, use, maintenance, or disclosure
of University of Michigan protected health information (PHI)? PHI is:
information about a subjects past, present, or future physical or mental health, the
provision of healthcare to a subject, or payment for the provision of healthcare to a
subject; AND
that is maintained by a University of Michigan school, department, division, or
other unit that is part of the University's HIPAA-covered component (e.g.
healthcare provider, healthcare plan, or healthcare clearinghouse).
Yes

No

5-3.13* Will subjects receive payment or other incentives for their participation in the
study?
Yes

No

5-3.14* Estimate the maximum total payment (including cash, checks, gift cards, and
other cash-equivalent incentives) that an individual subject could receive for
participating in this research in a single calendar year.
$0.01-$25

5-3.14.1* Please indicate what information you will be collecting from subjects that will
be paid for their participation.
Select all that apply:
None

5-3.11.1 * What is the level of risk of harm to the subjects resulting from this research?
No more than minimal risk

12. Exemption Category
Completion of this section is required based on the response provided to question 1-1.1.
12.1* Which of the following exemption criteria applies to the study?
EXEMPTION #2 of the 45 CFR 46.101.(b):
Research involving the use of educational tests (cognitive, diagnostic, aptitude, achievement),
survey procedures, interview procedures or observation of public behavior, unless: (i) information
obtained is recorded in such a manner that human subjects can be identified, directly or through
identifiers linked to the subjects; and (ii) any disclosure of the human subjects' responses outside
the research could reasonably place the subjects at risk of criminal or civil liability or be damaging
to the subjects' financial standing, employability, or reputation.

12-2. Exemption Category 2/3
Completion of this section is required based on the response provided to question 12.1.
12-2.1* Does the research involve children as subjects (including subject pool students
under age 18)?

Yes

No

12-2.1.2* Does the research involve only: educational tests (cognitive, diagnostic,
aptitude, achievement), survey procedures, interview procedures, or the observation of
public behavior?
Yes

No

12-2.2* Upload tests, surveys and/or interview questions.
Name

Version

Surveillance Opinion Correlates | History

0.02

12-2.3* Will the research generate information that, if revealed, might place the
subjects at risk of personal safety, criminal or civil liability, or damage to their financial
standing, employability, or reputation?
Yes

No

45. End of Application

The form was successfully submitted. Click 'Exit' or 'Finish' to leave the form.

From: <eresearch@umich.edu>
Date: Mon, Oct 20, 2014 at 9:46 AM
Subject: eResearch Notification: Notice of Exemption for
(HUM00094788)
To: nvalenti@umich.edu

Health Sciences and Behavioral Sciences Institutional Review Board (IRB-HSBS) • 2800 Plymouth Rd.,
Building 520, Room 1170, Ann Arbor, MI 48109-2800 • phone (734) 936-0933 • fax (734) 998-9171 •
irbhsbs@umich.edu

To: Nicholas Valentino
From:
Thad

Polk

Cc:
Nicholas

Valentino

Subject: Notice of Exemption for [HUM00094788]

SUBMISSION INFORMATION:
Title: Public Opinion about Surveillance
Full Study Title (if applicable): Examining the Correlates of
Public Support for Government and Corporate Surveillance
of Communication Technology
Study eResearch ID: HUM00094788
Date of this Notification from IRB: 10/20/2014
Date of IRB Exempt Determination: 10/20/2014

UM Federalwide Assurance: FWA00004969 (For the current
FWA expiration date, please visit the UM HRPP Webpage)
OHRP IRB Registration Number(s): IRB00000246
IRB EXEMPTION STATUS:
The IRB HSBS has reviewed the study referenced above
and determined that, as currently described, it is exempt
from ongoing IRB review, per the following federal
exemption category:
EXEMPTION #2 of the 45 CFR 46.101.(b):
Research involving the use of educational tests
(cognitive, diagnostic, aptitude, achievement), survey
procedures, interview procedures or observation of
public behavior, unless: (i) information obtained is
recorded in such a manner that human subjects can
be identified, directly or through identifiers linked to
the subjects; and (ii) any disclosure of the human
subjects' responses outside the research could
reasonably place the subjects at risk of criminal or civil
liability or be damaging to the subjects' financial
standing, employability, or reputation.
Note that the study is considered exempt as long as any
changes to the use of human subjects (including their data)
remain within the scope of the exemption category above.
Any proposed changes that may exceed the scope of this
category, or the approval conditions of any other non-IRB
reviewing committees, must be submitted as an amendment
through eResearch.
Although an exemption determination eliminates the need
for ongoing IRB review and approval, you still have an
obligation to understand and abide by generally accepted
principles of responsible and ethical conduct of research.
Examples of these principles can be found in the Belmont
Report as well as in guidance from professional societies
and scientific organizations.
SUBMITTING AMENDMENTS VIA eRESEARCH:
You can access the online forms for amendments in the

eResearch workspace for this exempt study, referenced
above.
ACCESSING EXEMPT STUDIES IN eRESEARCH:
Click the "Exempt and Not Regulated" tab in your
eResearch home workspace to access this exempt study.

Thad Polk
Chair, IRB HSBS

-Nicholas Valentino
Professor and Director of Graduate Studies, Political
Science
Research Professor, Institute for Social Research
University of Michigan
Snail Mail: 5700 Haven Hall, 505 S. State Street, Ann Arbor, MI

48109-1045

Phone: (734) 764-3351

-Nicholas Valentino
Professor and Director of Graduate Studies, Political Science
Research Professor, Institute for Social Research
University of Michigan
Snail Mail: 5700 Haven Hall, 505 S. State Street, Ann Arbor, MI
Phone: (734) 764-3351

48109-1045

I agree to participate in a research study in conjunction with Knowledge Networks and
the University of Michigan. I understand that the goal of this survey is to obtain my
opinions on current events. Participants will be responsible for answering numerous
questions on current events. I understand that this study is being conducted on behalf of
the principal investigator, Nicholas A. Valentino of the University of Michigan.
There are minimal risks associated with participation in this study.
Findings from this study will be reported in scholarly journals, at academic seminars, and
at research association meetings. The data will be stored at a secured location and
retained indefinitely. A benefit from participating in this study is increased awareness of
current events. My participation is voluntary. I am free not to answer any question or to
withdraw from the study at any time.
A report of the results of this study will be provided to me upon request. In order to
analyze responses to our questionnaire, my answers will be recorded. No identifying
information about me will be made public and any views I express will be kept
completely confidential.
!
Should!you!have!any!questions!or!concerns!about!this!study,!please!contact!the!PI:!
Professor!Nicholas!Valentino,!Political!Science!Department,!5700!Haven!Hall,!505!
South!State!Street,!Ann!Arbor,!Michigan!48109I1045,!email:!nvalenti@umich.edu.!
!
The!University!of!Michigan!Institutional!Review!Board!has!determined!that!this!
research!is!exempt!from!IRB!oversight.!
!
If!you!have!any!questions!about!your!rights!as!a!participant!in!this!study!or!any!
concerns!or!complaints,!please!contact!the!University!of!Illinois!Institutional!Review!
Board!at!217I333I2670!(collect!calls!will!be!accepted!if!you!identify!yourself!as!a!
research!participant)!or!via!email!at!irb@illinois.edu.!
!
[consent] {single required=1} Do you agree to participate in the study?
<1> Yes
<2> No
{end page consentx}

Surveillance Correlates
Q1 Thank you for taking our survey. Before starting please read the information below
and, if you choose, provide your consent to participate in this study. Consent
Information I understand that the goal of this survey is to obtain my opinions on
current events. Participants will be responsible for answering numerous questions on
current events. I understand that this study is being conducted on behalf of the principal
investigator, Professor Nicholas A. Valentino of the University of Michigan. There are
minimal risks associated with participation in this study. Findings from this study will be
reported in scholarly journals, at academic seminars, and at research association
meetings. The data will be stored at a secured location and retained indefinitely. A
benefit from participating in this study is increased awareness of current events. My
participation is voluntary. I am free not to answer any question or to withdraw from the
study at any time. A report of the results of this study will be provided to me upon
request. In order to analyze responses to our questionnaire, my answers will be
recorded. No identifying information about me will be made public and any views I
express will be kept completely confidential. Should you have any questions or concerns
about this study, please contact the PI: Professor Nicholas Valentino, Political Science
Department, 5700 Haven Hall, 505 South State Street, Ann Arbor, Michigan 481091045, email: nvalenti@umich.edu. The University of Michigan Institutional Review Board
has determined that this research is exempt from IRB oversight. If you have any
questions about your rights as a participant in this study or any concerns or complaints,
please contact the University of Illinois Institutional Review Board at 217-333-2670
(collect calls will be accepted if you identify yourself as a research participant) or via
email at irb@illinois.edu. To give your consent and continue with the survey, please
indicate your consent below then click "NEXT".
! I consent (1)
! I do not consent (2)
Q107 Thanks for your consent.In this survey we will ask you questions about you and
your opinions about current events. Remember, your answers will be completely
confidential. We thank you for answering the survey completely, thoughtfully and
honestly.
Q45 First we would like to ask you some questions about your interest in politics and
your use of media technology.How often do you pay attention to what's going on in
government and politics?
! Never (1)
! Rarely (2)
! Sometimes (3)
! Often (4)
! Always (5)

Q58 How often do you use the Internet - either on your computer (laptop, desktop),
tablet or smartphone - for the following activities?
Never (1)

At least
once a
month (2)

At least
once a
week (3)

At least
once a day
(4)

Several
times a day
(5)

Personal
email or chat
(1)

!

!

!

!

!

Work-related
email or chat
(2)

!

!

!

!

!

Social network
sites (5)

!

!

!

!

!

Keeping up
with the news
(6)

!

!

!

!

!

Shopping (7)

!

!

!

!

!

Entertainment,
just for fun (3)

!

!

!

!

!

Q131 How often do you use WiFi in a public space such as a coffee shop, library,
market, or school?
! Never (1)
! Less than once per month (2)
! About once per week (3)
! Nearly every day (4)
! Every day (5)
Q146 Next we have a few questions about how you come up with explanations for the
way things work in life.When you want to know if your own behavior caused something
good or bad to happen in your life, how important do you think it is to compare your
current situation with another one in which you did something different?
! Not important at all (1)
! A bit important (2)
! Somewhat important (3)
! Very important (4)
! Extremely important (5)

Q147 When you are making a choice at work or in school, how often do you imagine
what might happen if you chose an alternative to the approach you are leaning toward?
! Never (1)
! Rarely (2)
! Sometimes (3)
! Often (4)
! Always (5)
Q148 How well do you think each the following statements defines what "science" is?
Not well at
all (1)

Slightly well
(2)

Somewhat
well (3)

Very well
(4)

Extremely
well (5)

A method for
finding out
why things
happen by
making
careful
comparisons
and using
rigorous
observations.
(1)

!

!

!

!

!

A label for
specific
subjects like
physics,
chemistry,
and biology.
(2)

!

!

!

!

!

Just a label
people use to
try to
convince
others to
believe what
they say. (3)

!

!

!

!

!

A simple set
of
techniques,
applicable to
any subject,
for finding out
about cause
and effect
relationships.
(5)

!

!

!

!

!

Q18 Now think about general industry sectors in which you and your close family and
friends work. Please indicate whether you, any one of your immediate family (parents,
siblings or children), or a close friend works in a company in one of the following
industries.
I do (1)

A member of
my immediate
family does (2)

A close friend
does (3)

None of the
above work in
this area (4)

Marketing (1)

"

"

"

"

Construction (3)

"

"

"

"

Technology /
Internet (4)

"

"

"

"

Education (5)

"

"

"

"

Retail (6)

"

"

"

"

Q20 Please put a check next to any of the following games you have played.
" Monopoly (1)
" Life (2)
" Dungeons & Dragons (3)
" Scrabble (4)
" Trivial Pursuit (5)
" Cards Against Humanity (6)
Q21 In the following list, please check which is NOT a computer programming language.
! Python (1)
! Ruby (2)
! Perl (3)
! Mynx (4)
! I don't know (5)
Q117 Of the following genres of TV entertainment programing or books, which would
you enjoy watching/reading the most? (Check all that apply)
" Science Fiction/Fantasy (1)
" Crime Drama (2)
" Comedy (3)
" Romance (4)
" Sports (7)
" Mystery (8)
" Non-fiction (9)
Q102 Next we'd like to get your feelings toward some groups and political institutions
using something we call the feeling thermometer. Please use the sliders below to
indicate how warm you feel toward each group or institution.Ratings between 50 and
100 mean that you feel favorable and warm toward the group or institution. Ratings
between 0 degrees and 50 degrees mean that you don't feel favorable toward them and
that you don't care too much for that group or institution. You would rate the group at the
50 degree mark if you don't feel particularly warm or cold toward them.
______ The federal government (7)
______ African Americans (2)
______ Latinos (3)
______ Asians (4)
______ Police (8)
______ Arabs (9)
______ Whites (1)
______ The U.S. Military (10)

Q103 Please indicate how much you agree or disagree with the statements below.
Strongly
disagree (1)

Disagree (2)

Neither
Agree nor
Disagree (3)

Agree (4)

Strongly
Agree (5)

Irish, Italians,
Jewish, and
many other
minorities
overcame
prejudice and
worked their
way up.
Blacks should
do the same
without any
special
favors. (1)

!

!

!

!

!

Over the past
few years,
Blacks have
gotten less
than they
deserve. (2)

!

!

!

!

!

It's really a
matter of
some people
not trying
hard enough;
if Blacks
would only try
harder they
could be just
as well off as
Whites. (3)

!

!

!

!

!

Generations
of slavery
and
discrimination
have created
conditions
that make it
difficult for
Blacks to
work their
way out of
the lower
class. (4)

!

!

!

!

!

Q108 Next we have a number of questions about your opinion regarding government
monitoring of communications as part of its anti-terrorism enforcement policies.
Q124 On the following scale, indicate how you feel about the increases in the
government's cellphone wiretapping powers since September 11, 2001.
! Gone way too far (1)
! Gone somewhat too far (2)
! About right (3)
! Not gone quite far enough (4)
! Not gone nearly far enough (5)
Q80 Now think about the current level of government monitoring of American citizens'
Internet activities. Please indicate on the following scale whether you think our
government is doing too much, too little, or about the right amount.
! Far too much (1)
! Somewhat too much (3)
! About enough (5)
! Somewhat too little (6)
! Far too little (7)

Q94 Now more specifically, do you think the U.S. government is doing too much, too
little or about the right amount of each the following types of monitoring:
Far too
little (1)

Somewhat
too little (2)

About right
(3)

Somewhat
too much (4)

Far too
much (5)

Monitoring
citizens' phone
"meta-data"
(records of who
calls or texts
whom) (1)

!

!

!

!

!

Monitoring
citizens' Internet
"meta-data"
(records of sites
visited) (2)

!

!

!

!

!

Monitoring the
content of
citizens' phone
conversations
or text
messages. (3)

!

!

!

!

!

Monitoring the
content of
citizens' Internet
communications
(emails and
chats) (4)

!

!

!

!

!

Q109 How strongly would you approve or disapprove of each of the following
government policies regarding communication monitoring?
Strongly
approve
(1)

Somewhat
Approve (2)

Neither
approve nor
disapprove
(3)

Somewhat
Disapprove
(4)

Strongly
disapprove
(5)

A policy that
allows the U.S.
government
complete access
to citizens' phone
and Internet
communications?
(1)

!

!

!

!

!

A policy that
blocks
government
access to phone
and Internet
communications
of U.S. citizens?
(2)

!

!

!

!

!

A policy that
allows the
government to
collect all phone
meta-data
(records of who
calls whom) of
U.S. citizens? (3)

!

!

!

!

!

A policy that
allows the
government to
record all phone
conversations
between U.S.
citizens? (4)

!

!

!

!

!

A policy that
allows the
government to
collect all web
activity (what
websites users
visit) of U.S.
citizens? (5)

!

!

!

!

!

Q6 Now think about the U.S. Court system's oversight of government communication
monitoring policies. Do you think Court oversight of citizen telephone and Internet data
should be increased, decreased, or kept about the same?
! Increased (1)
! Decreased (2)
! Kept about the same (3)
Answer If Do you think the current federal court limits on government access to citizens'
&nbsp;telephone and Internet data should be increased, decreased, or kept about the
same? Increased Is Selected
Q81 How much, in your opinion, should that court oversight be increased?
! Somewhat increased (1)
! Greatly increased (2)
Answer If Do you think court oversight of the government's access to citizen
&nbsp;telephone and Internet data should be increased, decreased, or kept about the
same? Decreased Is Selected
Q87 How much, in your opinion, should that court oversight be decreased?
! Somewhat decreased (1)
! Greatly decreased (2)
Q96 If there had to be a trade-off between securing the safety of US citizens and
protecting citizens' right to privacy, which way would you lean?
! Toward securing the safety of US citizens (1)
! Toward protecting citziens' right to privacy (2)
Q98 How strongly would you lean that way?
! Very strongly (1)
! Somewhat strongly (2)
! Not too strongly (3)
Q93 How strongly would you approve or disapprove of a law that prevents businesses
from collecting information about you online without your permission?
! Strongly approve (1)
! Somewhat approve (2)
! Neither approve nor disapprove (3)
! Somewhat disapprove (4)
! Strongly disapprove (5)
Q94 Do you think web sites should be allowed to track the activities of people who visit
their web sites even without asking permission, or should they not be allowed to do this?
! They should be allowed (1)
! They should not be allowed (2)

Answer If Do you think Internet companies should be allowed to track the activities of
people who visit their web sites, or shouldn't Web sites be allowed to do this? They
should be allowed Is Selected
Q95 How strongly do you feel they should be allowed?
! Not too strongly (1)
! Somewhat strongly (2)
! Very strongly (3)
Answer If Do you think Internet companies should be allowed to track the activities of
people who visit their web sites, or shouldn't Web sites be allowed to do this? They
should not be allowed Is Selected
Q96 How strongly do you feel they should not be allowed?
! Not too strongly (1)
! Somewhat strongly (2)
! Very strongly (3)
Q97 Many online business claim they only track the pages you visit online in order to
provide you with information that best matches your interests. How strongly do you
approve or disapprove of that practice?
! Strongly approve (1)
! Somewhat approve (2)
! Neither approve nor disapprove (3)
! Somewhat disapprove (4)
! Strongly disapprove (5)

Q25 Some people do a lot to protect their privacy online, while others do not do much at
all. Think about what you actually do to protect your privacy online. Please tell us how
often you engage in the following activities:
Never (1)

Rarely,
about once
a year (2)

Somewhat
often, about
once a
month (3)

Very often,
about once
a week (4)

All the time,
every day
(5)

Use a web
browser's
"incognito" or
"private
browsing"
function? (1)

!

!

!

!

!

Use an app
that encrypts
your email or
text? (2)

!

!

!

!

!

Look up your
personal
profile on
Axciom or
other web
service? (3)

!

!

!

!

!

Sign a
petition to
object to
government
surveillance?
(4)

!

!

!

!

!

Attend a rally
or other
event to
protest
government
surveillance?
(5)

!

!

!

!

!

Change
online
passwords?
(6)

!

!

!

!

!

Remove or
"untag"
yourself from
a picture on a
social
network site?
(7)

!

!

!

!

!

Try to
convince a
friend or
colleague
they should
be concerned
about
government
surveillance?
(9)

!

!

!

!

!

Q118 Next we have several questions about current events.
Q111 During the next 12 months, how likely do you think it is that there will be a terrorist
attack in the United States that kills 100 or more people?
! Extremely unlikely (1)
! Slightly likely (2)
! Moderately likely (3)
! Very likely (4)
! Extremely likely (5)
Q101 In June of 2013, a man named Edward Snowden was in the news for releasing
thousands of classified government documents about the U.S. government's
surveillance practices. How familiar are you with the Snowden story?
! Extremely familiar (1)
! Very familiar (2)
! Somewhat familiar (3)
! Not too familiar (4)
! Not familiar at all (5)
Q102 Some people think Snowden is a hero for uncovering government violations of
U.S. citizens' privacy rights. Others think he is a traitor for undermining programs meant
to protect us from terrorist attacks. How about you, where would you put Edward
Snowden on the following scale?
! A complete hero (1)
! Mostly a hero (2)
! Somewhat a hero (3)
! Neither a hero nor a traitor (4)
! Somewhat a traitor (5)
! Mostly a traitor (6)
! A complete traitor (7)

Q119 How strongly do you approve or disapprove of the job President Barack Obama is
doing in each of the following areas?
Strongly
approve (1)

Somewhat
approve (2)

Neither
approve nor
disapprove
(3)

Somewhat
approve (4)

Strongly
approve (5)

Overall (1)

!

!

!

!

!

Economic
growth (2)

!

!

!

!

!

National
Security (3)

!

!

!

!

!

Problems in
the Middle
East (4)

!

!

!

!

!

Education
(6)

!

!

!

!

!

Q120 How strongly would you support or oppose the decision to commit U.S. ground
troops in order to defeat ISIS, the new militant group in Syria that has been making
recent advances against the Syrian army?
! Strongly oppose (1)
! Somewhat oppose (2)
! Neither oppose nor support (3)
! Somewhat support (4)
! Strongly support (5)
Q123 Since the September 11, 2001 attacks there have been changes in security at
public places such as airports, stadiums and government buildings. On the following
scale, how do you feel about these security policies?
! Gone way too far (1)
! Gone somewhat too far (2)
! About right (3)
! Haven't gone quite far enough (4)
! Haven't gone nearly far enough (5)

Q91 Now think about the trade off between our national security and the rights of
citizens in our country. How likely do you think it is that the U.S. government is violating
the following constitutionally guaranteed rights?
Not at all
likely (1)

A bit likely
(2)

Somewhat
likey (3)

Very likely
(4)

Extremely
likely (5)

Free
exercise of
religion (1)

!

!

!

!

!

Freedom of
speech (2)

!

!

!

!

!

Right to
peacefully
assemble (3)

!

!

!

!

!

Right to bear
arms (4)

!

!

!

!

!

Right to
privacy (5)

!

!

!

!

!

Right to due
process of
law (6)

!

!

!

!

!

Q101 In general, how important is it for you to keep the following online information
private from your professional acquaintances?
Not at all
important (1)

Not too
important (2)

Somewhat
important (3)

Very important
(4)

Your home
address (1)

!

!

!

!

Your bank
information (3)

!

!

!

!

What websites
you visit (4)

!

!

!

!

Your shopping
activity (5)

!

!

!

!

Your emails (6)

!

!

!

!

Q99 How much control do you feel you have to keep your online activities private?
! A great deal of control (1)
! A fair amount of control (2)
! Some control (3)
! Not too much control (4)
! No control at all (5)

Q74 To the best of your knowledge please tell us whether the following statements are
true or false. If you do not know for sure, please guess which one is most likely to be
correct in your opinion.
Q114 The U.S. government regularly monitors the communications of foreign citizens
without their knowledge or permission.
! True (1)
! False (2)
ag2T The US government has access to phone “metadata” (records of who calls whom)
from most cell phone providers.
! True (1)
! False (2)
ag3F You can hide your web activity from the U.S. government by using your web
browser’s “incognito” or "private browsing" function.
! True (1)
! False (2)
ag4T The U.S. government inadvertently collects millions of Americans’ email contact
lists every year as part of their effort to monitor the email of foreign citizens.
! True (1)
! False (2)
ag5F The US government installs “cookies” on all computers connected to the Internet,
allowing it to track users' online activity.
! True (1)
! False (2)

Q111 The US government is allowed by law to record the content of cell phone
conversations between Americans and citizens of foreign countries without a court
order.
! True (1)
! False (2)
ag6F The US government can legally record the content of cell phone conversations
between any two American citizens, even if they are both in the United States, without a
court order.
! True (1)
! False (2)
Q105 The US government tracks and collects the physical movements of all cell phone
users by accessing the GPS systems in various devices.
! True (1)
! False (2)
Q106 The US government regularly accesses the cameras on U.S. citizens' computers
to view and record their activity.
! True (1)
! False (2)
Q113 The U.S. government purchases Facebook "likes" for its official webpages to give
the perception of higher popular support.
! True (1)
! False (2)
Q24 For these statements as well, please tell us whether - to the best of your knowledge
- they are true or false. If you do not know for sure, please just guess which is most likely
to be correct in your opinion.
ac1T The ads you see on most major websites are targeted to you based on your
previous online activity.
! True (1)
! False (2)
ac2T Gmail and other email providers display ads based upon the content of the emails
you send and receive.
! True (1)
! False (2)

ac3F Even if a web business has a privacy policy that states they will not share your
purchasing information, it is still likely to share that information with other websites or
companies.
! True (1)
! False (2)
Q116 Google regularly modifies the content of its news articles to maximize its own
profits and to avoid offending its business partners.
! True (1)
! False (2)
ac4F If you do not accept "cookies," websites cannot tell where you are physically
located.
! True (1)
! False (2)

ac5T The search results you receive when you use major search engines (Google, Bing)
are tailored to you, based on your location and previous online activity.
! True (1)
! False (2)
Q115 Facebook can modify the emotional content of your feed by choosing when and
where to display your friends' updates.
! True (1)
! False (2)
Q107 While you surf the Internet, websites regularly monitor your eye movement using
your computer's camera in order to measure which parts of their web pages you pay
attention to.
! True (1)
! False (2)
Q108 "Cookies" contain information collected from your computer, including the date you
purchased it, your email contact list and what programs you have installed.
! True (1)
! False (2)
ac6T If you had to guess, how many instances of serious corporate hacking- where
customers' real names, passwords, and email addresses were stolen- do you think
occurred in 2013?
! Fewer than 250 (1)
! Between 251 and 500 (2)
! Between 501 and 750 (3)
! Between 751 and 1000 (4)
! More than 1000 (5)
Q48 How often do politics and government seem so complicated that you can't really
understand what's going on?
! Always (1)
! Most of the time (2)
! About half the time (3)
! Some of the time (4)
! Never (5)

Q127 How well do you understand the important political issues facing our country?
! Extremely well (1)
! Very well (2)
! Moderately well (3)
! Slightly well (4)
! Not well at all (5)
Q128 How much do public officials care what people like you think?
! A great deal (1)
! A lot (2)
! A moderate amount (3)
! A little (4)
! Not at all (5)
Q129 How much can people like you affect what government does?
! A great deal (1)
! A lot (2)
! A moderate amount (3)
! A little (4)
! Not at all (5)
Q51 How often can you trust the federal government in Washington to do what is right?
! Never (1)
! Rarely (2)
! Sometimes (3)
! Often (4)
! Always (5)

Q134 If someone hasn't done anything wrong, how likely do you think it is that the
government could accuse that person of wrongdoing anyway?
! Extremely unlikely (1)
! Somewhat unlikely (2)
! A bit unlikely (3)
! A bit likely (4)
! Somewhat likely (5)
! Extremely likely (6)
Q132 How strongly do you feel government is run by a few big interests looking out for
themselves?
! Extremely strongly (1)
! Very strongly (2)
! Somewhat strongly (3)
! Not too strongly (4)
! Not strongly at all (5)
Q130 How many of the people running the government are corrupt?
! All (1)
! Most (2)
! About half (3)
! A few (4)
! None (5)
Q110 Generally speaking, how often can you trust other people?
! Never (1)
! Rarely (2)
! Sometimes (3)
! Often (4)
! Always (5)
Q121 Some people think the health care law passed in 2010 authorizes government
panels to make end-of-life decisions for people on Medicare. How about you? Please
check the alternative that comes closest to your view about whether the new healthcare
law does this or not.
! Definitely does (1)
! Probably does (2)
! Probably does not (3)
! Definitely does not (4)

Q125 Some people think senior federal government officials knew about the terrorist
attacks on September 11, 2001 before they happened. How about you? How likely is it
that senior government officials knew about this?
! Extremely likely (1)
! Very likely (3)
! Somewhat likely (4)
! Somewhat unlikely (5)
! Very unlikely (6)
! Extremely unlikely (7)
Q126 Some people think Barack Obama was not born in the United States. What do you
think?
! Definitely born in the U.S. (1)
! Probably born in the U.S. (2)
! Probably born in another country (3)
! Definitely born in another country (4)
! Don't know (5)
Q133 Some people say that when Hurricane Katrina hit the Gulf Coast in the summer of
2005, the federal government intentionally breached flood levees in New Orleans so that
poor neighborhoods would be flooded and middle-class neighborhoods would be
spared. Do you think the government did this or not?
! Definitely did (1)
! Probably did (2)
! Probably did not (3)
! Definitely did not (4)

tipi Here are pairs of words that may or may not apply to you. Please indicate the extent
to which you agree or disagree with each statement. Rate the extent to which each pair
of words does or does not apply to you, even if one word applies more strongly than the
other.
Strongly
Disagre
e (1)

Disagre
e (2)

Somewha
t
Disagree
(3)

Neither
Agree
nor
Disagre
e (4)

Somewha
t Agree
(5)

Agre
e (6)

Strongl
y Agree
(7)

I see myself
as
extraverted,
enthusiastic.
(1)

!

!

!

!

!

!

!

I see myself
as critical,
quarrelsome
. (2)

!

!

!

!

!

!

!

I see myself
as
dependable,
selfdisciplined.
(3)

!

!

!

!

!

!

!

I see myself
as anxious,
easily upset.
(4)

!

!

!

!

!

!

!

I see myself
as open to
new
experiences
, complex.
(5)

!

!

!

!

!

!

!

I see myself
as reserved,
quiet. (6)

!

!

!

!

!

!

!

I see myself
as
sympathetic,
warm. (7)

!

!

!

!

!

!

!

I see myself
as
disorganize
d, careless.
(8)

!

!

!

!

!

!

!

I see myself

!

!

!

!

!

!

!

as calm,
emotionally
stable. (9)
I see myself
as
conventional
, uncreative.
(10)

!

!

!

!

!

!

!

authoritar We are also interested in your thoughts about child rearing.There are four
pairs of qualities below. For each pair, which quality do you think is more important in a
child?
1 (1)

2 (2)

Independence:Respect for
elders (1)

!

!

Obedience:Self-reliance (2)

!

!

Curiosity:Good manners (3)

!

!

Being considerate:Wellbehaved (4)

!

!

Q104 Next we are interested in how you feel about people from other groups in our
society in general. For each item below, please indicate how well it describes
you. Please read each item carefully and answer as honestly as you can.
Does not
describe
me well at
all (1)

Describes
me slightly
well (2)

Describes
me
moderately
well (3)

Describes
me very well
(4)

Describes
me
extremely
well (5)

I believe that
there are two
sides to
every
question and
try to look at
them both,
including for
issues
involving
other racial or
ethnic
groups. (1)

!

!

!

!

!

I sometimes
find it difficult
to see things
from the
“other
person’s”
point of view,
particularly
someone
from another
race or
ethnicity. (2)

!

!

!

!

!

The
misfortunes
of other racial
or ethnic
groups do not
usually
disturb me a
great deal.
(4)

!

!

!

!

!

I would
describe
myself as a
pretty softhearted
person
towards
people of

!

!

!

!

!

another racial
or ethnic
group. (5)
When I see
someone
being treated
unfairly due
to their race
or ethnicity, I
sometimes
don't feel
very much
pity for them.
(6)

!

!

!

!

!

I try to look at
everybody’s
side of a
disagreement
(including
those of other
racial or
ethnic
groups)
before I make
a decision.
(7)

!

!

!

!

!

Q30 Next we would like to ask you a few questions about your personal views about
politics.
Q32 In general, how liberal (left-leaning) or conservative (right-leaning) would say your
political views are? Please choose the point on this seven point scale that corresponds
best to your views.
! Very Liberal (1)
! (2)
! (3)
! Middle of the road (4)
! (5)
! (6)
! Very Conservative (7)
Q78 Some people consider themselves to be libertarian. How about you, how strongly
do you consider yourself as a libertarian?
! Very Strongly (1)
! Somewhat strongly (2)
! Not too strongly (3)
! Not at all (4)
! I do not know what a libertarian is (5)
Q38 Generally speaking, do you usually think of yourself as a Democrat, a Republican,
an Independent, or what?
! Democratic (1)
! Republican (2)
! Independent (3)
! Other (4) ____________________
! No preference (5)
Answer If Generally speaking, do you usually think of yourself as a democrat, a
republican, an independent, or what? Democratic Is Selected
Q78 Would you call yourself a strong Democrat or not very strong?
! Strong (1)
! Not very strong (2)
Answer If Generally speaking, do you usually think of yourself as a democrat, a
republican, an independent, or what? Republican Is Selected
Q92 Would you call yourself a strong Republican or not very strong?
! Strong (1)
! Not very strong (2)

Answer If Generally speaking, do you usually think of yourself as a democrat, a
republican, an independent... Independent Is Selected
Q40 As an Independent, do you lean more Democrat or Republican?
! Democrat (1)
! Republican (2)
! Neither / Don't Know (3)
Q54 Next we would like to ask about your parents' political views when you were
growing up.
Q51 In general, how liberal (left-leaning) or conservative (right-leaning) would say your
parents' political views were when you were growing up?
! Very Liberal (1)
! (2)
! (3)
! Middle of the road (4)
! (5)
! (6)
! Very Conservative (7)

Q55 And, finally, we have some more questions about you.
Q42 What is your gender?
! Male (1)
! Female (2)
! Other (3)
Q44 What is your age?
Q46 Please select the highest level of education you have completed.
! Some high school (1)
! High school graduate (2)
! Some college (3)
! College graduate (4)
! Some graduate school (5)
! Graduate school degree (6)
Q48 Please select your annual income range below.
! Under $20,000 (1)
! $20,001 – $30,000 (2)
! $30,001 – $40,000 (3)
! $40,001 – $50,000 (4)
! $50,001 – $60,000 (5)
! $60,001 – $70,000 (6)
! $70,001 – $80,000 (7)
! $80,001 – $90,000 (8)
! $90,001 – $100,000 (9)
! Over $100,000 (10)
Q50 Please select the option that best describes you.
! American Indian or Alaska Native (1)
! Hawaiian or Other Pacific Islander (2)
! Asian or Asian American (3)
! Black or African American (4)
! Hispanic or Latino (5)
! Non-Hispanic White (6)

Q135 How important is being ${q://QID40/ChoiceGroup/SelectedChoices} to your
identity? Is it extremely important, very important, moderately important, a little important
or not at all important?
! Extremely important (1)
! Very important (2)
! Moderately important (3)
! A little important (4)
! Not at all important (5)
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PI/PD Name:

Wenke Lee

Gender:

Male

Female

Ethnicity: (Choose one response)

Hispanic or Latino

Race:
(Select one or more)

American Indian or Alaska Native

Not Hispanic or Latino

Asian
Black or African American
Native Hawaiian or Other Pacific Islander
White

Disability Status:
(Select one or more)

Hearing Impairment
Visual Impairment
Mobility/Orthopedic Impairment
Other
None

Citizenship:

(Choose one)

U.S. Citizen

Permanent Resident

Other non-U.S. Citizen

Check here if you do not wish to provide any or all of the above information (excluding PI/PD name):
REQUIRED: Check here if you are currently serving (or have previously served) as a PI, co-PI or PD on any federally funded
project
Ethnicity Definition:
Hispanic or Latino. A person of Mexican, Puerto Rican, Cuban, South or Central American, or other Spanish culture or origin, regardless
of race.
Race Definitions:
American Indian or Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America), and who maintains tribal affiliation or community attachment.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for
example, Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam.
Black or African American. A person having origins in any of the black racial groups of Africa.
Native Hawaiian or Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa,
or other Pacific Islands.
White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.
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the statistical validity, and therefore the usefulness, of information recieved from others. Any individual not wishing to submit some or all the
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last question above.)
Collection of this information is authorized by the NSF Act of 1950, as amended, 42 U.S.C. 1861, et seq. Demographic data allows NSF to
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02 INFORMATION ABOUT PRINCIPAL INVESTIGATORS/PROJECT DIRECTORS(PI/PD) and
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Submit only ONE copy of this form for each PI/PD and co-PI/PD identified on the proposal. The form(s) should be attached to the original
proposal as specified in GPG Section II.C.a. Submission of this information is voluntary and is not a precondition of award. This information will
not be disclosed to external peer reviewers. DO NOT INCLUDE THIS FORM WITH ANY OF THE OTHER COPIES OF YOUR PROPOSAL AS
THIS MAY COMPROMISE THE CONFIDENTIALITY OF THE INFORMATION.
PI/PD Name:

Nicholas G Feamster

Gender:

Male

Female

Ethnicity: (Choose one response)

Hispanic or Latino

Race:
(Select one or more)

American Indian or Alaska Native

Not Hispanic or Latino

Asian
Black or African American
Native Hawaiian or Other Pacific Islander
White

Disability Status:
(Select one or more)

Hearing Impairment
Visual Impairment
Mobility/Orthopedic Impairment
Other
None

Citizenship:

(Choose one)

U.S. Citizen

Permanent Resident

Other non-U.S. Citizen

Check here if you do not wish to provide any or all of the above information (excluding PI/PD name):
REQUIRED: Check here if you are currently serving (or have previously served) as a PI, co-PI or PD on any federally funded
project
Ethnicity Definition:
Hispanic or Latino. A person of Mexican, Puerto Rican, Cuban, South or Central American, or other Spanish culture or origin, regardless
of race.
Race Definitions:
American Indian or Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America), and who maintains tribal affiliation or community attachment.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for
example, Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam.
Black or African American. A person having origins in any of the black racial groups of Africa.
Native Hawaiian or Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa,
or other Pacific Islands.
White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.
WHY THIS INFORMATION IS BEING REQUESTED:
The Federal Government has a continuing commitment to monitor the operation of its review and award processes to identify and address
any inequities based on gender, race, ethnicity, or disability of its proposed PIs/PDs. To gather information needed for this important
task, the proposer should submit a single copy of this form for each identified PI/PD with each proposal. Submission of the requested
information is voluntary and will not affect the organization’s eligibility for an award. However, information not submitted will seriously undermine
the statistical validity, and therefore the usefulness, of information recieved from others. Any individual not wishing to submit some or all the
information should check the box provided for this purpose. (The exceptions are the PI/PD name and the information about prior Federal support, the
last question above.)
Collection of this information is authorized by the NSF Act of 1950, as amended, 42 U.S.C. 1861, et seq. Demographic data allows NSF to
gauge whether our programs and other opportunities in science and technology are fairly reaching and benefiting everyone regardless of
demographic category; to ensure that those in under-represented groups have the same knowledge of and access to programs and other
research and educational oppurtunities; and to assess involvement of international investigators in work supported by NSF. The information
may be disclosed to government contractors, experts, volunteers and researchers to complete assigned work; and to other government
agencies in order to coordinate and assess programs. The information may be added to the Reviewer file and used to select potential
candidates to serve as peer reviewers or advisory committee members. See Systems of Records, NSF-50, "Principal Investigator/Proposal
File and Associated Records", 63 Federal Register 267 (January 5, 1998), and NSF-51, "Reviewer/Proposal File and Associated Records",
63 Federal Register 268 (January 5, 1998).
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02 INFORMATION ABOUT PRINCIPAL INVESTIGATORS/PROJECT DIRECTORS(PI/PD) and
co-PRINCIPAL INVESTIGATORS/co-PROJECT DIRECTORS
Submit only ONE copy of this form for each PI/PD and co-PI/PD identified on the proposal. The form(s) should be attached to the original
proposal as specified in GPG Section II.C.a. Submission of this information is voluntary and is not a precondition of award. This information will
not be disclosed to external peer reviewers. DO NOT INCLUDE THIS FORM WITH ANY OF THE OTHER COPIES OF YOUR PROPOSAL AS
THIS MAY COMPROMISE THE CONFIDENTIALITY OF THE INFORMATION.
PI/PD Name:

Hans K Klein

Gender:

Male

Female

Ethnicity: (Choose one response)

Hispanic or Latino

Race:
(Select one or more)

American Indian or Alaska Native

Not Hispanic or Latino

Asian
Black or African American
Native Hawaiian or Other Pacific Islander
White

Disability Status:
(Select one or more)

Hearing Impairment
Visual Impairment
Mobility/Orthopedic Impairment
Other
None

Citizenship:

(Choose one)

U.S. Citizen

Permanent Resident

Other non-U.S. Citizen

Check here if you do not wish to provide any or all of the above information (excluding PI/PD name):
REQUIRED: Check here if you are currently serving (or have previously served) as a PI, co-PI or PD on any federally funded
project
Ethnicity Definition:
Hispanic or Latino. A person of Mexican, Puerto Rican, Cuban, South or Central American, or other Spanish culture or origin, regardless
of race.
Race Definitions:
American Indian or Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America), and who maintains tribal affiliation or community attachment.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for
example, Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam.
Black or African American. A person having origins in any of the black racial groups of Africa.
Native Hawaiian or Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa,
or other Pacific Islands.
White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.
WHY THIS INFORMATION IS BEING REQUESTED:
The Federal Government has a continuing commitment to monitor the operation of its review and award processes to identify and address
any inequities based on gender, race, ethnicity, or disability of its proposed PIs/PDs. To gather information needed for this important
task, the proposer should submit a single copy of this form for each identified PI/PD with each proposal. Submission of the requested
information is voluntary and will not affect the organization’s eligibility for an award. However, information not submitted will seriously undermine
the statistical validity, and therefore the usefulness, of information recieved from others. Any individual not wishing to submit some or all the
information should check the box provided for this purpose. (The exceptions are the PI/PD name and the information about prior Federal support, the
last question above.)
Collection of this information is authorized by the NSF Act of 1950, as amended, 42 U.S.C. 1861, et seq. Demographic data allows NSF to
gauge whether our programs and other opportunities in science and technology are fairly reaching and benefiting everyone regardless of
demographic category; to ensure that those in under-represented groups have the same knowledge of and access to programs and other
research and educational oppurtunities; and to assess involvement of international investigators in work supported by NSF. The information
may be disclosed to government contractors, experts, volunteers and researchers to complete assigned work; and to other government
agencies in order to coordinate and assess programs. The information may be added to the Reviewer file and used to select potential
candidates to serve as peer reviewers or advisory committee members. See Systems of Records, NSF-50, "Principal Investigator/Proposal
File and Associated Records", 63 Federal Register 267 (January 5, 1998), and NSF-51, "Reviewer/Proposal File and Associated Records",
63 Federal Register 268 (January 5, 1998).
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02 INFORMATION ABOUT PRINCIPAL INVESTIGATORS/PROJECT DIRECTORS(PI/PD) and
co-PRINCIPAL INVESTIGATORS/co-PROJECT DIRECTORS
Submit only ONE copy of this form for each PI/PD and co-PI/PD identified on the proposal. The form(s) should be attached to the original
proposal as specified in GPG Section II.C.a. Submission of this information is voluntary and is not a precondition of award. This information will
not be disclosed to external peer reviewers. DO NOT INCLUDE THIS FORM WITH ANY OF THE OTHER COPIES OF YOUR PROPOSAL AS
THIS MAY COMPROMISE THE CONFIDENTIALITY OF THE INFORMATION.
PI/PD Name:

Hongyuan Zha

Gender:

Male

Female

Ethnicity: (Choose one response)

Hispanic or Latino

Race:
(Select one or more)

American Indian or Alaska Native

Not Hispanic or Latino

Asian
Black or African American
Native Hawaiian or Other Pacific Islander
White

Disability Status:
(Select one or more)

Hearing Impairment
Visual Impairment
Mobility/Orthopedic Impairment
Other
None

Citizenship:

(Choose one)

U.S. Citizen

Permanent Resident

Other non-U.S. Citizen

Check here if you do not wish to provide any or all of the above information (excluding PI/PD name):
REQUIRED: Check here if you are currently serving (or have previously served) as a PI, co-PI or PD on any federally funded
project
Ethnicity Definition:
Hispanic or Latino. A person of Mexican, Puerto Rican, Cuban, South or Central American, or other Spanish culture or origin, regardless
of race.
Race Definitions:
American Indian or Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America), and who maintains tribal affiliation or community attachment.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for
example, Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam.
Black or African American. A person having origins in any of the black racial groups of Africa.
Native Hawaiian or Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa,
or other Pacific Islands.
White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.
WHY THIS INFORMATION IS BEING REQUESTED:
The Federal Government has a continuing commitment to monitor the operation of its review and award processes to identify and address
any inequities based on gender, race, ethnicity, or disability of its proposed PIs/PDs. To gather information needed for this important
task, the proposer should submit a single copy of this form for each identified PI/PD with each proposal. Submission of the requested
information is voluntary and will not affect the organization’s eligibility for an award. However, information not submitted will seriously undermine
the statistical validity, and therefore the usefulness, of information recieved from others. Any individual not wishing to submit some or all the
information should check the box provided for this purpose. (The exceptions are the PI/PD name and the information about prior Federal support, the
last question above.)
Collection of this information is authorized by the NSF Act of 1950, as amended, 42 U.S.C. 1861, et seq. Demographic data allows NSF to
gauge whether our programs and other opportunities in science and technology are fairly reaching and benefiting everyone regardless of
demographic category; to ensure that those in under-represented groups have the same knowledge of and access to programs and other
research and educational oppurtunities; and to assess involvement of international investigators in work supported by NSF. The information
may be disclosed to government contractors, experts, volunteers and researchers to complete assigned work; and to other government
agencies in order to coordinate and assess programs. The information may be added to the Reviewer file and used to select potential
candidates to serve as peer reviewers or advisory committee members. See Systems of Records, NSF-50, "Principal Investigator/Proposal
File and Associated Records", 63 Federal Register 267 (January 5, 1998), and NSF-51, "Reviewer/Proposal File and Associated Records",
63 Federal Register 268 (January 5, 1998).
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02 INFORMATION ABOUT PRINCIPAL INVESTIGATORS/PROJECT DIRECTORS(PI/PD) and
co-PRINCIPAL INVESTIGATORS/co-PROJECT DIRECTORS
Submit only ONE copy of this form for each PI/PD and co-PI/PD identified on the proposal. The form(s) should be attached to the original
proposal as specified in GPG Section II.C.a. Submission of this information is voluntary and is not a precondition of award. This information will
not be disclosed to external peer reviewers. DO NOT INCLUDE THIS FORM WITH ANY OF THE OTHER COPIES OF YOUR PROPOSAL AS
THIS MAY COMPROMISE THE CONFIDENTIALITY OF THE INFORMATION.
PI/PD Name:

Michael Bailey

Gender:

Male

Female

Ethnicity: (Choose one response)

Hispanic or Latino

Race:
(Select one or more)

American Indian or Alaska Native

Not Hispanic or Latino

Asian
Black or African American
Native Hawaiian or Other Pacific Islander
White

Disability Status:
(Select one or more)

Hearing Impairment
Visual Impairment
Mobility/Orthopedic Impairment
Other
None

Citizenship:

(Choose one)

U.S. Citizen

Permanent Resident

Other non-U.S. Citizen

Check here if you do not wish to provide any or all of the above information (excluding PI/PD name):
REQUIRED: Check here if you are currently serving (or have previously served) as a PI, co-PI or PD on any federally funded
project
Ethnicity Definition:
Hispanic or Latino. A person of Mexican, Puerto Rican, Cuban, South or Central American, or other Spanish culture or origin, regardless
of race.
Race Definitions:
American Indian or Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America), and who maintains tribal affiliation or community attachment.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for
example, Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam.
Black or African American. A person having origins in any of the black racial groups of Africa.
Native Hawaiian or Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa,
or other Pacific Islands.
White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.
WHY THIS INFORMATION IS BEING REQUESTED:
The Federal Government has a continuing commitment to monitor the operation of its review and award processes to identify and address
any inequities based on gender, race, ethnicity, or disability of its proposed PIs/PDs. To gather information needed for this important
task, the proposer should submit a single copy of this form for each identified PI/PD with each proposal. Submission of the requested
information is voluntary and will not affect the organization’s eligibility for an award. However, information not submitted will seriously undermine
the statistical validity, and therefore the usefulness, of information recieved from others. Any individual not wishing to submit some or all the
information should check the box provided for this purpose. (The exceptions are the PI/PD name and the information about prior Federal support, the
last question above.)
Collection of this information is authorized by the NSF Act of 1950, as amended, 42 U.S.C. 1861, et seq. Demographic data allows NSF to
gauge whether our programs and other opportunities in science and technology are fairly reaching and benefiting everyone regardless of
demographic category; to ensure that those in under-represented groups have the same knowledge of and access to programs and other
research and educational oppurtunities; and to assess involvement of international investigators in work supported by NSF. The information
may be disclosed to government contractors, experts, volunteers and researchers to complete assigned work; and to other government
agencies in order to coordinate and assess programs. The information may be added to the Reviewer file and used to select potential
candidates to serve as peer reviewers or advisory committee members. See Systems of Records, NSF-50, "Principal Investigator/Proposal
File and Associated Records", 63 Federal Register 267 (January 5, 1998), and NSF-51, "Reviewer/Proposal File and Associated Records",
63 Federal Register 268 (January 5, 1998).
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02 INFORMATION ABOUT PRINCIPAL INVESTIGATORS/PROJECT DIRECTORS(PI/PD) and
co-PRINCIPAL INVESTIGATORS/co-PROJECT DIRECTORS
Submit only ONE copy of this form for each PI/PD and co-PI/PD identified on the proposal. The form(s) should be attached to the original
proposal as specified in GPG Section II.C.a. Submission of this information is voluntary and is not a precondition of award. This information will
not be disclosed to external peer reviewers. DO NOT INCLUDE THIS FORM WITH ANY OF THE OTHER COPIES OF YOUR PROPOSAL AS
THIS MAY COMPROMISE THE CONFIDENTIALITY OF THE INFORMATION.
PI/PD Name:

Marshini Chetty

Gender:

Male

Female

Ethnicity: (Choose one response)

Hispanic or Latino

Race:
(Select one or more)

American Indian or Alaska Native

Not Hispanic or Latino

Asian
Black or African American
Native Hawaiian or Other Pacific Islander
White

Disability Status:
(Select one or more)

Hearing Impairment
Visual Impairment
Mobility/Orthopedic Impairment
Other
None

Citizenship:

(Choose one)

U.S. Citizen

Permanent Resident

Other non-U.S. Citizen

Check here if you do not wish to provide any or all of the above information (excluding PI/PD name):
REQUIRED: Check here if you are currently serving (or have previously served) as a PI, co-PI or PD on any federally funded
project
Ethnicity Definition:
Hispanic or Latino. A person of Mexican, Puerto Rican, Cuban, South or Central American, or other Spanish culture or origin, regardless
of race.
Race Definitions:
American Indian or Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America), and who maintains tribal affiliation or community attachment.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for
example, Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam.
Black or African American. A person having origins in any of the black racial groups of Africa.
Native Hawaiian or Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa,
or other Pacific Islands.
White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.
WHY THIS INFORMATION IS BEING REQUESTED:
The Federal Government has a continuing commitment to monitor the operation of its review and award processes to identify and address
any inequities based on gender, race, ethnicity, or disability of its proposed PIs/PDs. To gather information needed for this important
task, the proposer should submit a single copy of this form for each identified PI/PD with each proposal. Submission of the requested
information is voluntary and will not affect the organization’s eligibility for an award. However, information not submitted will seriously undermine
the statistical validity, and therefore the usefulness, of information recieved from others. Any individual not wishing to submit some or all the
information should check the box provided for this purpose. (The exceptions are the PI/PD name and the information about prior Federal support, the
last question above.)
Collection of this information is authorized by the NSF Act of 1950, as amended, 42 U.S.C. 1861, et seq. Demographic data allows NSF to
gauge whether our programs and other opportunities in science and technology are fairly reaching and benefiting everyone regardless of
demographic category; to ensure that those in under-represented groups have the same knowledge of and access to programs and other
research and educational oppurtunities; and to assess involvement of international investigators in work supported by NSF. The information
may be disclosed to government contractors, experts, volunteers and researchers to complete assigned work; and to other government
agencies in order to coordinate and assess programs. The information may be added to the Reviewer file and used to select potential
candidates to serve as peer reviewers or advisory committee members. See Systems of Records, NSF-50, "Principal Investigator/Proposal
File and Associated Records", 63 Federal Register 267 (January 5, 1998), and NSF-51, "Reviewer/Proposal File and Associated Records",
63 Federal Register 268 (January 5, 1998).
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SHOW PREVIOUS AWARD NO. IF THIS IS
A RENEWAL
AN ACCOMPLISHMENT-BASED RENEWAL

FILE LOCATION

(Data Universal Numbering System)

11/12/2013 4:41pm

IS THIS PROPOSAL BEING SUBMITTED TO ANOTHER FEDERAL
AGENCY?
YES
NO
IF YES, LIST ACRONYM(S)

580603146
NAME OF ORGANIZATION TO WHICH AWARD SHOULD BE MADE

ADDRESS OF AWARDEE ORGANIZATION, INCLUDING 9 DIGIT ZIP CODE

Office of Sponsored Programs
Atlanta, GA 30332-0420

Georgia Tech Research Corporation
AWARDEE ORGANIZATION CODE (IF KNOWN)

0015693000
NAME OF PRIMARY PLACE OF PERF

ADDRESS OF PRIMARY PLACE OF PERF, INCLUDING 9 DIGIT ZIP CODE

Georgia Institute of Technology
225 North Avenue
Atlanta ,GA ,303320002 ,US.

Georgia Institute of Technology

IS AWARDEE ORGANIZATION (Check All That Apply)
(See GPG II.C For Definitions)
TITLE OF PROPOSED PROJECT

MINORITY BUSINESS
IF THIS IS A PRELIMINARY PROPOSAL
WOMAN-OWNED BUSINESS THEN CHECK HERE

TWC SBE: TTP Option: Medium: Collaborative: EPICA: Empowering People
to Overcome Information Controls and Attacks

REQUESTED AMOUNT

REQUESTED STARTING DATE

PROPOSED DURATION (1-60 MONTHS)

750,000

$

SMALL BUSINESS
FOR-PROFIT ORGANIZATION

36

08/15/14

months

SHOW RELATED PRELIMINARY PROPOSAL NO.
IF APPLICABLE

CHECK APPROPRIATE BOX(ES) IF THIS PROPOSAL INCLUDES ANY OF THE ITEMS LISTED BELOW
BEGINNING INVESTIGATOR (GPG I.G.2)
HUMAN SUBJECTS (GPG II.D.7) Human Subjects Assurance Number
DISCLOSURE OF LOBBYING ACTIVITIES (GPG II.C.1.e)

Exemption Subsection

PROPRIETARY & PRIVILEGED INFORMATION (GPG I.D, II.C.1.d)

INTERNATIONAL COOPERATIVE ACTIVITIES: COUNTRY/COUNTRIES INVOLVED

HISTORIC PLACES (GPG II.C.2.j)

(GPG II.C.2.j)

EAGER* (GPG II.D.2)

or IRB App. Date

RAPID** (GPG II.D.1)

VERTEBRATE ANIMALS (GPG II.D.6) IACUC App. Date
PHS Animal Welfare Assurance Number
PI/PD DEPARTMENT

PI/PD POSTAL ADDRESS

801 Atlantic Drive

College of Computing

PI/PD FAX NUMBER

Atlanta, GA 30332
United States

404-385-2295
NAMES (TYPED)

High Degree

Yr of Degree

Telephone Number

Email Address

PhD

1999

404-385-2879

wenke@cc.gatech.edu

PhD

2005

404-492-6015

feamster@cc.gatech.edu

PhD

1996

404-894-2258

hans.klein@pubpolicy.gatech.edu

PhD

1993

404-385-1491

zha@cc.gatech.edu

PI/PD NAME

Wenke Lee
CO-PI/PD

Nicholas G Feamster
CO-PI/PD

Hans K Klein
CO-PI/PD

Hongyuan Zha
CO-PI/PD
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CERTIFICATION PAGE
Certification for Authorized Organizational Representative (or Equivalent) or Individual Applicant
By electronically signing and submitting this proposal, the Authorized Organizational Representative (AOR) or Individual Applicant is: (1) certifying that statements made herein are true and
complete to the best of his/her knowledge; and (2) agreeing to accept the obligation to comply with NSF award terms and conditions if an award is made as a result of this application. Further,
the applicant is hereby providing certifications regarding conflict of interest (when applicable), drug-free workplace, debarment and suspension, lobbying activities (see below),
nondiscrimination, flood hazard insurance (when applicable), responsible conduct of research, organizational support, Federal tax obligations, unpaid Federal tax liability, and criminal
convictions as set forth in the NSF Proposal & Award Policies & Procedures Guide,Part I: the Grant Proposal Guide (GPG). Willful provision of false information in this application and its
supporting documents or in reports required under an ensuing award is a criminal offense (U.S. Code, Title 18, Section 1001).

Conflict of Interest Certification
When the proposing organization employs more than fifty persons, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding
Conflict of Interest:
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that the organization has implemented a written and enforced
conflict of interest policy that is consistent with the provisions of the NSF Proposal & Award Policies & Procedures Guide, Part II, Award & Administration Guide (AAG) Section IV.A;
that to the best of his/her knowledge, all financial disclosures required by that conflict of interest policy have been made; and that all identified conflicts of interest will have been satisfactorily
managed, reduced or eliminated prior to the organization’s expenditure of any funds under the award, in accordance with the organization’s conflict of interest policy. Conflicts which cannot
be satisfactorily managed, reduced or eliminated must be disclosed to NSF.

Drug Free Work Place Certification
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent), is providing the Drug Free Work Place Certification contained in
Exhibit II-3 of the Grant Proposal Guide.

Debarment and Suspension Certification

(If answer "yes", please provide explanation.)

Is the organization or its principals presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded
from covered transactions by any Federal department or agency?

Yes

No

By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) or Individual Applicant is providing the
Debarment and Suspension Certification contained in Exhibit II-4 of the Grant Proposal Guide.

Certification Regarding Lobbying
This certification is required for an award of a Federal contract, grant, or cooperative agreement exceeding $100,000 and for an award of a Federal loan or a commitment providing
for the United States to insure or guarantee a loan exceeding $150,000.

Certification for Contracts, Grants, Loans and Cooperative Agreements
The undersigned certifies, to the best of his or her knowledge and belief, that:
(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person for influencing or attempting to influence an officer or employee of any
agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any Federal contract, the making of any
Federal grant, the making of any Federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal
contract, grant, loan, or cooperative agreement.
(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the
undersigned shall complete and submit Standard Form-LLL, ‘‘Disclosure of Lobbying Activities,’’ in accordance with its instructions.
(3) The undersigned shall require that the language of this certification be included in the award documents for all subawards at all tiers including subcontracts, subgrants, and contracts
under grants, loans, and cooperative agreements and that all subrecipients shall certify and disclose accordingly.
This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into. Submission of this certification is a prerequisite for
making or entering into this transaction imposed by section 1352, Title 31, U.S. Code. Any person who fails to file the required certification shall be subject to a civil penalty of not less
than $10,000 and not more than $100,000 for each such failure.

Certification Regarding Nondiscrimination
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is providing the Certification Regarding
Nondiscrimination contained in Exhibit II-6 of the Grant Proposal Guide.

Certification Regarding Flood Hazard Insurance
Two sections of the National Flood Insurance Act of 1968 (42 USC §4012a and §4106) bar Federal agencies from giving financial assistance for acquisition or
construction purposes in any area identified by the Federal Emergency Management Agency (FEMA) as having special flood hazards unless the:
(1) community in which that area is located participates in the national flood insurance program; and
(2) building (and any related equipment) is covered by adequate flood insurance.
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) or Individual Applicant located in FEMA-designated special flood hazard areas is
certifying that adequate flood insurance has been or will be obtained in the following situations:
(1) for NSF grants for the construction of a building or facility, regardless of the dollar amount of the grant; and
(2) for other NSF grants when more than $25,000 has been budgeted in the proposal for repair, alteration or improvement (construction) of a building or facility.

Certification Regarding Responsible Conduct of Research (RCR)
(This certification is not applicable to proposals for conferences, symposia, and workshops.)
By electronically signing the Certification Pages, the Authorized Organizational Representative is certifying that, in accordance with the NSF Proposal
& Award Policies & Procedures Guide, Part II, Award & Administration Guide (AAG) Chapter IV.B., the institution has a plan in place to provide appropriate training and oversight in the
responsible and ethical conduct of research to undergraduates, graduate students and postdoctoral researchers who will be supported by NSF to conduct research.
The AOR shall require that the language of this certification be included in any award documents for all subawards at all tiers.
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CERTIFICATION PAGE - CONTINUED
Certification Regarding Organizational Support
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that there is organizational support for the proposal as required by
Section 526 of the America COMPETES Reauthorization Act of 2010. This support extends to the portion of the proposal developed to satisfy the Broader Impacts Review Criterion as well as
the Intellectual Merit Review Criterion, and any additional review criteria specified in the solicitation. Organizational support will be made available, as described in the proposal, in order to
address the broader impacts and intellectual merit activities to be undertaken.

Certification Regarding Federal Tax Obligations
When the proposal exceeds $5,000,000, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding Federal tax obligations.
By electronically signing the Certification pages, the Authorized Organizational Representative is certifying that, to the best of their knowledge and belief, the proposing organization:
(1) has filed all Federal tax returns required during the three years preceding this certification;
(2) has not been convicted of a criminal offense under the Internal Revenue Code of 1986; and
(3) has not, more than 90 days prior to this certification, been notified of any unpaid Federal tax assessment for which the liability remains unsatisfied, unless the assessment is the
subject of an installment agreement or offer in compromise that has been approved by the Internal Revenue Service and is not in default, or the assessment is the subject of a non-frivolous
administrative or judicial proceeding.

Certification Regarding Unpaid Federal Tax Liability
When the proposing organization is a corporation, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding Federal Tax
Liability:
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that the corporation has no unpaid Federal tax liability that has
been assessed, for which all judicial and administrative remedies have been exhausted or lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority
responsible for collecting the tax liability.

Certification Regarding Criminal Convictions
When the proposing organization is a corporation, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding Criminal
Convictions:
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that the corporation has not been convicted of a felony criminal
violation under any Federal law within the 24 months preceding the date on which the certification is signed.

AUTHORIZED ORGANIZATIONAL REPRESENTATIVE

SIGNATURE

DATE

NAME

Tanya Blackwell
TELEPHONE NUMBER
fm1207rrs-07

Electronic Signature
EMAIL ADDRESS

Nov 12 2013 4:07PM
FAX NUMBER

Tanya.Blackwell@osp.gatech.edu

* EAGER - EArly-concept Grants for Exploratory Research
** RAPID - Grants for Rapid Response Research
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COVER SHEET FOR PROPOSAL TO THE NATIONAL SCIENCE FOUNDATION
PROGRAM ANNOUNCEMENT/SOLICITATION NO./CLOSING DATE/if not in response to a program announcement/solicitation enter NSF 13-1

NSF 13-578

FOR NSF USE ONLY

NSF PROPOSAL NUMBER

10/15/13

FOR CONSIDERATION BY NSF ORGANIZATION UNIT(S)

1409758

(Indicate the most specific unit known, i.e. program, division, etc.)

CNS - Secure &Trustworthy Cyberspace
DATE RECEIVED NUMBER OF COPIES DIVISION ASSIGNED FUND CODE DUNS#

11/12/2013

2

05050000 CNS

EMPLOYER IDENTIFICATION NUMBER (EIN) OR
TAXPAYER IDENTIFICATION NUMBER (TIN)

8060

073133571

SHOW PREVIOUS AWARD NO. IF THIS IS
A RENEWAL
AN ACCOMPLISHMENT-BASED RENEWAL

FILE LOCATION

(Data Universal Numbering System)

11/12/2013 4:41pm

IS THIS PROPOSAL BEING SUBMITTED TO ANOTHER FEDERAL
AGENCY?
YES
NO
IF YES, LIST ACRONYM(S)

386006309
NAME OF ORGANIZATION TO WHICH AWARD SHOULD BE MADE

ADDRESS OF AWARDEE ORGANIZATION, INCLUDING 9 DIGIT ZIP CODE

Room 1062
Ann Arbor, MI 481091274
US

University of Michigan Ann Arbor
AWARDEE ORGANIZATION CODE (IF KNOWN)

0023259000
NAME OF PRIMARY PLACE OF PERF

ADDRESS OF PRIMARY PLACE OF PERF, INCLUDING 9 DIGIT ZIP CODE

University of Michigan Ann Arbor
2260 Hayward st.
Ann Arbor ,MI ,481092121 ,US.

University of Michigan Ann Arbor

IS AWARDEE ORGANIZATION (Check All That Apply)
(See GPG II.C For Definitions)
TITLE OF PROPOSED PROJECT

MINORITY BUSINESS
IF THIS IS A PRELIMINARY PROPOSAL
WOMAN-OWNED BUSINESS THEN CHECK HERE

TWC SBE: TTP Option: Medium: Collaborative: EPICA: Empowering People
to Overcome Information Controls and Attacks

REQUESTED AMOUNT

PROPOSED DURATION (1-60 MONTHS)

251,536

$

SMALL BUSINESS
FOR-PROFIT ORGANIZATION

36

REQUESTED STARTING DATE

09/01/14

months

SHOW RELATED PRELIMINARY PROPOSAL NO.
IF APPLICABLE

CHECK APPROPRIATE BOX(ES) IF THIS PROPOSAL INCLUDES ANY OF THE ITEMS LISTED BELOW
BEGINNING INVESTIGATOR (GPG I.G.2)
HUMAN SUBJECTS (GPG II.D.7) Human Subjects Assurance Number
DISCLOSURE OF LOBBYING ACTIVITIES (GPG II.C.1.e)

Exemption Subsection

PROPRIETARY & PRIVILEGED INFORMATION (GPG I.D, II.C.1.d)

INTERNATIONAL COOPERATIVE ACTIVITIES: COUNTRY/COUNTRIES INVOLVED

HISTORIC PLACES (GPG II.C.2.j)

(GPG II.C.2.j)

EAGER* (GPG II.D.2)

or IRB App. Date

RAPID** (GPG II.D.1)

VERTEBRATE ANIMALS (GPG II.D.6) IACUC App. Date
PHS Animal Welfare Assurance Number
PI/PD DEPARTMENT

PI/PD POSTAL ADDRESS

3003 South State St.
Room 1062
Ann Arbor, MI 481091271
United States

Software Systems Lab

PI/PD FAX NUMBER

734-763-8094
NAMES (TYPED)

High Degree

Yr of Degree

Telephone Number

Email Address

PhD

2006

734-764-1817

mibailey@eecs.umich.edu

PI/PD NAME

Michael Bailey
CO-PI/PD

CO-PI/PD

CO-PI/PD

CO-PI/PD
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CERTIFICATION PAGE
Certification for Authorized Organizational Representative (or Equivalent) or Individual Applicant
By electronically signing and submitting this proposal, the Authorized Organizational Representative (AOR) or Individual Applicant is: (1) certifying that statements made herein are true and
complete to the best of his/her knowledge; and (2) agreeing to accept the obligation to comply with NSF award terms and conditions if an award is made as a result of this application. Further,
the applicant is hereby providing certifications regarding conflict of interest (when applicable), drug-free workplace, debarment and suspension, lobbying activities (see below),
nondiscrimination, flood hazard insurance (when applicable), responsible conduct of research, organizational support, Federal tax obligations, unpaid Federal tax liability, and criminal
convictions as set forth in the NSF Proposal & Award Policies & Procedures Guide,Part I: the Grant Proposal Guide (GPG). Willful provision of false information in this application and its
supporting documents or in reports required under an ensuing award is a criminal offense (U.S. Code, Title 18, Section 1001).

Conflict of Interest Certification
When the proposing organization employs more than fifty persons, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding
Conflict of Interest:
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that the organization has implemented a written and enforced
conflict of interest policy that is consistent with the provisions of the NSF Proposal & Award Policies & Procedures Guide, Part II, Award & Administration Guide (AAG) Section IV.A;
that to the best of his/her knowledge, all financial disclosures required by that conflict of interest policy have been made; and that all identified conflicts of interest will have been satisfactorily
managed, reduced or eliminated prior to the organization’s expenditure of any funds under the award, in accordance with the organization’s conflict of interest policy. Conflicts which cannot
be satisfactorily managed, reduced or eliminated must be disclosed to NSF.

Drug Free Work Place Certification
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent), is providing the Drug Free Work Place Certification contained in
Exhibit II-3 of the Grant Proposal Guide.

Debarment and Suspension Certification

(If answer "yes", please provide explanation.)

Is the organization or its principals presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded
from covered transactions by any Federal department or agency?

Yes

No

By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) or Individual Applicant is providing the
Debarment and Suspension Certification contained in Exhibit II-4 of the Grant Proposal Guide.

Certification Regarding Lobbying
This certification is required for an award of a Federal contract, grant, or cooperative agreement exceeding $100,000 and for an award of a Federal loan or a commitment providing
for the United States to insure or guarantee a loan exceeding $150,000.

Certification for Contracts, Grants, Loans and Cooperative Agreements
The undersigned certifies, to the best of his or her knowledge and belief, that:
(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person for influencing or attempting to influence an officer or employee of any
agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any Federal contract, the making of any
Federal grant, the making of any Federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal
contract, grant, loan, or cooperative agreement.
(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the
undersigned shall complete and submit Standard Form-LLL, ‘‘Disclosure of Lobbying Activities,’’ in accordance with its instructions.
(3) The undersigned shall require that the language of this certification be included in the award documents for all subawards at all tiers including subcontracts, subgrants, and contracts
under grants, loans, and cooperative agreements and that all subrecipients shall certify and disclose accordingly.
This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into. Submission of this certification is a prerequisite for
making or entering into this transaction imposed by section 1352, Title 31, U.S. Code. Any person who fails to file the required certification shall be subject to a civil penalty of not less
than $10,000 and not more than $100,000 for each such failure.

Certification Regarding Nondiscrimination
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is providing the Certification Regarding
Nondiscrimination contained in Exhibit II-6 of the Grant Proposal Guide.

Certification Regarding Flood Hazard Insurance
Two sections of the National Flood Insurance Act of 1968 (42 USC §4012a and §4106) bar Federal agencies from giving financial assistance for acquisition or
construction purposes in any area identified by the Federal Emergency Management Agency (FEMA) as having special flood hazards unless the:
(1) community in which that area is located participates in the national flood insurance program; and
(2) building (and any related equipment) is covered by adequate flood insurance.
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) or Individual Applicant located in FEMA-designated special flood hazard areas is
certifying that adequate flood insurance has been or will be obtained in the following situations:
(1) for NSF grants for the construction of a building or facility, regardless of the dollar amount of the grant; and
(2) for other NSF grants when more than $25,000 has been budgeted in the proposal for repair, alteration or improvement (construction) of a building or facility.

Certification Regarding Responsible Conduct of Research (RCR)
(This certification is not applicable to proposals for conferences, symposia, and workshops.)
By electronically signing the Certification Pages, the Authorized Organizational Representative is certifying that, in accordance with the NSF Proposal
& Award Policies & Procedures Guide, Part II, Award & Administration Guide (AAG) Chapter IV.B., the institution has a plan in place to provide appropriate training and oversight in the
responsible and ethical conduct of research to undergraduates, graduate students and postdoctoral researchers who will be supported by NSF to conduct research.
The AOR shall require that the language of this certification be included in any award documents for all subawards at all tiers.
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CERTIFICATION PAGE - CONTINUED
Certification Regarding Organizational Support
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that there is organizational support for the proposal as required by
Section 526 of the America COMPETES Reauthorization Act of 2010. This support extends to the portion of the proposal developed to satisfy the Broader Impacts Review Criterion as well as
the Intellectual Merit Review Criterion, and any additional review criteria specified in the solicitation. Organizational support will be made available, as described in the proposal, in order to
address the broader impacts and intellectual merit activities to be undertaken.

Certification Regarding Federal Tax Obligations
When the proposal exceeds $5,000,000, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding Federal tax obligations.
By electronically signing the Certification pages, the Authorized Organizational Representative is certifying that, to the best of their knowledge and belief, the proposing organization:
(1) has filed all Federal tax returns required during the three years preceding this certification;
(2) has not been convicted of a criminal offense under the Internal Revenue Code of 1986; and
(3) has not, more than 90 days prior to this certification, been notified of any unpaid Federal tax assessment for which the liability remains unsatisfied, unless the assessment is the
subject of an installment agreement or offer in compromise that has been approved by the Internal Revenue Service and is not in default, or the assessment is the subject of a non-frivolous
administrative or judicial proceeding.

Certification Regarding Unpaid Federal Tax Liability
When the proposing organization is a corporation, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding Federal Tax
Liability:
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that the corporation has no unpaid Federal tax liability that has
been assessed, for which all judicial and administrative remedies have been exhausted or lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority
responsible for collecting the tax liability.

Certification Regarding Criminal Convictions
When the proposing organization is a corporation, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding Criminal
Convictions:
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that the corporation has not been convicted of a felony criminal
violation under any Federal law within the 24 months preceding the date on which the certification is signed.

AUTHORIZED ORGANIZATIONAL REPRESENTATIVE

SIGNATURE

DATE

NAME

Daryl Weinert
TELEPHONE NUMBER
fm1207rrs-07

734-936-3933

Electronic Signature
EMAIL ADDRESS

Nov 12 2013 4:40PM
FAX NUMBER

fastlane-admin@umich.edu

734-764-8510

* EAGER - EArly-concept Grants for Exploratory Research
** RAPID - Grants for Rapid Response Research
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COVER SHEET FOR PROPOSAL TO THE NATIONAL SCIENCE FOUNDATION
PROGRAM ANNOUNCEMENT/SOLICITATION NO./CLOSING DATE/if not in response to a program announcement/solicitation enter NSF 13-1

NSF 13-578

FOR NSF USE ONLY

NSF PROPOSAL NUMBER

10/15/13

FOR CONSIDERATION BY NSF ORGANIZATION UNIT(S)

1409279

(Indicate the most specific unit known, i.e. program, division, etc.)

CNS - Secure &Trustworthy Cyberspace
DATE RECEIVED NUMBER OF COPIES DIVISION ASSIGNED FUND CODE DUNS#

11/12/2013

2

05050000 CNS

EMPLOYER IDENTIFICATION NUMBER (EIN) OR
TAXPAYER IDENTIFICATION NUMBER (TIN)

8060

790934285

SHOW PREVIOUS AWARD NO. IF THIS IS
A RENEWAL
AN ACCOMPLISHMENT-BASED RENEWAL

FILE LOCATION

(Data Universal Numbering System)

11/12/2013 4:41pm

IS THIS PROPOSAL BEING SUBMITTED TO ANOTHER FEDERAL
AGENCY?
YES
NO
IF YES, LIST ACRONYM(S)

526002033
NAME OF ORGANIZATION TO WHICH AWARD SHOULD BE MADE

ADDRESS OF AWARDEE ORGANIZATION, INCLUDING 9 DIGIT ZIP CODE

University of Maryland College Park
3112 LEE BLDG
COLLEGE PARK, MD. 207425141

University of Maryland College Park
AWARDEE ORGANIZATION CODE (IF KNOWN)

0021030000
NAME OF PRIMARY PLACE OF PERF

ADDRESS OF PRIMARY PLACE OF PERF, INCLUDING 9 DIGIT ZIP CODE

University of Maryland College Park
Room 4105, Hornbake Building Sou
College Park ,MD ,207424325 ,US.

University of Maryland College Park

IS AWARDEE ORGANIZATION (Check All That Apply)
(See GPG II.C For Definitions)
TITLE OF PROPOSED PROJECT

MINORITY BUSINESS
IF THIS IS A PRELIMINARY PROPOSAL
WOMAN-OWNED BUSINESS THEN CHECK HERE

TWC SBE: TTP Option: Medium: Collaborative: EPICA: Empowering People
to Overcome Information Controls and Attacks

REQUESTED AMOUNT

PROPOSED DURATION (1-60 MONTHS)

248,474

$

SMALL BUSINESS
FOR-PROFIT ORGANIZATION

36

REQUESTED STARTING DATE

08/15/14

months

SHOW RELATED PRELIMINARY PROPOSAL NO.
IF APPLICABLE

CHECK APPROPRIATE BOX(ES) IF THIS PROPOSAL INCLUDES ANY OF THE ITEMS LISTED BELOW
BEGINNING INVESTIGATOR (GPG I.G.2)
HUMAN SUBJECTS (GPG II.D.7) Human Subjects Assurance Number
Exemption Subsection

PROPRIETARY & PRIVILEGED INFORMATION (GPG I.D, II.C.1.d)

INTERNATIONAL COOPERATIVE ACTIVITIES: COUNTRY/COUNTRIES INVOLVED

HISTORIC PLACES (GPG II.C.2.j)

(GPG II.C.2.j)

EAGER* (GPG II.D.2)

or IRB App. Date

Pending

DISCLOSURE OF LOBBYING ACTIVITIES (GPG II.C.1.e)

RAPID** (GPG II.D.1)

VERTEBRATE ANIMALS (GPG II.D.6) IACUC App. Date
PHS Animal Welfare Assurance Number
PI/PD DEPARTMENT

PI/PD POSTAL ADDRESS

3112 LEE BLDG

College of Information Studies

PI/PD FAX NUMBER

COLLEGE PARK, MD 207425141
United States

301-314-9145
NAMES (TYPED)

High Degree

Yr of Degree

Telephone Number

DPhil

2011

301-405-6269

Email Address

PI/PD NAME

Marshini Chetty

marshini@umd.edu

CO-PI/PD

CO-PI/PD

CO-PI/PD

CO-PI/PD
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CERTIFICATION PAGE
Certification for Authorized Organizational Representative (or Equivalent) or Individual Applicant
By electronically signing and submitting this proposal, the Authorized Organizational Representative (AOR) or Individual Applicant is: (1) certifying that statements made herein are true and
complete to the best of his/her knowledge; and (2) agreeing to accept the obligation to comply with NSF award terms and conditions if an award is made as a result of this application. Further,
the applicant is hereby providing certifications regarding conflict of interest (when applicable), drug-free workplace, debarment and suspension, lobbying activities (see below),
nondiscrimination, flood hazard insurance (when applicable), responsible conduct of research, organizational support, Federal tax obligations, unpaid Federal tax liability, and criminal
convictions as set forth in the NSF Proposal & Award Policies & Procedures Guide,Part I: the Grant Proposal Guide (GPG). Willful provision of false information in this application and its
supporting documents or in reports required under an ensuing award is a criminal offense (U.S. Code, Title 18, Section 1001).

Conflict of Interest Certification
When the proposing organization employs more than fifty persons, the Authorized Organizational Representative (or equivalent) is required to complete the following certification regarding
Conflict of Interest:
By electronically signing the Certification Pages, the Authorized Organizational Representative (or equivalent) is certifying that the organization has implemented a written and enforced
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PROJECT SUMMARY
Overview:
There is an often overlooked but inherent weakness of (personalized) information services
on the Internet: their underlying algorithms rely on inputs from the Internet, which is an
open environment that provides opportunities for attackers to compromise the integrity of
input data and affect the output. Indeed, new attacks are emerging in which attackers are
polluting users’ individual profiles or generating large-scale user behaviors and hence fake
preferences to affect the information contents delivered to users. These are serious threats
to our society, for example, with falsified information served to users they can compromise
the integrity of e-commerce and even our political process.
It is essential to secure the information services given that they play a critical role in
our daily decision-making processes. This research project is a multi-university and interdisciplinary
effort, bringing to bear research from security, systems, networking, human-computer interaction
and usability, machine learning and natural language processing, and policy. More specifically,
the proposed research:
(1) studies the security of representative personalized services, such as Google Search and
News, and on-line targeted advertising, and identify vulnerabilities in service components
that can be exploited by pollution attacks to deliver contents intended by attackers;
(2) develops defense-in-depth countermeasures to prevent the various cross-site forgery request
schemes, detect anomalies in browsing behaviors and information contents that are indicative
of pollution attacks, alert users and guide them to repair profiles, and incentivize the industry
to provide more transparency and protection;
(3) develops an evaluation framework to facilitate the development and adoption of the proposed
technologies with user studies involving real, diverse user groups on the Internet;
and (4) transition results of the proposed research into practice with the Transition to Practice
(TTP) option, through development and deployment of the proposed technologies, user education
and involvements, and advocacy efforts of proposed regulations.

Intellectual Merit :

The proposed research represents a comprehensive effort to counter a new class of cyber threats:
Information controls and attacks, in particular, profile pollution. By focusing on how input
can be compromised to control output, the project develops a new approach to analyze information
services to discover new vulnerabilities and attacks. The proposed research produces new data
collection and measurement techniques and analysis algorithms that are general and can be
used to secure information services on the Internet against new attacks.

Broader Impacts :

The proposed research aims to help all Internet users mitigate the pervasive, harmful effects
of information controls and attacks. As the stakes for controlling information on the Internet
continue to rise for many parties, research that provides the user with visibility into and
protection against attacks on information services will become increasingly critical. The
outcome of this research consists of publicly available tools that will help Internet users
around the world combat the growing threats on information services, and affect both individual
opinions and behavior as well as macro-level policies. As part of the outreach effort, undergraduates,
women, and under-represented students are engaged, and the results of this research are incorporated
into their courses in both computer science and social sciences.
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TWC SBE: TTP Option: Medium: Collaborative:
EPICA: Empowering People to Overcome Information Controls and Attacks
1

Introduction

The security of information ecosystem on the Internet is critically important: since users make informed
decisions based on information available to them, by attacking an information service (such as publishing,
search, and advertising) and thus controlling the information presented to a user, an attacker can influence the
user’s decisions, behaviors, and attitudes for malicious financial and political gains. For example, on April
23, 2013, when the Twitter account of AP was compromised, a falsified tweet of explosions in the White
House and the President’s injury spread quickly and the Dow Jones Industrial Average tumbled almost
150 points. We consider this incident an example of traditional attacks where attackers compromise the
software and infrastructures underlying the information services with the goal of using them directly or
indirectly through their malware for illicit gains.
There are new, emerging threats where attackers can compromise the integrity of input data to information services in order to control the output, i.e., the information delivered to users. In particular, a personalized service such as Google Search uses a personalization algorithm that analyzes a user’s profile, which
represents the user’s characteristics and preferences, to decide the contents best suited for the user. Attackers
can pollute a user’s profile by injecting actions that the user did not knowingly perform. For example, as
our preliminary work [56] shows, by using cross-site request forgery (CSRF) to inject searches and thus
polluting the user’s profile with Google Search, an attacker can now have his intended URLs appear at the
top of results in the user’s subsequent searches. Similarly, information services also consider preferences
of a user population. Attackers can procure large-scale user behaviors and hence generate fake preferences.
For example, by hiring mechanical turk in an area to Google search a business name and only click on URLs
that contain manufactured, positive comments about the business, Google Search can be led to believe that
users in that area only care to see the positive information about the business.
These input pollution attacks highlight an inherent security weakness of information services on the
Internet: their underlying algorithms rely on inputs from the Internet, which is an open environment where
attackers can alter or falsify content and behavior data. They pose very serious threats to our society, for
example, they can compromise the integrity of e-commerce and even our political process, because they
mislead information services to deliver falsified or deliberately biased information to users.
We need to ensure the security of information services given that they play a critical role in our daily
decision-making processes. In particular, we need to protect the key inputs to information services, namely,
user profiles and population preferences, and consider them as important as our online identities. In this
project we propose to:
• study the security of representative personalized services, such as Google Search, news aggregators,
and on-line targeted advertising, and identify vulnerabilities in service components that can be exploited by pollution attacks to deliver contents intended by attackers.
• develop defense-in-depth countermeasures against pollution attacks. We will develop new server-side
mechanisms to prevent the various CSRF schemes that allow an attacker to insert actions. We will
develop a distributed data collection, measure and analysis framework to detect anomalies in browsing behaviors and information contents that are indicative of pollution of user profiles or population
preferences. Our new information analysis techniques use machine learning and natural language
processing (NLP) to identify differences, e.g., missing information, that are significant or important
to a user. We will develop tools to alert users and guide them to understand and repair profiles. We
will study regulatory models that will incentivize the industry to adopt a more transparent practice.
1
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• develop an evaluation framework to facilitate the development and adoption of our technologies. Our
evaluation plan includes user studies involving real, diverse user groups on the Internet. We will
obtain the appropriate approval (e.g., IRB) and publish the results of our studies.
• transition our technologies into practice. In the Transition to Practice (TTP) option part of the project,
we will make our tools (e.g., the new server-side CSRF prevention programs) freely available. We
will widely deploy our data collection and measurement systems on the Internet. We will work on
educating users about pollution attacks and engaging with users to improve the usability of our tools.
We will also start advocacy efforts of the proposed regulations.
The proposal assembles a team of PIs from three institutions: Georgia Institute of Technology, University of Michigan, and University of Maryland - with expertise that includes security and networking (Bailey,
Feamster, Lee), user studies and interface design (Chetty), machine learning and text mining (Zha), and political science and public policies (Klein). Multiple overlapping subsets of the PIs have been collaborating
on several large projects funded by NSF, DHS, and ONR/MURI in the past five years, and all have expertise
in Internet attacks and information manipulations from either the technology or policy perspective, or both.
The remaining of the proposal is organized as follows. In Section 2 we provide a brief overview of perInformation
Controls and Attacks
sonalized services and describe the new threat models.
In Section 3 we outline our research plan to analyze the
Web
User
Disk
Contents
Proﬁles
vulnerabilities of information services and identify new
attack methods and scenarios. In Section 4 we propose a
User
Input/Query
set of defense mechanisms. In Section 5 we discuss our
plan to evaluate our research and to facilitate technology
adoption. We discuss describe out plan for education
Information Services
Traditional
and outreach in Section 6, prior results in Section 7.
(Software, Systems,

2

Personalized Services and the New Threats

Attacks

Networks)

Information services on the Internet are increasingly us- Effects of Information
Personalized Contents
Controls and Attacks
ing personalization to deliver information to users that
is tailored to their interests and preferences. Potentially
User
both the users and service providers benefit: the users
Decision
Heuristics
receive contents that more closely matches their preferences, and potentially resulting in higher revenues for
Figure 1: New, more insidious information atthe service provider.
When a user issues a query, a service’s personaliza- tacks target the inputs to information services in
tion algorithm affects the results for that query. The re- order to control the information content delivered
sults depend on the user input or query, as well as other to a user, ultimately influencing the user’s decifactors, including the universe of all relevant contents sions.
on the Internet, the user’s profile, which encapsulates
his characteristics and preferences derived from his history of interactions with the service, and the population preferences derived from actions by a group of
users. Previous work has claimed that many factors, ranging from geography to time of day, may affect the
results. We focus on inputs that can be manipulated by an attacker, and how such polluted inputs result in
output contents intended by the attacker.
As shown in Figure 1, there are multiple ways an attacker can compromise an information service in
order to deliver to users information intended by the attacker. An attacker can follow a traditional approach
2
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of exploiting security vulnerabilities in the software, systems, and network infrastructures that implement
and support the information service. In this proposal, we instead focus on new attack models: by polluting
the input data to a personalization algorithm, an attacker can effectively control the output.
We assume that the attacker must have some knowledge of how input data to a service affects the output
to a user. This knowledge is often available in published white papers, but in some cases it may require
experimentation. Given such knowledge and the goal of achieving an intended output, the attacker then
decides how to pollute an input data. For example, given that Google Search gives higher ranks to results
related to a user’s recent searches, if an attacker intends to have specific results ranked high in the user’s
future searches, he can use a variety of techniques including cross-site request forgery (CSRF) to insert
search(es) that the user did not knowingly perform.
In addition to using personal profile, personalization algorithms also analyze the collective behaviors
and preferences of a “population” (e.g., users in a geographic region or an ethnic group) to serve a user
in the population accordingly. An attacker can create fake user on-line behaviors to pollute the population
preferences. For example, by using bots or hiring mechanical turk in a geographic region to search a targeted
term (e.g., a business name) and click on specific results (e.g., positive reviews produced by the attacker),
an attacker can fool a search engine into believing that those specific search results are preferred by the
population in that region. This approach is different from traditional blackhat SEO techniques because rather
than only creating static web contents and link structures, it mainly generates dynamic user behaviors.
The effect of a pollution attack is stealthy because personalized services often provide different contents
to different users, and so there is no common reference for a user to know that the new or different contents
that he sees is a result of pollution of his personal profile. Existing techniques to detect blackhat SEO
rely on detecting bot-like behaviors and analyzing anomalous web contents and link structures, and cannot
identified fraudulent human activities used to pollute population preferences
The effect of an pollution attack is also “sticky” because, unlike malware infection, even when a user
changes computer, his profile remains polluted as long as he has not changed his account with the service.
The polluted preferences of a population also remain in effect until there are sufficiently large amount of
correct user behaviors to overcome the fake behaviors (e.g., correct contents become more preferred). For
many targets (e.g., a medium-size business), it could be very hard to overcome a pollution attack because
there would not be sufficiently large population interested in them.

3

Security Analysis and Vulnerability Assessments

Our research aims to identify new security vulnerabilities of personalized services, discover new attack
vectors, and new attack and fraud models. As discussed in Section 2, we will focus on how attackers can
pollute the key inputs of personalized services and how such attacks can benefit the attackers.
3.1

Personal Profiles

In our preliminary work [56], we studied pollution attacks on personal profiles for YouTube, Google Search,
and Amazon. We demonstrated an attacker (1) can increase the visibility of almost any YouTube channel;
(2) dramatically increase the ranking of most websites in the short term, and even have lasting impacts on
the personalized rankings of a smaller set of sites, and (3) cause Amazon to recommend reasonably popular
products of the attacker’s choosing. These attacks all involve using cross-site request forgery (CSRF, or,
XSRF) to inject actions not knowingly performed by the user (and causing the actions to be recorded in the
user’s history), while they vary in the specific data and actions relevant to the personalization algorithms.
In this research, we will investigate attack vectors that enable an attacker to inject actions in user’s
history. Building on our preliminary work [56], we will first focus on the various CSRF techniques, and
then clickjacking and social engineering techniques. We expect that our research will produce an expanded
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Embedding
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Tricking victims in
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Figure 2: The attack and defense graph of profile pollution attacks. Attack vectors, preventive measures,
and remedial approaches are colored in red, blue, and green, respectively.
and revised version of Figure 2, which outlines attack methods and possible defenses.
3.1.1

Cross-Site Request Forgery (CSRF) Based Pollution Attacks

We first discuss the most basic form of CSRF used for profile pollution attacks. Suppose a user’s browser
already has authentication cookies to an information service site vul.com, e.g. Google, and then the user
browses another website that has been compromised to serve malicious contents, say attacker.com,
which embeds an HTML element that references a URL, such as:
<img width="1" height="1" src="https://www.google.com/search?q=hello+world"/>
When the user’s browser processes this CSRF HTML element, it automatically appends the authentication
cookies to cause the corresponding action to take place on vul.com on behalf of the user, e.g., a Google
search of the term “hello world”. As a result, the user’s history is appended with a new action that the user
actually did not perform.
From this example, we can identify the main characteristics of an CSRF-based pollution attack. First, it
exploits a target site’s trust on a user’s identity, e.g., valid cookies are present. Second, it tricks the user’s
browser into sending a HTTP request to the target site without user’s notice, e.g., the above img “content”
will be of incorrect format and will not be rendered because the search results returned will be in HTML.
Third, the HTTP request causes the action intended by the attacker. Fourth and the most important, the URL
is typically sharable and public, i.e., it can be hyperlinked from web page or email, because the resulted
contents from the site (e.g., the Google search results) are not private and often meant to be sharable.
While there have been proposed defenses against CSRF, to the best of our knowledge, none have considered public URLs, which are requested through the HTTP GET method. For example, the origin header
approach explicitly excludes the HTTP GET method from its scope [6, 7]. More generally, such kind of
approach relies on authorizing (e.g., whitelisting or blacklisting) origins or referrers [6, 7, 15], and thus are
not applicable to public URLs that can be hyperlinked from almost everywhere. Similarly, the most widely4
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adopted CSRF tokenization defense is not intended for public URLs [43] either. Such a defense requires
a site generate and include a random and user-specific token to any subsequent POST requests, and accept
only those requests that carry a valid token. The secrecy of the token is enforced by the same origin policy (SOP) [40]. However, if an URL is to include the required token and is then shared (or, made public),
the secrecy of the token is broken. Finally, CSRF defenses that require a re-login attempt and CAPTCHA
response suffer severe usability or acceptability issues, particularly when applied to public URLs.
In Section 4.1, we propose a new defense against the most basic CSRF attack described above, so that
unless the returned page is rendered properly, the action is not recorded in user’s history. We are already
anticipating that attackers will go beyond the basic URL embedding approach, and will employ other CSRF
techniques, as illustrated in Figure 2 an attacker can:
• use framing to put a public URL in a frame invisible to a user.

• pre-render a page by specifying the public URL with a tag <link rel="prerender">, and
Chrome will internally render the whole page as if it is loaded in an invisible tab.
• use popup windows or tabs to fully render the page fetched through a public URL. With a popupblocker, browsers now typically only allow one popup per user click, i.e., the browser have two
windows: the opener and the popup. An attacker can have attacker.com in the opener and
vul.com in the popup. The attacker can then navigate the popup to public URLs while minimizing
the size of the popup window, making it invisible to the user. Alternatively, an attacker can have
attacker.com in the popup that takes up the whole screen and blocks user’s view to vul.com in
the opener. The attacker can then navigate the opener to public URLs.
In summary, there are a number of attack vectors in pollution attacks. In this project, we will thoroughly
analyze them, and develop defense mechanisms as outlined in Section 4.1 to ensure that history recording
take place only if the page is fully presented to the user.
3.1.2

Clickjacking and Social Engineering Based Pollution Attacks

Even if CSRF can be prevented, e.g., by our proposed defenses, an attacker can still launch pollution attacks
through clickjacking and social engineering. In particular, for personalized services such as Youtube that
can be used as gadgets, clickjacking is still possible despite potential countermeasures [27]. For example,
an attacker can have an invisible, transparent YouTube frame that has a video intended by the attacker. And
behind the transparent frame is an attractive picture. When the user clicks on the picture to see an enlarged
image, the click actually is on the transparent frame to play the YouTube video. As a result, the user’s profile
with YouTube is modified without his knowledge and consent.
In general, an attacker can use social-engineering to target users according to the so-called Freudian
model of mind, e.g., a user’s subconscious mind, so that the user will perform the intended action and ignore
potential security implications. For example, a user is likely to just click on a very funny picture, and even
though it results in a popup to vul.com that the user can see, he may not even care because he is so drawn
to the picture and he may not understand the consequence of a visit to vul.com that he did not initiate.
In this project, we will investigate clickjacking and social engineering techniques that can be used for
profile pollution. More importantly, we will develop an approach to provide explicit warning of history
modifications to a user, as outlined in Section 4.2.
3.2

Pollution of Population Behaviors and Preferences

In addition to polluting personal profiles of individual users, attackers can also create fake behaviors and
preferences of a population (e.g., users of a geographic region, or socio-economic class).

5
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As an example, the so-called online reputation management services can be misused to hide negative,
critical information about a business from consumers. An online reputation management company typically
posts a job on a crowdsourcing website to recruit mercenaries from a certain region to visit positive materials
for a client company. Since the mercenaries visiting behaviors will be analyzed by the target information
service, these “artificial” signals can promote positive materials and demote negative ones. For example, we
observed that a reputation management company posted a Google search task on Amazon Mechanic Turk
and recruited mercenaries in the U.S. to conduct a Google search on a keyword, e.g., “rex agreement”, and
then click on only the positive search results. According to our one-month observation in July 2013, the
consequence of this reputation management effort was the disappearance of the negative search results in
the first page(s) for users in the U.S. when they searched “rex agreement”.
We will further study the approaches as well as effects of such attacks. More specifically, we will study
the feasibility that an attacker can target a population defined by criteria other than geographic region, e.g.,
race, ethnicity, social class, and other specific interests such as politics. We will also study the effectiveness
of these attacks on several critical information services, such as search and news. In particular, we will
seek to understand the resource requirements (e.g., the number and (geo-)diversity of agents needed) and
the appropriate measure of the effects of attacks (e.g., the percentage of the materials clicked by the agents
now show up as the top results of a user’s search, the time window in which such effect remains, etc).
3.3

Attack and Fraud Models

In addition to understanding the attack vectors, we also need to study how information controls and attacks
can be used for financial and political gains. As discussed above, by creating fake behaviors and preferences,
attackers can control the information contents served to users of a population. These attacks can be used
for committing frauds in commerce (e.g., by hiding negative reviews) and misleading the public on policy
issues (e.g., by promoting biased news stories).
We will describe several case studies in Section 4.4. For example, we will study online targeted advertising. Existing approaches available to a publisher to increase ad revenue primarily rely on increasing the
traffic volume to the publisher’s page. We will investigate how a publisher can mislead advertisers and ad
exchange platforms to deliver higher paying targeted ads to users whose profiles have been polluted by the
publisher. This attack exploits the facts that advertisers setup ad campaigns to target audiences with specific
online interests, and users’ interest profiles can be polluted by attack vectors such as CSRF.

4

Defenses Against Pollution Attacks

In this section, we describe our plan to develop defensive mechanisms that counter the new attack vectors
and models discussed in Section 3. We plan to develop three types of defenses: (1) defenses that prevent
attacks from taking place in the first place; (2) algorithms that detect both anomalous results and anomalous
behavior; (3) regulation and audit mechanisms that allow users to mitigate pollution.
4.1

Preventing Pollution Attacks

First, we aim to stop profile pollution attacks, or at the very least, to make them no longer stealthy. We
specifically propose prevention methods for the CSRF-based pollution attack discussed in Section 3.1.1.
The key insight underlying our proposed method is that we only allow actions to affect the user’s profile if
and only if they correspond to real user clicks. We propose to design a server-side approach to prevention
that can be easily adopted. We define a legitimate URL navigation by a user as one that results in fully
renderable returned webpage in the user’s full view; only legitimate URL navigation should result in updates
to the user’s profile. Our approach is based on these key elements:
• decouple profile updating from the requested action. That is, in when a user’s browser is led to
6
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visit a public URL(s) such as https://vul.com/?q=[action], [action] (e.g., a search) is
performed by vul.com but the user’s profile is not immediately updated by vul.com.
• embed a tokenized history recording URL in the page of returned results. For example, vul.com
puts https://vul.com/savehist?q=[action]&t=[rand] in the result page. If the result
page cannot be properly rendered, e.g., because the result page is in HTML while the embedding tag is
<img>, the history recording URL will not be visited and hence vul.com will not add [action]
to the user’s profile. Even when the result page can be rendered properly vul.com can include
conditions in the result page to decide when the history recording URL can be visited, e.g., only when
the result page is on the top window that is large enough for a user to see.
• The non-forgeability of the tokenized URL is based on the same principle in the traditional CSRF
defense [43]. Hence, an attacker cannot directly forge the history recording request.
Figure 2 illustrates how this approach defends against CSRF-based pollution attacks. For example, to
prevent an attacker from exploiting the pre-rendering feature in Chrome, vul.com can specify the history
recording URL as deferred so that it is fetched only until the presentation of the pre-rendered result page.
Similarly, to prevent an attacker from using a popup to hide visit to a public URL, the result page from
vul.com checks if the popup’s opener (a built-in window reference [41]) is also vul.com, and if so,
allows visit to the tokenized history recording URL. If vul.com is opened as a popup by another origin,
the result page checks the popup window size and allows visit to the history recording URL only if the size
exceeds a reasonable threshold (i.e., most content is viewable).
We will also develop a browser extension that users
can immediately deploy to recover from CSRF-based
pollution attacks. Our browser extension reuses the
same logic that determines when to visit the embedded
tokenized history recording URL, but invokes a retroactive cleanup of a user’s profile when the logic indicates
that history recording should not have taken place. Major services such as Google Search [21], Youtube [63],
and Amazon [5] now provide programming or user interface for history removal, and we believe this trend
will continue, particularly as research such as ours shed
more lights onto the problem of pollution attacks.
4.2

Detecting Pollution Attacks

While the prevention methods described above can be
successfully deployed for attacks which seek to add, Figure 3: A Bobble screenshot showing (1) a list
modify, or delete entries in a user profile, these pre- of aggregated search results on the right where the
vention methods do not address pollution attacks that highlighted are missing from the user’s results on
are based on actual clicks, such as those form clickjack- the left; (2) the geographic locations where the
ing, social engineering, and mechanical turk attacks. In aggregated search results are returned; and (3) the
these cases, we must rely on detection of anomalous in- 2D plot that visualizes the dissimilarity of search
puts or otherwise anomalous events. We must determine result sets from different locations.
that the results that a user sees is different from what
the user would have seen if the profile had not been polluted, or that the clicks that the user generates are otherwise uncharacteristic of that user’s normal behavior.
We propose two detection methods: (1) detecting anomalous results based on deviations from the user’s
7
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past behaviors and preferences; (2) detecting anomalous user behavior at the browser. In addition, we will
also develop tools to help users understand the detected anomalies and their causes so that they can take
corrective actions.
4.2.1

Detecting anomalous results

In this section we aim to develop algorithms that can detect instances when the results from a user action do
not correspond with the results that the user might otherwise see, or when the results deviate significantly
from those of users with similar profiles or personas.
The central task is to perform measurements from a variety of different personas, where each change to a
persona might affect the information that a real user could see. Previous work has suggested that a variety of
factors affect the content or information that a particular user might see when searching for news, products,
or other information. We define the collective set of factors that affect the information that a user sees as
their persona. This persona might include a variety of factors, including profiles or histories with services
and sites, the type of device from which the user is receiving information, geography, and demographics
(inferred or explicitly volunteered). In addition to a user’s persona, other environmental factors, such as the
time of day or month in the year—or even recent events—might affect the information that a user sees.
We assume that the result(s) of a particular request is a function of both the actions the user performs, the
user’s profile (e.g., the user’s search and click history), and various other environmental factors and context
(e.g., the user’s geography). Our aim in detecting anomalous results is, in some sense, to invert this function
given the result and query, to identify the aspects of a user’s profile and the environmental factors responsible
for generating the result in the first place. Inverting this function requires two steps: (1) collecting action
and result sets from a large collection of user profiles and environmental factors; (2) performing inference
on the likely causes of differing result sets based on similarities and differences across input factors.
To collect data on actions and result sets, we will augment the Bobble tool, which is shown in Figure 3,
that we have developed to perform distributed measurements from many different personas, or representations of what a particular user might observe when viewing information in a certain environment. This
tool was developed as a software agent to query the Google search API from different locations, from the
perspective of users with different personas. Another such agent is the news crawler we have developed,
which mines different editions of Google RSS news feeds from different geographic locations. Finally, we
have also prototyped an adverting profile generation tool that can quickly generate personas with a variety
of interests in the online advertising space. Each of these cases required developing an agent that could
interface to a custom API.
We will take two approaches to performing these measurements. First, we will use in situ measurements
of queries and result sets from real users who have installed Bobble and other tools. Second, we will
synthetically generate user profiles that are similar along many dimensions, but differ in only the dimension
that we want to measure. The synthetic generation of user profiles will thus allow us to establish causality
when result sets differ by applying a variation of random treatment.
When comparing two result sets (e.g., search results from two profiles), we can take into consideration
the ranking or placements of results within a set. For example, we can use a method with a dissimilarity
function similar to the expected weighted Hoeffding distance [50].
The goal of causal inference is to estimate the effect of the treatment variable (a particular aspect of
the user’s profile or other environmental factor) on the outcome variable (the result set). The statement “X
causes Y” means that if there is a change in the value of variable X , then we expect a change in value of
variable Y . We refer to X as the treatment variable and Y as the outcome variable. In the context of this
paper, searching for a particular document under a set of conditions represents a set of treatment variables
(X), and the result set Y is our outcome variable. Treatment is a vector of binary variables, where xi is 1
8
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when the variable is set and xi is 0 when the variable is not set. When testing for the causality of a particular
feature, we hold all variables xi fixed except for one and vary the value of the xi that we wish to treat. We
can then observe the difference in the result set to determine whether variation in the xi being treated was
a likely cause for the discrepancy. We can quantify the average causal effect of any particular factor as the
expected difference in the result set between two different values of the input variable under treatment.
A concern is that if there are many factors involved, then determining the causal factor becomes prohibitively expensive. We believe that for many services, the number of main factors that influence the output
results is small, and only a subset of factors can be affected by a pollution attack. For example, according
to Google [1], the following main factors influence personalized search results: (1) previous search terms,
(2) how many times the user has visited the page, and (3) when the user last visited the page. Pollution
attacks on personal profile affect all these factors, and pollution attacks on population preferences affect the
additional contextual factors such as language and location [3].
Similarly, according to the targeting mechanisms Google provides in their Ads Display Network [2], the
following factors have influence on the ads shown to an user: (1) the content (keyword or topic) of web page
the user is currently visiting, (2) the website (placement) the user is visiting, (3) re-marketing websites the
user has visited before, (4) the trackable browsing history of the user (reflecting users interests), (5) users
geographic location, (6) users language, (7) demographics of user (age, gender, etc.), (8) time of day, (9)
number of impression of specific ads, and (10) users platform (operating system, device models, carriers and
Wi-Fi). Attackers might not control some of the factors, e.g., time of day, and thus they can be eliminated
in causal analysis.
Characterizing contents. The above discussion implies that we use simple, exact comparison of contents
(e.g., two URLs are different strings). There are situations where deeper analysis of contents is desirable.
For example, a news article with a bit more details than the other should be considered the “same”. As
another example, we may want to know how two documents differ, e.g., in terms of topics or sentiments.
Therefore, we propose to analyze characteristics of a document to: 1) expose its topic structure; and 2)
describe the topic in topic terms and opinion terms.
We will explore the modern multi-faceted extensions of Latent Dirichlet Allocation (LDA), a widely
used generative model for topic analysis [8]. The basic idea is to split terms in the vocabulary into different
classes such as topic terms that comprise of nouns, opinion terms that mainly consist of adjectives, adverbs
and verbs that are extracted from opinion sentences [19, 29, 39, 44, 54]; we can also decorate terms with different degree of technicality that can target users with various expertise levels [58, 64]. With terms grouped
into different classes, a topic will then be represented by multiple multinomial distributions over different
classes of terms: a distribution over the topic term class, and a distribution over the opinion term class.
The generative process of a document will first generate an empirical distribution over the topics based
on the topic terms in the document, and for each opinion term in the document it will sample from the
empirical distribution to determine the topic of an opinion term and draw the term from the distribution over
the opinion term class. Model fitting and inference can be accomplished by using either Gibbs sampling
or variational approximations. Several natural language processing (NLP) tools are critical for the topic
analysis including POS taggers, opinion sentence extraction tools [20], lexical resources for opinion mining
and sentiment analysis such Subjectivity Clues lexicon and SentiWordNet.1
When comparing two documents, we first label or classify them based on the topic and opinion analysis
described above. We then consider they are different if they have different labels.
Comparisons between non-document results, such as advertising algorithms, require additional methods. While text-based ads (e.g., Google Ad Words) can be compared with simple application of the above
1

http://mpqa.cs.pitt.edu and http://sentiwordnet.isti.cnr.it
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techniques, video and image ads require additional comparisons methods. While there is a growing body of
work in topic analysis for video and images, we view this as beyond scope. Rather we label such multimedia
content through an automated process that involves the extraction of the video or image content and the requisite page context and the replay of such content to mechanical turks who label the content using existing
taxonomies (e.g., google ad categories). Existing techniques, such as manual verification, voting amongst
multiple turks, and reputation management schemes, help assure that the label results correctly reflect the
semantics of the content.
4.2.2

Detecting anomalous behavior

Anomalous user behavior corresponds to significant deviations from past behavior. We will use Bobble, similar tools, and extensions to record a user’s past behavior in an effort to detect deviations from this behavior.
A key observation is that a user’s profile must ultimately be polluted with the input of “false clicks”—a user
may be tricked into clicking on links that he or she would not have otherwise clicked, or the user’s machine
may have installed malware that generates the false clicks. In either case, a host module that monitors user
clicks and requests can determine whether the clicks that a user’s machine generates actually correspond to
requests that the user intended to generate. Our goal is not to disambiguate different underlying causes for
false clicks, but rather to identify cases where clicks are unlikely to have been generated by the user. We
propose to develop anomaly detection methods based on the following features:
• Anomalous request patterns. The ability to observe user behavior over time may result in the ability
to model the types of links that a user is most likely to click on. For example, certain algorithms can
determine that a user never clicks on links of a particular type (or from a particular category). Sudden
deviations in interest or request behavior may indicate a pollution attempt.
• Anomalous timing of requests. In some cases, an effective pollution attack may require the attacker
to inject a significant number of clicks in a relatively short period of time, or in such a way that does
not mimic the behavior of real users.
To analyze significant change in user behaviors and their interactions with the information services, for
example user click patterns and their interaction with the search result pages, we will explore a number of
approaches. Our initial plan is to start with low-rank factorization based detection methods with additional
mechanism to account for limited non-systematic change in user behaviors, drawing from our experience in
using such an approach on IPTV user data to accurately model user behaviors [37].
In low-rank factorization, we first count the number of (unique) documents (e.g., URLs in the search
result sets), and assume the total number is N . The first important step is to capture user behavior as a highdimensional vector: the content information for a user each day can be represented by a N -dimensional
vector with each entry the number of requests for that document aggregated across all user queries. To
capture the ranking of the content and user selection behavior, we also annotate the document with its rank
in the set and whether the document is selected or not. If we divide the ranks of documents into R ranges,
then users’ daily activities can be represented by a M -dimensional vector with M ≡ 2N R, e.g., we know
how many times a user select or does not documents and at which rank.
To account for the dynamic nature of Internet information services (e.g., real-time data) we propose to
utilize all the content and behavior information within a time window. Let X = [x1 , . . . , xn ] ∈ RM ×n
record the user activities in a time window in the past n days. Assume there exists k activity patterns, we
postulate that X has an approximate low-rank expression plus sparse representation in terms of the k activity
patterns: X = U V T + S + E. Here the superscript T represents matrix transpose, U ∈ RM ×k the columns
of which represents the daily activity patterns, the columns of V T are the coefficients that represent each
daily activity vector as a linear combination of the k activity patterns. E captures small random effects and
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1409635

S a sparse matrix captures potentially more significant but non-systematic deviations [9]. The number of
activity patterns k can be determined in a data-driven way. Given X, we can use the following optimization
problem to discover the activity patterns
min ∥X − U V T − S∥2F + λ∥S∥1,2

U,V,S

Here ∥ · ∥F is the Frobenius norm and ∥ · ∥1,2 the sum of the 2-norm of the columns of a matrix. The
regularization parameter λ balance the sparsity of S and the model fit. For a new user activity vector xnew ,
we measure the fit xnew ≈ U vnew in order to assess the degree of deviation from the general patterns
represented by U and S.
We can similarly analyzing activities of a user population. For example, let U (i) be the learned activity
patterns for user i, i = 1, . . . , K. Let XG = [U (1) , . . . , U (K) ] be the aggregated user activity patterns over
the population. Assume there exists ℓ population activity patterns, we can discover the patterns by
min ∥XG − UG VGT − SG ∥2F + λ∥SG ∥1,2

U,V,S

The learned patterns UG ∈ RM ×ℓ and SG can then be used to detection deviation and pollution of population
behaviors and preferences.
In the above description, we represent a user’s activity on each day as a vector and we model the user’s
behavior patterns based on n-day activities. An anomaly is detected when a new activity vector deviates
from the model significantly. Similar to other change-point detection approaches, we need to adjust the
time window and detection threshold to account for behavior changes or drifts over time and reduce false
positives. We can customize our detection approach according to user preferences. For example, topics not
important to a user can be omitted from the activity vector, and threshold can be increased if the user wants
only the most serious alerts, etc. We can also use a browser extension to observe how a user interacts with
our detection tool (e.g., if he ignores an alert) to learn these preferences.
4.2.3

User tools

We will develop tools to provide users with transparency into their profiles and alert them when anomalous results or behaviors are detected, so that they can edit or repair their polluted profiles (as describe in
Section 4.3.2). Our previous research suggests Internet tools that improve visibility and control over complex technologies help user’s understanding of these technologies and improve overall management of the
technologies [10, 11, 13, 22, 31, 48]. More specifically, we will develop tools to:
• show users what inputs have been provided to personalization algorithms to result in the contents they
are seeing. For instance, we will highlight the anomalous entries we have detected in the user profile
so users can easily take an action to edit or remove these entries.
• show users why these inputs or personalizations have occurred. For instance, we will show users how
past behaviors and recent profile changes have caused them to receive a particular set of advertisements or search results.
• alert users if the inputs to personalization algorithms deviate significantly from their past behavior
similar to how credit card companies alert users to unusual spending activity as an indicator of potential fraud. We will experiment with the level of alerts so as not to overwhelm or annoy the user.
• show users if their result sets differ significantly from other similar user profiles. For instance, we will
provide them with results sets from similar user profiles performing the same searches and highlight
where their results differ so that they can detect bias and anomalies when they occur.
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To develop the appropriate visualization and controls, we will iterate on different interface designs in
accordance with formative human computer interaction methods [4,34]. For example, we will conduct think
aloud interviews with at least 20 users to refine our interface design ideas before implementation.
4.3

Mitigating Pollution Attacks

We will pursue strategies to help users mitigate the effects of pollution attacks. Google and other services
are starting to provide mechanisms that allow users to “clean up” aspects of their profiles. We believe that
such practice should be generalized—incentivized, and possibly regulated.
4.3.1

Regulations

User profiling is comparable to credit scoring as performed by firms like Equifax. In both cases a private
entity compiles a profile that influences how third parties interact with the consumer. Consumer protection
regulations for credit scoring have been put in place, notable among these is the Fair Credit Reporting Act,
because inaccurate credit score can hurt a consumer’s standing. User profiling presents similar risks to the
consumer, and therefore similar regulatory safeguards may be appropriate.
Our policy research on user profiling will investigate the policy implications of user profiling and the
appropriate consumer protection mechanisms. We will look at how user profiling affects consumers and
how profile pollution could affect consumer well-being. We will also examine future anticipated uses of
user profiling. Second, the we will survey existing consumer protections in other sectors, most notably
the protections used in credit scoring. We will assess different mechanisms for their applicability to user
profiling. Finally, we will suggest designs of consumer protection mechanisms and designs of processes
to produce consumer protections. Mechanisms might be regulations on firms and data collection practices
that provide transparency to users, allowing users to identify and correct mistakes in their profile. Processes
could include federal regulation, industry-self regulation, or even market mechanisms (if incentives on firms
are sufficient to ensure their protecting consumers against bad data.)
4.3.2

Profile Management

When considering the analogy of profile cleanup and pollution mitigation strategies to credit reporting, we
recognize that such interactions are often a two-sided affair: both the service provider and the user can
potentially keep records of past activities, which means they can be compared and reconciled. In the case of
mitigating profile-pollution attacks, we can provide users with tools that record their actions, which can later
be compared against the profiles that the services have constructed for the respective user. Given various
profile activity as reported by the service, a user may opt to dispute various activity, using the client-side log
as evidence that certain activities did not take place. For this purpose, we could use a client-side plugin to
log such actions.
We have already developed a client-side plugin, Appu, which helps a user track which sites and services
have collected various PII on each user. Extending this plugin to support pollution mitigation in disputes
involves additional research challenges. The first challenge is tampering: a user could tamper with the action
logs on the client side, falsely removing actions from the log in an attempt to remove actions or items from
the user profile on the server side; to address this challenge, we propose to build on past work on tamperproof, append-only logging. The second challenge involves determining the right level of granularity to
log user actions: fine-grained logging would allow a user to dispute minute actions, but might also result in
untenable amounts of data. Our research will involve determining the right granularity, and some aspects of
this problem may be coupled with work on regulations.
4.4

Case Studies

We propose to apply our defenses to several critical information services.
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Search Engines We can apply the approaches described in Section 4.2 to detect the deviations that pollution attacks may cause on search. We can use the Bobble system that we have developed and extend the
browser plug-in to record the search term, returned results, and user selections. We can then compute the
model of search activities of the previous n days, to detect anomalous user behavior. Similarly, we can
compare the result sets between a user and other Bobble users with similar profiles to identify different
results and perform causal analysis to identify the main factor(s). For example, this can detect pollution
of population preferences where a user in North America is seeing only the positive comments while users
with similar profiles in Europe also see negative comments. Finally, we can apply user studies to determine
both users’ normative attitudes towards biased search results and how different presentations of anomalous
behavior and anomalous results affect their attitudes and behaviors concerning polluted results.
News Aggregators Many users are now using personalized news services such as Google News. Using
pollution attacks, an attacker can attempt to serve a user or a population with very biased news for political
gains. We can apply our data collection and analysis approaches to help user mitigate such attacks. The
proposed work will proceed in two phases. In the first phase, we will characterize the extent to which
various news sources cover a range of topics, and the sentiment with which they cover various topics. In the
second phase, we will build a distributed monitoring system, extending the news crawler we have developed,
that takes the news article that the user is currently reading and presents the user with articles on the same
topic but different sentiment. We will analyze the diversity of news sources, bias in sources, and the extent to
which results on certain topics or reflecting certain sentiments are filtered. The information will be presented
to the user via a browser plugin. If possible, we will also instrument the plugin to annotate the article that
the user is reading to indicate which parts of the article appear in other articles, and where pertinent content
or sentiment may have been removed or altered, based on comparison with other articles. Our focus will
initially be on news published in English.
Advertising Advertising represents an interesting subset of personalization algorithms for which attackers may exploit knowledge of such algorithms for financial or political gain. In our initial experiment we
will investigate the feasibility of polluting advertising profiles directly. Unlike click fraud which issues fake
clicks to generate revenue for a hosting page, these attacks are designed to create actions that influence
a user’s profile, for example to suggest she is interested in a particular set of topics. Another interesting
situation arises when adversarial advertisers seek to exhaust a competitor’s budget through the use of artificial profiles and knowledge of the personalization and customization algorithms used by the advertising
companies. Such an attack is based on quickly generating large numbers of profiles with specific interest
sets. These large numbers of clients can be used first to profile the opponent’s bidding strategies and interest
targets, and latter to exhaust their fixed advertising budgets. A final attack of interest is to investigate if it
is possible to reverse engineer an advertising profile to recover the set of webpages visited. In preliminary
work we have found it is possible to build representative maps of interest generated by specific websites
and that using variety of using oracles (e.g, ad preference manager) and side channels (e.g., url parsing and
http fields) we are able to build representations of a user’s interest. Given the wide number of interests (i.e.,
google ad network has almost 1200 distinct interests) and their large cross product we may be able to infer
a drastically reduced subset of possible pages that have been visited by the user.

5

Evaluation Approaches

We will conduct a series of user studies to ensure that our tools are appropriate and relevant for safeguarding
users against pollution attacks and mitigating their effects. For all the studies conducted, we will apply
for the appropriate IRB approval and provide compensation to study participants to incentivize users to
participate in our studies. All studies will use standard human computer interaction research techniques
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[4, 34]. Qualitative data analysis will use inductive thematic analysis [14] for data driven results.
Our user studies will allow us to assess current user attitudes on pollution attacks and to evaluate whether
our tools to improve visibility and control over pollution attacks aid users in defending and mitigating
attacks. All data collected from our user studies will also be used to inform our work on regulatory policies
around pollution attacks and to create general design guidelines for user-facing tools.
5.1

User Attitudes and Pollution Attacks

We will conduct a survey about pollution attacks to gather user opinions and reported behaviors with at least
150 users across different ages and demographics. We will use the survey to understand more about what
users currently know about pollution attacks such as what attacks can occur (clickjacking, social engineering
techniques, CSRF etc.), when and how they occur, and the consequences of these attacks. We will also ask
users how they perceive the threat of different types of pollution attacks and their attitudes towards the
attacks in general. For instance, we will ask users to rank whether they would be most concerned if their
search results are compromised because of a profile pollution, or if they were the victims of a population
attack where fake preferences and behaviors have caused them to be served with biased news. This will
enable us to refute or confirm claims about whether users care about the effects of pollution attacks. We will
complement our surveys with qualitative interviews with at least 20-30 users of different ages to determine
their views on pollution attacks and whether they have knowingly been the victims of such attacks in the
past. These interviews will allow us to ask users about any issues uncovered in the surveys in-depth.
In addition to surveys and interviews with users, we will survey industry players from service providers
such as Google, YouTube, Twitter, and other media outlets to determine their attitudes about pollution
attacks. We will ask them about their knowledge of the occurrence of such attacks, how severe they perceive
the threats to be, and how they currently deal with such attacks. We will also ask them about their opinions
on network-based anomaly detection and user-based anomaly detection tools.
5.2

Evaluating User Tools Against Pollution Attacks

We will evaluate all user facing tools. Each tool will be instrumented to log usage and for each tool, we
will conduct a one month evaluation of the tool. For each tool, we will recruit users to download and install
our tools. Prior to using the tool, users will be asked to complete a survey and pre-interview to discuss their
existing experience and knowledge of pollution attacks and to collect demographic information. All users
will then be asked to install and use our tool as they see fit for a one month period. After one month, we
will conduct another survey and a post-study interview to gather feedback about users’ experience using the
tool and awareness of pollution attacks. For those users who continue to use the tool beyond a period of a
month, we will conduct follow up interviews at 3 months, 6 months, and 1 year for longitudinal measures of
how effective our tools are over time. At each stage of the process, we will also analyze our data so that we
can make changes as needed to the interface design. We already have an established record of conducting
successful field evaluations of this type [10, 11].

6

Broader Impacts: Education and Outreach

Curriculum Development. We will take advantage of the multi-disciplinary nature of EPICA to incorporate
the policy perspectives in security classes and policy classes. For example, PIs Feamster and Klein will also
design “cross pollination” guest lectures in their respective courses (e.g., having a lecture on Internet policy
in a network security class, and vice versa). PIs Lee and Feamster have been instrumental in establishing the
Masters in Information Security degree program at Georgia Tech, which include distance-learning students
from the industry, and have recently received a grant from Intel to create security modules that will be
embedded throughout the undergraduate Computer Science curricula (including introductory courses).
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Outreach to undergraduates, women, and minorities. We plan to have undergraduate and master’s students involved in the project, in addition to Ph.D. students. The PIs have a history of successfully mentoring
both women and undergraduate students in research, including several women undergraduate students (both
past and present). PIs Lee and Feamster each currently supervises one female Ph.D. student.
Outreach to under-represented institutions and geographic areas. We plan to run “summer camps” to
help students in nearby EPSCoR universities develop expertise and knowledge on topics and technologies
related to information controls and attacks. The PIs are also also involved in activities to bring connectivity
to under-represented geographic areas and institutions, with a focus on rural north Georgia, in conjunction
with deploying BISmark nodes across the country.
Workshops and summits. To increase awareness on issues related to information controls and attacks, to
bring together researchers from systems and network security and Internet policy, and to promote further
research and collaboration in this area, we will organize multiple workshops and sessions in existing workshop series. PI Feamster organized an NSF-sponsored workshop on Internet censorship in early 2011, and
PIs Feamster and Lee founded and co-chaired the USENIX Workshop on Free and Open Communication on
the Internet (FOCI), which will continue this year.
Outreach to industry and the general public. We will leverage our extensive connections to industry,
non-governmental organizations (NGOs), and other organizations “on the ground” to help disseminate the
results from our project to both citizens and researchers. We will disseminate the results of our research
through periodic reports, a web site, and through blogs. For example, the Bobble project web page will have
for download the system and experiment setup tools, as well as reports of experiments by the project team
and users around the Internet.
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Results from Prior NSF Support

Wenke Lee is the PI of “Collaborative Research: CT-L: CLEANSE: Cross-Layer Large-Scale Efficient
Analysis of Network Activities to Secure the Internet” (CNS-0831300, 2008-2012). Results of this project
include [16, 17, 24, 45, 46]. The intellectual merit of the project is the development of novel network monitoring tools to identify malicious infrastructures on the Internet. The broader impacts of this work include
better protection of the Internet against a wide variety of cyber attacks as well as education and training of
a new generation of security researchers.
Nick Feamster is the PI on “CRI-II-NEW: Collaborative Research: Measurement Infrastructure for Home
Networks” (2011-2014), which is funding the deployment of BISmark routers. Intelelctual merit: Together
with a related research award, “NeTS: Medium: Optimizing Network Support for Cloud Services: From
Short-Term Measurements to Long- Term Planning”, the funding resulted in award papers an several toptier conferences [12, 23, 30, 52, 53], as well as the IRTF Applied Networking Research Prize and the ACM
SIGCOMM Internet Measurement Conference Community contribution award. Other awards have produced
many top-tier publications [25, 26, 28, 32, 33, 35, 36, 38, 47, 49, 51]. Broader impact: The work has been
disseminated in many forums including an online MOOC course that Feamster developed and had 50,000
enrolled students in Summer 2013. The work has also influenced regulatory organizations (e.g., the FCC).
Hongyuan Zha is PI of IIS-1116886 ”Exploring Social and Behavioral Contexts for Information Retrieval”
(2011-2014). The intellectual merit of the research is to develop probabilistic models for leveraging user
social behaviors in Web search. The broader impacts include better understanding of user behaviors and
improved search relevance and recommendation system performance. Results include [18, 59–62, 65–69].
Michael Bailey is the PI of CNS 0916390 “TC: Small: In-Cloud Security Services for Mobile Devices”
(2009-12). Results include [42, 57]. The intellectual merit is the investigation of a new model for mobile security based on the concept of in-cloud security services. The broader impacts include significantly
improved security at governments, academic institutions, and enterprises across the nation.
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“ICANN and Internet Governance: Leveraging Technical Coordination to Make Global Public Policy,”
The Information Society, Vol. 18, No. 3, 2002, 193-207.
“The Feasibility of Global Democracy: Understanding ICANN’s At Large Election,” INFO: The Journal
of Policy, Regulation, and Strategy for Telecommunications, Vol. 3, No. 4, August 2001.
“The Feasibility of Global Democracy: Understanding ICANN’s At Large Election,” info, Vol.3, No. 4,
August 2001, 333-348.
(ii) Other significant products
"The Social Construction of Technology: Structural Considerations," Science Technology & Human
Values, January, 2002. With Daniel Kleinman.
“Technology Push-over: How Defense Downturns Stimulate Civilian Technology Policy,” Research
Policy (30) 2001, 937-951.
1

1409635

“System Development in the Federal Government: How Technology Influences Outcomes,” Policy
Studies Journal Vol. 28, No. 2, 2000, 313-328.
“Making It Happen Now: Realizing the Potential of Community Television and Radio,” Peace Review,
Special issue on Media and Democratic Action, Volume 11, No. 1, March 1999, 41-52.
d. Synergistic Activities.
Chairman of the Board, Computer Professionals for Social Responsibility, 1998-2002.
Guest Editor, Research Policy, special issue on Innovations in European and US Technology Policy, June
2001.
Guest Editor, info, special issue, Global Democracy and the ICANN Elections, August 2001.
e. Collaborators & Other Affiliations
Collaborators
Feamster, Nicholas - Georgia Institute of Technology.
Graduate and Postdoctoral Advisors
Sussman, Joseph, Dept. of Civil & Environmental Engineering, MIT.

2
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BIOGRAPHICAL SKETCH
HONGYUAN ZHA
College of Computing
Georgia Institute of Technology
Atlanta, GA, 30332-0280
Professional Preparation
Ph.D. in Scientific Computing/Computational Mathematics (1/90–4/93)
Stanford University, California,
B.Sc. in Mathematics (9/80–7/84)
Department of Mathematics, Fudan University, Shanghai, P.R. China
Appointments
Professor, College of Computing
Georgia Institute of Technology (08/06 - present)
Professor, associate professor, assistant professor
Department of Computer Science & Engineering
The Pennsylvania State University (7/92-7/06)
Senior scientist, Inktomi Corporation/Yahoo!, California
(1/99-12/99, 06/00-06/01)
Principal scientist on search relevance, consulting, Yahoo!, California
(09/06-09/07, 11/07-12/09)
Awards
The 5th L. Fox Prize 1991 (second prize)
Best Student Paper Award, ACM SIGIR, 2011
Products Relevant to the Proposed Research
1. (with S. Yang) Mixtures of Mutually Exciting Processes for Viral Diﬀusion. Proceedings of the 30th International Conference on Machine Learning (ICML),
2013.
2. (with N. Du, L. Song and M. Rodriguez) Scalable Influence Estimation in Continuous
Time Diﬀusion Networks. NIPS, 2013.
3. (with S.H. Yang, B. Long, A. Smola and Z. Zheng) Collaborative-competitive Filtering:
Learning Recommender Using Context of User Choice. SIGIR, 2011 (Best Student
Paper Award).

1
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4. (with S. Crain and S.H. Yang) Bridging the Language Gap: Topic-Level Adaptation for
Cross-Domain Knowledge Transfer. AISTATS, 2011.
5. (with J. Bian, X. Li, F. Li and Z. Zheng) Ranking Specialization for Web Search: A
Divide-and-Conquer Approach by Using Topical RankSVM. WWW, 2010.
Other Significant Products
1. (with Z. Lu, X. Yang, W. Lin and Z. Zheng) A New Algorithm for Inferring User Search
Goals with Feedback Sessions. IEEE Transactions on Knowledge Discovery and
Data Engineering 25(3): 502-513, 2013.
2. (with Z. Zhang and J. Wang). Adaptive Manifold Learning. IEEE Transactions on
Pattern Analysis and Machine Intelligence, 34(2): 253-265, 2012.
3. (with Z. Zhang) Spectral Properties of the Alignment Matrices in Manifold Learning.
SIAM Review, 46:545-566, 2009.
4. (with Z. Zheng, T. Zhang, O. Chapelle, K. Chen and G. Sun) A General Boosting Method
and its Application to Learning Ranking Functions for Web Search. NIPS, 2007.
5. (with B. Li and F. Chiaromonte) Contour Regression: a General Approach to Dimension
Reduction. The Annals of Statistics, 33:1580-1616, 2005.
Synergistic Activities (selected)
Associate editor, IEEE Transactions on Knowledge and Data Engineering
PC members, senior PC members and area chairs: ICML, SIGKDD, WWW, SIGIR,
WSDM, ACL, AAAI
Collaborators
E. Agichtein (Emory), J. Bian (MSRA), Y. Chang (Yahoo), S. Crain (Oberlin U.), G.
Lebanon (Georgia Tech), B. Long (Linkedin), A. Smola (CMU), L. Song (Georgia Tech),
G. Xue (Alibaba), S. Yang (Twiteer)
Graduate Advisor
G. Golub, Ph.D. advisor (Stanford University)
Ph.D. thesis supervised
12 Ph.D. students supervised. S. Tung (HP), X. He (ECNU, China), J. Park (Siemens),
X. Ji, Y. Zhang (SJTU, Chian), X. Yang (Cataphora), D. Zhou Klout), J. Bian (MSRA),
S. Yang (Twitter), S. Crain (SUNY Plattsburgh), H. Ouyang (Yahoo), K. Zhou (Twitter)
Postdoc supervised
2 postdocs supervised. S. Yang (Twitter), Arkadas Ozakin (GTRI, Georgia Tech)

2
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Biographical Sketch: Michael Bailey
Computer Science and Engineering Division
University of Michigan
Email: mibailey@eecs.umich.edu
URL: http://www.eecs.umich.edu/~mibailey

Professional Preparation
2006
1995
1992

Ph.D. in Computer Science, University of Michigan, Ann Arbor, MI.
M.S. in Computer Science, DePaul University, Chicago, IL.
B.S. in Computer Science, University of Illinois, Urbana, IL.

Appointments
UNIVERSITY OF MICHIGAN, ANN ARBOR, MICHIGAN
Associate Research Professor, Computer Science and Engineering Division, 2012 - Present
Assistant Research Scientist, Computer Science and Engineering Division, 2007 – 2012.
UNIVERSITY OF MICHIGAN, ANN ARBOR, MICHIGAN
Research Project Manager, Computer Science and Engineering Division, 2004 – 2007.
ARBOR NETWORKS, INC., ANN ARBOR, MICHIGAN
Director of Engineering, 2001 – 2004

Related Products
Yunjing Xu, Zachary Musgrave, Brian Noble, and Michael Bailey. Bobtail: Avoiding Long Tails in
the Cloud. In (to appear) 10th USENIX Symposium on Networked Systems Design and Implementation (NSDI ’13), Lombard, Illinois, USA, April 35, 2013.
Jing Zhang, Ari Chivukula, Michael Bailey, Manish Karir, and Mingyan Liu. Characterization of
Blacklists and Tainted Network Traffic. In (to appear) Proceedings of the 14th Passive and Active
Measurement Conference (PAM ’13), Hong Kong, China, March 18 - 20, 2013.
Andrew White, Srinivas Krishnan, Phillip Porras, Michael Bailey, and Fabian Monrose. Clear and
Present Data: Opaque Traffic and its Security Implications for the Future. In (to appear) Proceedings
of the 20th Annual Network & Distributed System Security Symposium (NDSS ’13), San Diego, California, USA, February 2013
Eric Wustrow, Manish Karir, Michael Bailey, Farnam Jahanian, and Geoff Houston. Internet Background Radiation Revisited. In Proceedings of the 10th ACM SIGCOMM Conference on Internet
Measurement (IMC ’10), Melbourne, Australia, November 2010.
Evan Cooke, Michael Bailey, Farnam Jahanian, and Richard Mortier. The Dark Oracle: PerspectiveAware Unused and Unreachable Address Discovery. In Proceedings of the 3rd Symposium on Networked Systems Design & Implementation (NSDI ’06), pages 101-114, San Jose, California, USA,
May 2006.

Other Significant Products
Jing Zhang, Robin Berthier, William Rhee, Michael Bailey, Partha Pal, William Sanders and Farnam
Jahanian. Safeguarding Academic Accounts and Resources with the University Credential Abuse Auditing System. In Proceedings of the 42nd Annual IEEE International Conference on Dependable
Systems and Networks (DSN ’12), Boston, Massachusetts, USA, June 25 - 28, 2012.

1
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Scott Coull, Fabian Monrose, and Michael Bailey. On Measuring the Similarity of Network Hosts:
Pitfalls, New Metrics, and Empirical Analyses. In Proceedings of the 18th Annual Network & Distributed System Security Symposium (NDSS ’11), San Diego, California, USA, February 2011.
Sushant Sinha, Michael Bailey, and Farnam Jahanian. Improving SPAM Blacklisting through Dynamic Thresholding and Speculative Aggregation. In Proceedings of the 17th Annual Network & Distributed System Security Symposium (NDSS ’10), San Diego, California, USA, February-March
2010.
Michael Bailey, Evan Cooke, Farnam Jahanian, Niels Provos, Karl Rosaen, and David Watson. Data
Reduction for the Scalable Automated Analysis of Distributed Darknet Traffic. In Proceedings of the
5th ACM SIGCOMM Conference on Internet Measurement (IMC ’05), pages 239-252, Berkeley,
California, USA, October 2005.
Michael Bailey, Evan Cooke, Farnam Jahanian, and Jose Nazario. The Internet Motion Sensor - A
Distributed Blackhole Monitoring System. In Proceedings of the 12th Annual Network & Distributed
System Security Symposium (NDSS ’05), pages 167-179, San Diego, California, USA, Feb. 2005.

Synergistic Activities
In addition to traditional research products (i.e., publications), my research attempts to provide tools and
data that make a substantive impact on the operations of today’s networks. For example:
As part of the DHS PREDICT project, our Virtual Center for Network and Security Data provides
network and security researchers with valuable datasets for evaluation of new techniques and methods. We have made over 47TB of netflow data and 127 TB network telescope data available in anonymized form to security researchers.
The Internet Motion Sensor (IMS) project was a network of distributed sensors that provides the capability to quickly and accurately characterize emerging threats like bots and worms. At its peak IMS
consisted of more than 60 distinct monitored blocks at over 25 organizations across the Internet and
was used actively used by Internet Service Providers as an early warning system for attacks.
In our project entitled Detecting and Dismantling Botnet Command and Control Infrastructure using
Behavioral Profilers and Bot Informants we developed and deployed a system to detect and dismantle
botnets. This software was deployed at the United States Computer Emergency Response Team
where it helped protect 14 government agencies and networks. In addition, we supported transfer of
this work to state and local governments through a pilot at the city of Seattle, WA.
I am member of the ``Menlo Report'' working group, that seeks to provide a framework for ethical
guidelines for computer and information security research. Along with my colleagues, I have begun
building tools, such as the ethical impact assessment (EIA), that can be used to help computer science
researchers evaluate the ethical impact of their work.
Collaborators in Last 48 Months Mustaque Ahamad (GA Tech); Mark Allman (ICSI); Paul Barford (U
of Wisc); Robin Berthier (UIUC); Scott Coull (Redjack); David Dagon (GA Tech); Sven Dietrich (Stevens Inst Tech); David Dittrich (UWash); Nick Feamster (GA Tech); Alex Gray (GA Tech); Jon Giffin
(GA Tech); J Alex Halderman (UofM); Matti Hiltunen (AT&T); Xiaoming Huo (GA Tech); Farnam Jahanian (UofM); Kaustubh Joshi (AT&T); Manish Karir (U.S. DHS); Erin Kenneally (UCSD); Joseph
Krajcik (MState); Christian Kreibich (ICSI); Chris Kruegel (UCSB); Craig Labovitz (DeepField Networks); Wenke Lee (GA Tech); Mingyan Liu (UofM); Morley Mao (UofM); Douglas Maughan (U.S.
DHS); John Mitchell (Stanford); Fabian Monrose (UNC); Jose Nazario (Invincea, Inc); Brian Noble (U of
MI); Partha Pal (BBN); Jignesh Patel (U Wisc); Vern Paxson (ICSI); Phillip A. Porras (SRI); Christopher
Poulsen (UofM); Mike Reiter (UNC); William Sanders (UIUC) Richard Schlichting (AT&T); Kang Shin
(UofM); Elliot Soloway (UofM); Giovanni Vigna (UCSB); Paul Vixie (Internet Systems Consortium);
Vinod Yegneswaran (SRI)

Graduate Advisor Farnam Jahanian (University of Michigan)
2
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Biographical Sketch: Marshini Chetty
PROFESSIONAL PREPARATION
2001
2002
2005
2011

University of Cape Town
University of Cape Town
University of Cape Town
Georgia Institute of Technology

BSc. Computer Science
BSc. (Hons) Computer Science
M.Sc. Computer Science
Ph.D. Human-Centered Computing

APPOINTMENTS
2013
2012-2013
2011-2012
2004-2005

Assistant Professor
Postdoctoral Research Fellow
Postdoctoral Fellow
Lecturer

University of Maryland, College Park
ResearchICTAfrica, South Africa
Georgia Institute of Technology
University of Cape Town

SELECTED AWARDS
Achievement Awards and Fellowships: Intel Ph.D Fellowship, Google Anita Borg
Scholarship, Fulbright Scholarship, National Research Foundation Equity Scholarship (South
Africa), University Council Bursary (U of Cape Town), William-Campbell Pitt Scholarship (U of
Cape Town)
Paper and Research Awards: Best Paper ACM CHI 2011
FIVE RELATED PRODUCTS
1. Chetty, M., Muckaden, S., Sundaresan, S., Feamster, N., Calandro, E. “Measuring Broadband
Performance in South Africa. To Appear ACM DEV 2013 (Cape Town, South Africa, 2013),
ACM. 33% Acceptance Rate.
2. Chetty, M., Banks, R., Bernheim Brush, A. J., Donner, J., and Grinter R. “You’re Capped”
Understanding The Effects of Broadband Caps on Broadband Use in The Home. In CHI 2012
(Austin, USA, 2012), ACM. 23% Acceptance Rate.
3. Chetty, M., Haslem, D., Baird, A., Ofoha, U., Sumner, B., And Grinter, R. Why Is My
Internet Slow?: Making Network Speeds Visible. In CHI 2011 (Vancouver, Canada, 2011),
ACM. 26% Acceptance Rate. *Best Paper Award (Awarded to selection of top 1% of
submissions.).
4. Wyche, S., Smyth, T., Chetty, M., Aoki, P., And Grinter, R. Deliberate Interactions:
Characterizing Technology Use In Nairobi, Kenya. In CHI 2010 (Atlanta, USA, 2010), ACM.
22% Acceptance Rate.
5. Chetty, M., Banks, R., Harper, R., Regan, T., Sellen, A., Gkantsidis, C., Karagiannis, T., And
Key, P. Who’s Hogging The Bandwidth: The Consequences Of Revealing The Invisible In
The Home. In CHI 2010 (Atlanta, USA, 2010), ACM. 22% Acceptance Rate.
FIVE SIGNIFICANT PRODUCTS
1. Chetty, M., Bernheim-Brush, A., Meyers, B., And Johns, P. It’s Not Easy Being Green:
Understanding Home Computer Power Management. In CHI 2009 (Boston, USA, 2009),
ACM. 24.5% Acceptance Rate.
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2. Shehan-Poole, E., Chetty, M., Grinter, R., And Edwards, K. More Than Meets The Eye:
Transforming The User Experience Of Home Network Management. In DIS 2008 (Cape
Town, South Africa, 2008), ACM. 32% Acceptance Rate.
3. Chetty, M., Tran, D., And Grinter, R. Getting To Green: Understanding Resource
Consumption In The Home. In Ubicomp 2008 (Seoul, Korea, 2008), ACM. 19% Acceptance
Rate.
4. Chetty, M., Sung, J., And Grinter, R. E. How Smart Homes Learn: The Evolution Of The
Networked Home And Household. In Ubicomp 2007 (Innsbruck, Austria, 2007), SpringerVerlag. 19% Acceptance Rate.
5. Kientz, J., Arriaga, R., Chetty, M., Hayes, G., Richardson, J., Patel, S., And Abowd, G. Grow
And Know: Understanding Record-keeping Needs For The Development Of Young Children.
In CHI 2007 (San Jose, CA, 2007), ACM. 25% Acceptance Rate.
SYNERGESTIC ACTIVITIES
Organizational Leadership Highlights
• Notes Co-Chair ICTD 2013
• Workshop Co-Chair, ACM SIGCOMM W-MUST Workshop 2012
• Posters Co-Chair, ACM Ubicomp 2012
• Program Committee, ACM CHI 2012, ICTD 2012, ICTD 2013, ACM Pervasive and
Ubiquitous Computing 2014
COLLABORATORS
Advisor: Rebecca E. Grinter (Georgia Tech)
Postdoctoral Advisors: W. Keith Edwards (Georgia Tech)
Postdoctoral Advisors: Allison Gillwald (ReseachICTAfrica)
Thesis Advisor and Postgraduate-Scholar Sponsor: N/A
Recent and Current Collaborators: A. Baird (The Home Depot), A. Crabtree (U of
Nottingham), A. Sellen (Microsoft Research-Cambridge), A.J.B. Brush (Microsoft Research),
B. Sumner (Kickstarter), B.J, Meyers (Microsoft Research), C. Greenhalgh (U of Nottingham),
C. Gkantsidis (Microsoft Research-Cambridge), C. Tang (U of California, Irvine),
D. Haslem (AdStage), E. Calandro (ResearchICTAfrica), E. Shehan-Poole (Penn State
University), H. Kim (Georgia Tech), J. Donner (Microsoft Research India), J. Martino (IBM
Reseach TJ Watson), J. Sung (Intel-GE Care Innovations), J. Thomas (IBM Reseach TJ Watson),
J. von Kaene (IBM Research Australia), J. Yang (Sungkyunkwan University), L. Jones (IBM
Reseach TJ Watson), N. Feamster (Georgia Tech), P. Johns (Microsoft Research Redmond), P.
Key (Microsoft Research Cambridge), P. Tolmie (University of Nottingham), P. Wagstom (IBM
Reseach TJ Watson), P.M. Aoki (Google.org), R. Banks (Microsoft Research Cambridge), R.
Harper (Microsoft Research Cambridge), R. Mortier (U of Nottingham), R. Teixeria (LIP6),
S. Benford, (U of Nottingham), S. Muckaden (Georgia Tech), S. Sundaresan (Georgia Tech),
S.P. Wyche (Michigan State University), T. Karagiannis (Microsoft Research Cambridge),
T. Regan (Microsoft Research Cambridge), T. Tang (University of Calgary), T.N. Smyth
(Sassafras Tech Collective), U. Ofoha (Thoughtworks), U. Rivett (U of Cape Town)
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SUMMARY
PROPOSAL BUDGET

YEAR

1

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

Georgia Tech Research Corporation
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Wenke Lee
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Wenke Lee - Professor
0.00 0.00
2. Nicholas G Feamster - Associate Professor
0.00 0.00
3. Hans K Klein - Associate Professor
0.00 0.00
4. Hongyuan Zha - Professor
0.00 0.00
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 4 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 3 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Wenke Lee
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.25
0.25
1.00
0.25

4,655
3,854
9,098
4,025

0.00
1.75

0
21,632

0.00
0.00

0
0
86,640
0
0
0
108,272
7,812
116,084

0
9,223
0

0

TOTAL PARTICIPANT COSTS

1,000
250
0
5,259
0
48,717
55,226
180,533

Facilities and Administration (Rate: 52.7000, Base: 131816)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

69,467
250,000
0
250,000
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Tanya Blackwell
1 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET
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SUMMARY
PROPOSAL BUDGET

YEAR

2

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

Georgia Tech Research Corporation
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Wenke Lee
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Wenke Lee - Professor
0.00 0.00
2. Nicholas G Feamster - Associate Professor
0.00 0.00
3. Hans K Klein - Associate Professor
0.00 0.00
4. Hongyuan Zha - Professor
0.00 0.00
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 4 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 3 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Wenke Lee
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.25
0.25
1.00
0.25

4,795
3,970
9,371
4,146

0.00
1.75

0
22,282

0.00
0.00

0
0
90,227
0
0
0
112,509
8,064
120,573

0
2,782
0

0

TOTAL PARTICIPANT COSTS

500
150
0
5,259
0
52,614
58,523
181,878

Facilities and Administration (Rate: 52.7000, Base: 129264)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

68,122
250,000
0
250,000
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Tanya Blackwell
2 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET
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SUMMARY
PROPOSAL BUDGET

YEAR

3

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

Georgia Tech Research Corporation
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Wenke Lee
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Nicholas G Feamster - Associate Professor
0.00 0.00
2. Hans K Klein - Associate Professor
0.00 0.00
3. Hongyuan Zha - Professor
0.00 0.00
4.
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 3 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 3 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Wenke Lee
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.25
1.00
0.25

4,089
9,653
4,270

0.00
1.50

0
18,012

0.00
0.00

0
0
93,974
0
0
0
111,986
6,919
118,905

0
1,797
0

0

TOTAL PARTICIPANT COSTS

500
150
0
5,156
0
56,823
62,629
183,331

Facilities and Administration (Rate: 52.7000, Base: 126507)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

66,669
250,000
0
250,000
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Tanya Blackwell
3 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409635

SUMMARY
PROPOSAL BUDGET

Cumulative
FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

Georgia Tech Research Corporation
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Wenke Lee
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Wenke Lee - Professor
0.00 0.00
2. Nicholas G Feamster - Associate Professor
0.00 0.00
3. Hans K Klein - Associate Professor
0.00 0.00
4. Hongyuan Zha - Professor
0.00 0.00
5.
6. (
) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 4 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 9 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

Wenke Lee
ORG. REP. NAME*

0

SUMR

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.50
0.75
3.00
0.75

9,450
11,913
28,122
12,441

0.00
5.00

0
61,926

0.00
0.00

0
0
270,841
0
0
0
332,767
22,795
355,562

0
13,802
0

0

TOTAL PARTICIPANT COSTS

2,000
550
0
15,674
0
158,154
176,378
545,742
204,258
750,000
0
750,000
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Tanya Blackwell
C *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409635

BUDGET JUSTIFICATION
Project Title: TWC: SBE: TTP: Option: Medium: Collaborative: EPICA:
Empowering People to Overcome Information Controls and Attacks
The projected budget for Georgia Tech is $750,000 over 3 years beginning August 15,
2014.
A. Senior Personnel.
PI: Dr. Wenke Lee is requesting .25 month of summer salary support for years 1 and 2
only. He is requesting no salary support in year 3. A 3% salary adjustment was applied
beginning in year 2.
Co-PI: Dr. Nicholas Feamster and Dr. Hongyuan Zha are requesting .25 month summer
salary support for years 1-3. A 3% salary adjustment was applied beginning in year 2. Dr.
Hans Klein is request 1 month of summer salary support for years 1-3. A 3% salary
adjustment was applied beginning in year 2.
B. Other Personnel.
Graduate Students: Requesting three Graduate Research Assistants at 50% or 20 hours
per week for 12 months in years 1-3. A 5% salary adjustment was applied to two of the
Graduate Research Assistants salary beginning in year 2. A 2.5% salary adjustment was
applied to one of the Graduate Research Assistants salary beginning in year 2.
C. Fringe Benefits.
A fringe benefit rate of 28.5% has been applied to Drs. Wenke Lee, Nicholas Feamster,
Hongyuan Zha, and Hans Klein salaries for the 3 year period of the project. A fringe
benefit rate of 1.9% has been applied to the Graduate Research Assistants' salaries for the
3 year period of the project.
D. Equipment.
There is no equipment cost associated with this grant.
E. Travel.
Domestic and foreign travel costs are budgeted to support PI, Co-PI, and GRA’s travel to
directly related conferences, workshops, and collaboration meetings where the results of
the proposed research will be discussed and/or presented. These expenses include airfare,
ground transportation, lodging, and meals.
F. Other Participants.
There are no other participants costs associated with this grant.
G. Other Direct Costs.
The budget includes annual funding for provision of materials such as research related
software, books, printing and publications, small non-inventoried equipment items such
as laptops and peripherals, lab supplies, and conference registrations. The small noninventoried equipment items are necessary to complete the scope of the work of this
project and will be dedicated exclusively to the benefit of this project over the project
performance period.

1409635

The budget also includes graduate tuition cost of $1253/month or $15036/year for the
students supported on the grant. A 8% tuition adjustment was applied beginning in year
1.
I. Indirect Costs.
Indirect costs of 52.7% are charged for all direct costs except equipment and graduate
student tuition.

1409635

SUMMARY
PROPOSAL BUDGET

YEAR

1

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Michigan Ann Arbor
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Michael Bailey
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Michael Bailey - PI
1.20 0.00
2.
3.
4.
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
1.20 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 1 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Michael Bailey
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.00

13,218

0.00
0.00

0
13,218

0.00
0.00

0
0
15,328
0
0
0
28,546
6,460
35,006

0
2,250
0

0

TOTAL PARTICIPANT COSTS

900
0
0
0
0
21,852
22,752
60,008

MTDC (Rate: 55.5000, Base: 31798) (Cont. on Comments Page)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

21,145
81,153
0
81,153

AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Daryl Weinert
1 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409758

SUMMARY PROPOSAL BUDGET COMMENTS - Year 1

** I- Indirect Costs
MTDC after 7/1/2015 (Rate: 55.0000, Base 6359)

1409758

SUMMARY
PROPOSAL BUDGET

YEAR

2

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Michigan Ann Arbor
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Michael Bailey
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Michael Bailey - PI
1.20 0.00
2.
3.
4.
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
1.20 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 1 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Michael Bailey
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.00

13,615

0.00
0.00

0
13,615

0.00
0.00

0
0
15,788
0
0
0
29,403
6,654
36,057

0
2,250
0

0

TOTAL PARTICIPANT COSTS

927
0
0
0
0
22,945
23,872
62,179

MTDC (Rate: 55.0000, Base: 39234)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

21,579
83,758
0
83,758
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Daryl Weinert
2 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409758

SUMMARY
PROPOSAL BUDGET

YEAR

3

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Michigan Ann Arbor
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Michael Bailey
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Michael Bailey - PI
1.20 0.00
2.
3.
4.
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
1.20 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 1 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Michael Bailey
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.00

14,023

0.00
0.00

0
14,023

0.00
0.00

0
0
16,262
0
0
0
30,285
6,854
37,139

0
2,250
0

0

TOTAL PARTICIPANT COSTS

955
0
0
0
0
24,092
25,047
64,436

MTDC (Rate: 55.0000, Base: 40344)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

22,189
86,625
0
86,625
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Daryl Weinert
3 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409758

SUMMARY
PROPOSAL BUDGET

Cumulative
FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Michigan Ann Arbor
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Michael Bailey
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Michael Bailey - PI
3.60 0.00
2.
3.
4.
5.
6. (
) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
3.60 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 3 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

Michael Bailey
ORG. REP. NAME*

0

SUMR

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

0.00

40,856

0.00
0.00

0
40,856

0.00
0.00

0
0
47,378
0
0
0
88,234
19,968
108,202

0
6,750
0

0

TOTAL PARTICIPANT COSTS

2,782
0
0
0
0
68,889
71,671
186,623
64,913
251,536
0
251,536
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Daryl Weinert
C *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409758

University of Michigan
Budget Justification
The enclosed budget is for a three-year period starting in September 2014 and continuing
through August 2017.
Salaries:
Salaries for faculty and students are based on current FY2013-2014 rates with anticipated 3%
annual increases effective on September 1st each year.
Our proposal will support Michael Bailey, the project PI, for 1.2 calendar months (10% effort)
for all three years. Support is requested for one GSRA at 40% effort for 8 months in all three
years of the project. The GSRA compensation package includes tuition remission which is
listed in the Other Direct Costs category of the budget. The tuition dollars requested reflect the
projected cost of tuition to the project and is based on a 5% increase over the current FY
2013-2014 College of Engineering Ph.D. candidate rate. Additional incremental increases of
5% are calculated on tuition effective on September 1st each remaining year of the project.
Rates can also be found at: http://www.orsp.umich.edu/proposals/students/gsra.html.
Fringe Benefits:
A fringe benefit rate of 28% of salaries for faculty and 18% for GSRAs was used. The rate used
for students is based on an average as determined by the College of Engineering. These rates are
estimates actual rates will be based on the selection of benefits by the personnel assigned to the
project.
Travel:
The travel budget includes $6,750 for travel in all years to help cover costs for the PI and/or
GSRAs to attend technical conferences where they will discuss and may present data directly
relevant to the project. Cost of travel is estimated at $2,250 per trip. Travel budget is based
upon previous experience with similar research projects. This estimate is considered to be
reasonable for the effort expended. Destinations may vary depending on the location of the
actual conference. We are assuming similar trips and costs for each year of the project. Actual
expenses and trips will depend on the needs and circumstances at the time of actual travel.
Materials & Supplies:
We have requested $2,782 over the 3 years for miscellaneous hardware and software needed to
conduct the research.
Facilities and Administrative (F/A) Costs (Indirect Costs):
Indirect cost rates are determined through negotiations with the Department of Health and
Human Services (DHHS) and are applicable to all federally sponsored projects. The current rate
of 55.5% took effect July 1, 2011 and that rate is used through June 30, 2015. As of July 1,
2015 the rate will be changed to 55.0%. The current agreement became effective on May 10,
2013. The indirect cost base is comprised of the total direct costs less tuition. Indirect costs
were not applied to equipment. The current indirect cost rate can also be found at the following
web site: http://www.orsp.umich.edu/proposals/budgets/indirect_cost_rates.html.
Budget Justification Page 1

1409758

SUMMARY
PROPOSAL BUDGET

YEAR

1

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Maryland College Park
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Marshini Chetty
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Marshini Chetty - PI
0.00 0.00
2.
3.
4.
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 1 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Marshini Chetty
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

1.00

11,091

0.00
1.00

0
11,091

0.00
0.00

0
0
20,631
0
0
0
31,722
7,622
39,344

0
2,600
0

0

TOTAL PARTICIPANT COSTS

0
0
0
0
0
15,798
15,798
57,742

Fringe Benefits (Rate: 52.0000, Base: 7622) (Cont. on Comments Page)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

22,850
80,592
0
80,592

AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Stephanie Swann
1 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409279

SUMMARY PROPOSAL BUDGET COMMENTS - Year 1

** I- Indirect Costs
Other (Rate: 52.0000, Base 2000)
Salaries & Wages (Rate: 52.0000, Base 31722)
Travel (Rate: 52.0000, Base 2600)

1409279

SUMMARY
PROPOSAL BUDGET

YEAR

2

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Maryland College Park
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Marshini Chetty
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Marshini Chetty - PI
0.00 0.00
2.
3.
4.
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 1 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Marshini Chetty
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

1.00

11,424

0.00
1.00

0
11,424

0.00
0.00

0
0
21,250
0
0
0
32,674
7,850
40,524

0
2,600
0

0

TOTAL PARTICIPANT COSTS

0
0
0
0
0
16,221
16,221
59,345

Fringe Benefits (Rate: 52.0000, Base: 7850) (Cont. on Comments Page)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

23,464
82,809
0
82,809

AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Stephanie Swann
2 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET
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SUMMARY PROPOSAL BUDGET COMMENTS - Year 2

** I- Indirect Costs
Other (Rate: 52.0000, Base 2000)
Salaries & Wages (Rate: 52.0000, Base 32673)
Travel (Rate: 52.0000, Base 2600)

1409279

SUMMARY
PROPOSAL BUDGET

YEAR

3

FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Maryland College Park
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Marshini Chetty
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Marshini Chetty - PI
0.00 0.00
2.
3.
4.
5.
6. ( 0 ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 1 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)

Marshini Chetty
ORG. REP. NAME*

0

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

1.00

11,766

0.00
1.00

0
11,766

0.00
0.00

0
0
21,887
0
0
0
33,653
8,086
41,739

0
2,600
0

0

TOTAL PARTICIPANT COSTS

0
0
0
0
0
16,637
16,637
60,976

Fringe Benefits (Rate: 52.0000, Base: 8086) (Cont. on Comments Page)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

SUMR

24,097
85,073
0
85,073

AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Stephanie Swann
3 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409279

SUMMARY PROPOSAL BUDGET COMMENTS - Year 3

** I- Indirect Costs
Other (Rate: 52.0000, Base 2000)
Salaries & Wages (Rate: 52.0000, Base 33653)
Travel (Rate: 52.0000, Base 2600)

1409279

SUMMARY
PROPOSAL BUDGET

Cumulative
FOR NSF USE ONLY
PROPOSAL NO.
DURATION (months)
Proposed Granted
AWARD NO.

ORGANIZATION

University of Maryland College Park
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR

Marshini Chetty
A. SENIOR PERSONNEL: PI/PD, Co-PI’s, Faculty and Other Senior Associates
(List each separately with title, A.7. show number in brackets)

NSF Funded
Person-months

CAL

ACAD

1. Marshini Chetty - PI
0.00 0.00
2.
3.
4.
5.
6. (
) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)
0.00 0.00
7. ( 1 ) TOTAL SENIOR PERSONNEL (1 - 6)
0.00 0.00
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1. ( 0 ) POST DOCTORAL SCHOLARS
0.00 0.00
2. ( 0 ) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
0.00 0.00
3. ( 3 ) GRADUATE STUDENTS
4. ( 0 ) UNDERGRADUATE STUDENTS
5. ( 0 ) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
6. ( 0 ) OTHER
TOTAL SALARIES AND WAGES (A + B)
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)

TOTAL EQUIPMENT
E. TRAVEL
1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
2. FOREIGN

F. PARTICIPANT SUPPORT COSTS
0
1. STIPENDS
$
0
2. TRAVEL
0
3. SUBSISTENCE
0
4. OTHER
TOTAL NUMBER OF PARTICIPANTS
(
0)
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION
3. CONSULTANT SERVICES
4. COMPUTER SERVICES
5. SUBAWARDS
6. OTHER
TOTAL OTHER DIRECT COSTS
H. TOTAL DIRECT COSTS (A THROUGH G)
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
TOTAL INDIRECT COSTS (F&A)
J. TOTAL DIRECT AND INDIRECT COSTS (H + I)
K. RESIDUAL FUNDS
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
M. COST SHARING PROPOSED LEVEL $
PI/PD NAME

Marshini Chetty
ORG. REP. NAME*

0

SUMR

Funds
Requested By
proposer

Funds
granted by NSF
(if different)

3.00

34,281

0.00
3.00

0
34,281

0.00
0.00

0
0
63,768
0
0
0
98,049
23,558
121,607

0
7,800
0

0

TOTAL PARTICIPANT COSTS

0
0
0
0
0
48,656
48,656
178,063
70,411
248,474
0
248,474
AGREED LEVEL IF DIFFERENT $
FOR NSF USE ONLY
INDIRECT COST RATE VERIFICATION
Date Checked

Date Of Rate Sheet

fm1030rs-07

Initials - ORG

Stephanie Swann
C *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET

1409279

Budget Justification
University of Maryland
Salaries & Wages
Permanent Staff:
Marshini Chetty, PI, will lead the effort to complete the user studies about pollution attacks
and develop user facing tools to provide users with visibility and control over pollution
attacks. Funding is requested to support 1 month of summer salary for Marshini Chetty for
each year of the project.
Students:
One of the goals of the project is to actively involve students in the substantive research and
to provide opportunities for them to share their research with the professional community.
Thus, funding is provided for 1 12-month doctoral students to lead the user studies and
resulting user tools portion of the project.
The doctoral student will work 20 hours per week throughout the year or each year of the
project. Each graduate assistantship includes a stipend, health coverage and tuition. (Health
coverage is reflected in the budget under Fringe Benefits; tuition costs are reflected in the
budget under Other Direct Costs.) Approximately 74% of all direct costs for this project will
support students through assistantships as well as travel. The student will also be provided
with a $3,900 stipend over three years to travel to professional conferences related to project
research prior to graduation.
Salaries for permanent staff and students have been multiplied by 3% for each subsequent year to
account for anticipated inflation.
Fringe Benefits:
Fringe benefits for faculty and staff at the University of Maryland are calculated at 8% of
summer salaries and 30% of academic and calendar-year salaries.
Travel:
Travel costs include transportation, housing, conference registration and per diem expenses.
Funding is requested each year to support 6 domestic trips at approximately $1300 per trip.
Conferences that are likely venues for this research project include ACM CHI Conference on
Human Factors in Computing Systems (CHI), the ACM International Joint Conference on
Pervasive and Ubiquitous Computing (Ubicomp,) and the Symposium on Usable Security and
Privacy (SOUPS).

1
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Other Direct Costs
Other:
The budget includes payments to research subjects to complete surveys and interviews. To
encourage participation, each subject will receive $20 as incentive compensation.
The budget includes costs for usability testing and design feedback sessions with research
study subjects each costing $20.
The budget includes costs to cover the transcription of qualitative interviews at $120 per 1
hour interview.

Indirect Costs:
In accordance with the University of Maryland's federally negotiated indirect cost agreement, the
indirect costs on this project have been calculated at the research rate of 52% of all direct costs
excluding tuition, computing equipment in excess of $1,000 and subaward costs in excess of
$25,000.

2
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Wenke Lee
Professor
Georgia Institute of Technology
Current & Pending Support
Current:
Title: Collaborative Research: CT-L: CLEANSE: Cross-Layer Large-Scale Efficient Analysis of
Network Activities to Secure the Internet
Amount: $883,297
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 10/01/2008-09/30/2014
Person-Person Months: Years 1-4: 0.50 month
Title: Botnet Attribution and Removal: from Axioms to Theories to Practice
Amount: $6,582,501
Location: Georgia Institute of Technology
Sponsor: ONR
Award Period: 07/01/2009-09/30/2014
Person-Person Months: Years 1-3: 1 month
Title: TC: Small: A Foundational and Practical Platform for Host Security Applications
Amount: $515,471
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 08/01/2010-07/31/2014
Person-Person Months: Years 1-3: 0.50 month
Title: IARPA’S BAA STONESOUP
Amount: $1,710,384.75
Location: Georgia Institute of Technology
Sponsor: GRAMMATECH
Award Period: 08/26/2010-11/26/2014
Person-Person Months: Years 1-4: 1 month
Title: (Labor) - Independent Assessment and Validation Support for Government Solution
Amount: $125,437
Location: Georgia Institute of Technology
Sponsor: Navy/NSWC Indian Head Div./Indian Head, MD
Award Period: 12/31/2009-02/28/2014
Person-Person Months: Years 1-3: No salary support
Title: (ODC) - Independent Assessment and Validation Support for Government Solution
Amount: $125,437
Location: Georgia Institute of Technology
Sponsor: Navy/NSWC Indian Head Div./Indian Head, MD
Award Period: 12/31/2009-02/28/2014
Person-Person Months: Years 1-3: No salary support
Title: EAGER: The Conceptual Landscape of Information Manipulation
Amount: $250,000
Location: Georgia Institute of Technology
Sponsor: NSF

1409635

Award Period: 09/01/2012-02/28/2014
Person-Person Months: Years 1.5 -1 month
Title: Dimensions of Network Threat Intelligence
Amount: $1,022,762
Location: Georgia Institute of Technology
Sponsor: Air Force/Griffins AFB, NY
Award Period: 09/28/2012-08/27/2017
Person-Person Months: No salary support
Title: TC: Large: Collaborative Research: Facilitating Free and Open Access to Information on
the Internet
Amount: $1,500,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 09/01/2011-08/31/2015
Person-Person Months: Years 1-4: .1 month
Title: Comprehensive Understanding of Malicious Overlay Networks
Amount: $1,873,077
Location: Georgia Institute of Technology
Sponsor: Navy/Naval Space & Naval Warfare Sys
Award Period: 10/01/2012-09/30/2014
Person-Person Months: Years 1-2: 1 month
Pending:
Title: TWC: SBE: TTP: Option: Medium: Collaborative: EPICA: Empowering People to
Overcome Information Controls and Attacks
Amount: $750,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 08/15/2014-07/14/2017
Person-Person Months: Years 1-2: .25 month; Year 3: No salary support

1409635

Nicholas Feamster
Associate Professor
Georgia Institute of Technology
Current & Pending Support
Current:
Title: TC: Small: Taint-based Information Tracking in Networked Systems
Amount: $450,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 09/15/2009 – 08/31/2013 (one-year NCE)
Person-Person Months: 0.33 month of summer salary in each year
Title: NeTS-Small: Collaborative Research: Network-Wide Configuration Testing and
Synthesis
Amount: $250,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 09/01/2010 – 08/31/2013 (one-year NCE)
Person-Person Months: no salary requested
Title: SHF: Medium: MEDITA-Multi-Layer Enterprise-wide Dynamic Information-flow
Amount: $295,769
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 06/01/2010 – 05/31/2013 (one-year NCE)
Person-Person Months: no salary in year 1; 1 month in year 2 and 3
Title: FIA: Collaborative Research: Architecting for Innovation
Amount: $200,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 10/01/2010 – 09/30/2013
Person-Person Months: no salary requested
Title: Curveball: Safer Warfighter Communication
Amount: $146,633
Location: Georgia Institute of Technology
Sponsor: BBN System and Technologies
Award Period: 11/30/2010 – 11/23/2013
Person-Person Months: no salary requested

1409635

Title: CRI-II-New: Collaborative Research: Measurement Infrastructure for Home
Networks
Amount: $545,357
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 02/15/2011 – 01/31/2014
Person-Person Months: 0.5 month of summer salary in each year
Title: TC: Large: Collaborative Research: Facilitating Free and Open Access to
Information on the Internet
Amount: $1,500,001
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 07/27/2012 – 07/26/2016
Person-Person Months: no salary requested
Title: NeTS: Medium: Collaborative Research: Optimizing Network Support for Cloud
Services: From Short-Term Measurements to Long-Term Planning
Amount: $574,996
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 08/01/2012 – 07/31/2016
Person-Person Months: 0.5 month of summer salary in each year
Title: EAGER: Characterizing and Exposing Bias in Social and Mainstream Media
Amount: $200,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 08/28/2012 – 08/27/2013
Person-Person Months: no salary requested
Pending:
Title: CRI: CI-New: An Open Observatory for the Internet’s Last Mile
Amount: $399,879
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 01/01/2015-12/31/2018
Person-Person Months: 0.25 months of summary salary in each year

1409635

Title: CRI: CI-New: An Open Platform for Internet Routing Experiments
Amount: $361,617
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 01/01/2015-12/31/2018
Person-Person Months: 0.5 months of summary salary in each year
Title: NeTS: Medium: Collaborative Research: A Software Defined Internet Exchange
Amount: $500,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 09/01/2014-8/31/2017
Person-Person Months: 0.5 months of summary salary in each year
Title: TWC SBE: TTP Option: Medium: Collaborative: EPICA: Empowering People to
Overcome Information Controls and Attacks
Amount: $750,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 08/15/2014-08/14/2017
Person-Person Months: 0.25 months of summary salary in each year

1409635

Hans Klein
Associate Professor
Georgia Institute of Technology
Current & Pending Support Form
Current
Title: TC: Large: Collaborative Research: Facilitating Free and Open Access to Information on
the Internet
Amount: $1,500,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 09/01/2011-08/31/2015
Person-Person Months: Years 1-4: .0.50 months
Current
Title: EAGER: The Conceptual Landscape of Information Manipulation
Amount: $250,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 09/01/12-02/28/14
Person-Person Months: 1 Summer Month
Pending:
Title: TWC: SBE: TTP Option: Medium: Collaborative: EPICA: Empowering People to
Overcome Information Controls and Attacks
Amount: $750,000
Location: Georgia Institute of Technology
Sponsor: NSF
Award Period: 08/15/2014-07/14/2017
Person-Person Months: Years 1-3: 1 month annually

1409635

Current and Pending Support
(See GPG Section II.C.2.h for guidance on information to include on this form.)
The following information should be provided for each investigator and other senior personnel. Failure to provide this information may delay consideration of this proposal.

Other agencies (including NSF) to which this proposal has been/will be submitted.

Investigator: Hongyuan Zha
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: III:Small: Exploring Social and Behavioral Contexts for

Information Retrieval

National Science Foundation
Source of Support:
Total Award Amount: $
496,025 Total Award Period Covered: 09/01/11 - 08/31/14
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 0.00 Sumr: 2.00
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: IGERT-CIF21: Computation-Enabled Design and Manufacturing of

High Performance Materials

National Science Foundation
Source of Support:
Total Award Amount: $ 2,800,000 Total Award Period Covered:
08/15/13 - 07/31/18
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 0.00 Sumr: 0.00
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: Fast Algorithms on Imperfect, Heterogeneous, Distributed

Data for Interactive Analysis

DARPA
Source of Support:
Total Award Amount: $ 2,700,000 Total Award Period Covered:
08/29/12 - 02/28/17
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 1.00 Sumr: 0.00
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: BIGDATA: Small: DA: Social Behavior Driven Modeling and

Optimization of Information Diffusion

National Science Foundation
Source of Support:
Total Award Amount: $
591,417 Total Award Period Covered: 07/01/13 - 04/30/16
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 2.00 Sumr: 0.00
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: SHB:Type I(EXP): Bridging the Cognitive Gaps between

Consumers and Health Information Resources

National Science Foundation
Source of Support:
Total Award Amount: $
553,623 Total Award Period Covered: 04/01/14 - 03/31/17
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 0.00 Summ: 1.00
*If this project has previously been funded by another agency, please list and furnish information for immediately preceding funding period.
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Current and Pending Support
(See GPG Section II.C.2.h for guidance on information to include on this form.)
The following information should be provided for each investigator and other senior personnel. Failure to provide this information may delay consideration of this proposal.

Other agencies (including NSF) to which this proposal has been/will be submitted.

Investigator: Hongyuan Zha
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: TWC: Medium: Collaborative: Proactive Defense Against

Malware Downloads via Large-Scale Inference on Annotated
Provenance Graphs

National Science Foundation
Source of Support:
Total Award Amount: $
750,000 Total Award Period Covered: 05/01/14 - 04/30/17
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 0.00 Sumr: 0.25
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: Collaborative Research: CDS&E-MSS: Robust Algorithms for

Interpolation and Extrapolation in Manifold Learning

National Science Foundation
Source of Support:
Total Award Amount: $
170,000 Total Award Period Covered: 09/01/13 - 08/31/16
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 0.00 Sumr: 0.50
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title: TWC SBE: TTP Option: Medium: Collaborative: EPICA:

Empowering People to Overcome Information Controls and
Attacks

National Science Foundation
Source of Support:
Total Award Amount: $
750,000 Total Award Period Covered: 08/15/14 - 08/14/17
Location of Project:
Georgia Tech
Person-Months Per Year Committed to the Project. Cal:0.00
Acad: 0.00 Sumr: 0.25
Support:

Current

Pending

Submission Planned in Near Future

*Transfer of Support

Project/Proposal Title:

Source of Support:
Total Award Amount: $
Total Award Period Covered:
Location of Project:
Person-Months Per Year Committed to the Project. Cal:
Acad:
Support:

Current

Pending

Submission Planned in Near Future

Sumr:
*Transfer of Support

Project/Proposal Title:

Source of Support:
Total Award Amount: $
Total Award Period Covered:
Location of Project:
Person-Months Per Year Committed to the Project. Cal:
Acad:

Summ:

*If this project has previously been funded by another agency, please list and furnish information for immediately preceding funding period.
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CURRENT AND PENDING SUPPORT

Investigator: Michael Bailey
____________________________________________________________________________
Support:
Project/Proposal Title:

Current
CRI-IAD: Collaborative Research: Enabling Security and Network
Management Research for Future Networks
Source of Support:
National Science Foundation
Total Award Amount:
$356,775.00 with $ 11,998.00 REU supplement
Total Award Period Covered: 03/01/2008-08/31/2014
Location of Project:
The University of Michigan, Ann Arbor, MI
Person-Months Per Year Committed to the Project:
Cal.: 0.0
Acad: 0.0
Sumr: 0.0
Support:
Current
Project/Proposal Title:
Botnet Attribution and Removal: from Axioms to Theories to Practice
Source of Support:
Office of Naval Research
Total Award Amount:
$2,210,035
Total Award Period Covered: 06/01/2009 – 05/31/2014
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: 1.2
Acad:
Sumr: 0
Support:
Current
NeTS: Large: Collaborative Research: Measuring and Modeling
Project/Proposal Title:

the Dynamics of IPv4 Address Exhaustion
Source of Support:
National Science Foundation
Total Award Amount:
$ 1,199,901
Total Award Period Covered: 08/01/2011-07/31/2015
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: 1.2
Acad:0.0
Sumr: 0.0
Support:
Current
A Next Generation Repository for Sharing Sensitive Network and
Project/Proposal Title:

Security Data.
Source of Support:
Department of Defense, Air Force
Total Award Amount:
$2,148,721
Total Award Period Covered: 9/28/2012 – 9/27/2017
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: 2.4
Acad:0.0
Sumr: 0.0
Support:
Current
EAGER: Understanding the Scope and Impact of Internet
Project/Proposal Title:

Information Manipulation
Source of Support:
National Science Foundation
Total Award Amount:
$196,434
Total Award Period Covered: 09/01/2012 - 8/31/2014
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: 1.2

Acad:0.0

Sumr: 0.0

1
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Investigator: Michael Bailey (cont.)
Support:
Project/Proposal Title:

Current

Efficient Tracking, Logging and Blocking of Accesses to Digital
Objects

Source of Support:

The University of North Carolina at Chapel Hill/Department of
Homeland Security
Total Award Amount:
$239,665
Total Award Period Covered: 09/24/2012-09/26/2014
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: 1.8
Acad:0.0
Sumr: 0.0
Support:
Current
TWC: Frontier: Collaborative: Enabling Trustworthy
Project/Proposal Title:

Cybersystems for Health and Wellness
Source of Support:
National Science Foundation
Total Award Amount:
$1,997,053
Total Award Period Covered: 09/01/2013 - 8/31/2018
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: 1.2
Acad:0.0
Sumr: 0.0
Support:
Pending
NeTS: Small: Navigating Internet Neighborhoods: The Good, The
Project/Proposal Title:

Bad, and The Unknown
Source of Support:
National Science Foundation
Total Award Amount:
$396,704
Total Award Period Covered: 5/1/2013 to 4/30/2016
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: Acad:0.85
Sumr: 0.0
Support:
Pending
Project/Proposal Title:
CSR:Medium:Workload-Aware Resource Management for Scientific
Computing
Source of Support:
National Science Foundation
Total Award Amount:
$1,181,620
Total Award Period Covered: 5/1/2014 - 4/30/2017
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: Acad:0.3
Sumr: 0.0
Support:
Pending
Project/Proposal Title:
TWC SBE: TTP Option: Medium: Collaborative:
EPICA: Empowering People to Overcome Information Controls and
Attacks
Source of Support:
National Science Foundation
Total Award Amount:
$251,536
Total Award Period Covered: 9/1/2014 – 8/31/2018
Location of Project:
The University of Michigan
Person-Months Per Year Committed to the Project:
Cal.: 1.2
Acad:
Sumr:
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CURRENT AND PENDING SUPPORT
Marshini Chetty
Current:
None
Pending:
Project/Proposal Title: TWC SBE: TTP Option: Medium: Collaborative: EPICA:
Empowering People to Overcome Information Controls and Attacks
Source of Support: NSF
Total Award Amount: $248,464
Total Award Period Covered: 8/15/2014 – 7/14/2017
Location of Project: University of Maryland College Park
Person-Months Per Year Committed to the Project: 1 summer
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Georgia Tech and the College of Computing
Facilities, Equipment, and Other Resources

Georgia Tech:
The Georgia Institute of Technology is one of the nation's top research universities,
distinguished by its commitment to improving the human condition through advanced
science and technology. Georgia Tech's campus occupies 400 acres in the heart of the
city of Atlanta, where more than 19,000 undergraduate and graduate students receive a
focused, technologically based education.
Accredited by the Southern Association of Colleges and Schools (SACS), the Institute
offers many nationally recognized, top-ranked programs. Undergraduate and graduate
degrees are offered in the Colleges of Architecture, Engineering, Sciences, Computing,
Management, and the Ivan Allen College of Liberal Arts. In a world that increasingly
turns to technology for solutions, Georgia Tech is using innovative teaching and
advanced research to define the technological university of the 21st century. Year after
year, Georgia Tech is consistently the only technological university ranked in U.S. News
& World Report's listing of America's top ten public universities. In addition, Georgia
Tech's College of Engineering is consistently ranked in the nation's top five by U.S.
News. In terms of producing African American engineering graduates, Diverse: Issues in
Higher Education ranks Tech No. 1 at the doctoral level, and No. 2 at the bachelor's and
master's levels for the 2006-07 academic year. These impressive national rankings
reflect the academic prestige long associated with the Georgia Tech curriculum.

The College of Computing at Georgia Tech:
The College of Computing at Georgia Tech is a national leader in the research and
creation of real-world computing breakthroughs that drive social and scientific progress.
With its graduate program ranked 9th nationally by U.S. News and World Report, the
College's unconventional approach to education is pioneering the new era of computing
by expanding the horizons of traditional computer science students through
interdisciplinary collaboration and a focus on human centered solutions. The College
resides in three buildings (College of Computing Building, Technology Square Research
Building, and Klaus Advanced Computing Building).
The College manages over 2,500 computers, over 50 networks servicing 2 Schools, 1
Division, 7 Research Centers, 60 Research Labs housed in 3 separate buildings. Our
Data Center hosts more than 500 servers of various makes (Sun, Dell, HP, IBM, Apple)
most of which are multi-processor, multi-core machines and providing a total of nearly
200TB of networked disk storage. There are 19 Linux-based high performance
computing clusters totaling more than 400 physical servers and 1,600 computing
processors/cores. All of the College's facilities are linked via local area networks which
can provide a choice of communications capabilities from 100 Megabit (Mbps) to 1
Gigabit (Gbps). The College's network employs a high-performance, multi-Gigabit
Ethernet backbone, with connectivity to the campus network by a 10 Gigabit Ethernet
link. Georgia Tech’s external Internet connections include diverse commodity ISP links
(Qwest, Level3, and Cogent) and a 10GigE Internet2 link via SoX.

1409635

The Instructional Wing of the College of Computing Building (CCB) houses 7
classrooms and 5 instructional labs/clusters with over 150 seats to service CS courses
that require special software or capabilities not readily available in the shared-use
clusters provided by OIT. Included in our Instructional lab facilities is an innovative ThinClient Lab that is proving the viability of extending multiple operating systems via
appliance computing and changing the way we remotely access instructional facilities via
the use of web browser based desktop computing. All CoC instructional labs are made
available to the faculty, staff, and graduate students of the College as a general
resource. A spacious Commons Area provides ample seating and computer networking
which fosters both formal and informal learning opportunities and collaboration.
• States Lab (an 80-seat cluster of dual-core and Pentium 4 PCs running
Windows and Linux, with a robust software development environment)
• Mac Digital Media and Gaming Lab (a 20-seat cluster of dual-core Apple Mac
Pro workstations with 23" monitors running Mac OS X and Windows)
• Baird Lab (a 20-seat cluster of open-use Pentium 4 PCs)
• Thin-Client Lab (a 20-seat cluster of Sun Ray 2G's with 19" monitors with
access to Windows and Linux desktops)
• Network Instruction Lab (supports networking course assignments)
• Information Security Instruction Lab (Student teams are provided access to
the latest information security hardware and software in an isolated environment
allowing for study, analysis, and simulation of current threats without risk to
production facilities)
• Jazz Instructional HPC Cluster (a 4-node IBM System x3755 server cluster, 32
cores, and 80TB of formatted file system storage)
• Hogwarts Instructional HPC Cluster (a 6-node Dell PowerEdge R710 server
cluster, based on the Intel Nehalem processor, 48 cores and roughly 12TB of
formatted file system storage.)
• Factor Instructional HPC Cluster (a 9-node Dell PowerEdge R610 server
cluster, based on the Intel Nehalem processor, 72 cores. 2x Dell PowerEdge
R710 file servers with 7TB of storage.)
The Technology Square Research Building (TSRB) is located in the innovative and
pedestrian-friendly Technology Square district of Georgia Tech and is home to the
College's School of Interactive Computing which includes 2 Research Centers (GVU and
RIM). TSRB also houses state of the art Conference Facilities that accommodate
several of the College's special events, lectures and meetings.
The Klaus Advanced Computing Building
(KACB) is was dedicated in 2006. The building is
located in the heart of the Georgia Tech campus
and houses some of the most advanced
computing labs and innovative educational
technology in the world. The 414,000 square-foot
building consists of some 70 laboratories, 8
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computer class labs, 5 large classrooms and a 200-seat auditorium. The building also
has a substantial number of environmental and sustainable features with the goal of
achieving the prestigious LEED Silver rating from the U.S. Green Building Council.
Environmentally friendly features include creative use of the six-acre urban campus site
to preserve over 50 percent of the site as green space, a storm water collection system
to provide water for irrigation, energy efficient heating and cooling systems, and
extensive use of recyclable materials
An abundance of research facilities are housed in the College's Schools and Research
Centers:
•

The Computational Science and Engineering Division (CSE) is located in
KACB and includes the specialized High Performance Computing (HPC)
Laboratory. Through industrial partnerships, the HPC Lab runs several state-ofthe-art parallel computers and future technologies, which are readily available for
teaching and research and provide a diverse collection of resources for
algorithmic exploration.
Through the Sony-Toshiba-IBM (STI) Center of Competence, the HPC Lab runs
the CellBuzz cluster which is comprised of IBM QS20 blades with 28 Cell BE
processors (the hybrid multicore processor in the Sony PlayStation 3). Each Cell
BE processor has a main PowerPC core and 8 synergistic processing elements
(SPE's) that are used to accelerate the computation. Recently, the cluster was
upgraded to include six IBM QS22 blades that use the newer version of the Cell
chip called PowerXCell 8i which have native double-precision floating point units
operating at 100 GF/s. The Cell processor is remarkable in that it is used in the
fastest computer in the world (Roadrunner) and -- as reported on the Green500
List -- is the most power efficient processor in terms of computation per watt.
Supported by an NSF CRI award, the HPC Lab sponsors a massively
multithreaded supercomputing, the Cray XMT, with 16 ThreadStorm processors.
The Cray XMT is similar to the Cray XT supercomputer, but replaces the
commodity x86 processors with unique latency tolerant processors that allow for
fine-grained parallelism through 128 hardware streams per processor.
In partnership with Sun Microsystems, the lab operates the SunBuzz cluster of
Sun UltraSPARC T2 and T2+ servers with processors that employ eight 8-way
cores for a total of 64 threads per processor, and 32GB per server.
Through an NVIDIA Professor Partnership award, the HPC Lab also operates a
cluster of four, state-of-the-art, GPU-accelerated systems using NVIDIA's highperformance C1060 Tesla cards that offer two native double-precision GPUs per
accelerator card.
Additional high performance computing resources include approximately 7,000
processors in 35 clusters along with about 100 processors across several SMP
systems. Recent HPC system acquisitions include:
•

•

IBM System Biology Center system (installed November 2005): a
4020-processor IBM eServer BladeCenter with 1,005 blades of 2x2
Opteron cores per blade and InfiniBand interconnect.
Dell PowerEdge 1850 system (installed September 2005): a 512-node
supercomputing cluster with Intel Xeons and InfiniBand interconnect.
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•

The Georgia Tech Information Security Center (GTISC) is located in KACB
and is comprised of the Information Security Lab and the Voice Over IP (VOIP)
Lab. GTISC operates a substantial number of network, computational server and
storage resources to support its research activities in the area information
security.

•

CERCS, is located in KACB and is comprised of the Interactive HighPerformance Computing Lab (IHPCL), a University-wide project funded by a
grant to the College from Intel, a generous grant from the National Science
Foundation (NSF), and the InfoSphere Lab. These serve as a focus for
interdisciplinary research and instruction involving high-performance computer
systems. These facilities are linked by a dedicated high-performance backbone
utilizing Gigabit Ethernet, and include:
o

Maquis Cluster: a 16-node, 124-core IBM Bladecenter H Linux cluster
with 2 socket x Core2 quad processors.

o

Vogue Cluster: an 11-node, 88-core Dell PowerEdge R610 and Penguin
Computing Relion 1700 with 2 socket x Core2 quad processors.

o

Warp Cluster: a 56-node, 112-core Linux cluster with dual Pentium4
Xeon processors and Gigabit Ethernet.

o

Rohan Cluster: a 53-node, 106-core Dell PowerEdge 1850 Linux cluster
with dual Pentium4 Xeon EMT64 processers using Infiniband
interconnects and Gigabit Ethernet.

o

Sith Cluster: a 40-node Linux cluster with dual Itanium II processors and
Gigabit Ethernet.

o

Awing Cluster: a 14-node, 28-core IBM BladeServer Linux cluster with
dual Pentium4 Xeon processors utilizing Myrinet and FastEthernet.

o

IXP Cluster: an 8-node, 16-core Dell PowerEdge Linux cluster with dual
Pentium4 Xeon 2.8GHz processors.

o

Polynesia Cluster: a 18-node, 72-core Dell PowerEdge 1850 Linux
cluster with dual Pentium4 systems utilzing Gigabit Ethernet

o

Sushi Cluster: a 32-node, 88-core Intel/Dell Linux cluster with dual
Pentium4 Xeon and dual-core processors.

o

Netlab Cluster: a 62-node, 124-core Sun Linux cluster with dual
Pentium4 Xeon processors.

o

Loki Cluster: a 12-node, 24-core Dell PowerEdge 1850 Linux cluster
with dual Pentium4 Xeon processors.

o

Conference Room with Access Grid node connectivity providing
collaborative visualization and interaction with researchers worldwide
over Internet2

o

HDTV video wall

o

3 large laboratories comprised of Sun and Intel-based workstations

o

Poster Printer (HP DesignJet 800)
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•

•

The GVU Center is located in the TSRB Building and houses a variety of
research labs in a multi-facility collection of workplaces. Total GVU lab space
comprises more than 8000 square feet. In addition, affiliated laboratories are
operated by non-CoC GVU members in the College of Architecture; the School of
Literature, Culture, and Communication; the School of Psychology; and the
Interactive Media and Technology Center. GVU facilities utilize state-of-the-art
high-performance servers and graphics workstations from major manufacturers
such as Dell, HP, Apple and Sun. GVU is also a partner in the Aware Home
Research Initiative (AHRI). A partial list of specialized GVU resources includes:
o

The Aware Home: a 3-story, 5040 sq. ft. house, home and living
laboratory for interdisciplinary research in design and social questions.

o

Wilks Cluster: a 10-node Dell PowerEdge 1855 Linux cluster with dual
Pentium4 Xeon EMT64 processors.

o

A High-Definition (HDTV) Video Conferencing System (Liveworks)
networked with vital research partners such as MIT Media Lab, CMU,
Stanford and more.

o

A Polycomm FX Video Conferencing System

o

A Video Webcasting AV Cart with High-Definition (HD) capture capability

o

12 Camera IR Motion Capture System (Vicom)

o

A 3D Printer (Dimension SST 768)

o

A Laser Cutter/Etcher (Epilog)

o

A Poster Printer (HP DesignJet 800)

o

Several Polhemus, Ascension, and Intersense tracking systems and
head-mounted displays

o

FakeSpace Virtual Workbench

o

Several Smartboards

o

A Segway Human Transporter

The Center for Robotics and Intelligent Machines (RIM) is located in the College
of Computing Building and houses a variety of research labs in a multi-facility
collection of workplaces. In addition, several affiliated laboratories are operated
by non-CoC RIM members in the College of Architecture, Schools of Mechanical
Engineering, Electrical and Computer Engineering, department of Biomedical
Engineering and the Georgia Tech Research Institute. A partial list of specialized
RIM and robotics equipment includes:
o

Vehicles:
1 Porsche Cayenne outfitted for DARPA Grand Challenge
competition.
1 Actuated AM General Hummer (w/DGPS)

o

Robots:
Several Kuka robotic arms
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16 Sony AIBO legged robots
2 iRobot ATRV minis, 1 IS Robotics Pebbles III robots
4 Pioneer 2-DXE, 3 Pioneer AT robots
1 Evolution Scorpion, 1 Evolution ER1, 1 Segway, 1 Denning
DRV-I robot
3 RWI ATRV-Jr, 5 ActivMedia Amigobots, 1 Nomad 200, 5 Nomad
150, 1 Hermes II Hexipod, 3 Blizzard robots
several SICK scanners, various lasers, vision/motion systems,
cameras, and associated equipment.
o

Fabrication Shop: a lab with band saws, drill presses, lathes, presses,
grinders, etc.

o

Electronics Shop: a lab with oscilloscopes, logic analyzers,
programmable power supplies, soldering equipment, etc.

o

A Segway Human Transporter

o

A Poster Printer (HP DesignJet 800)

Georgia Tech Networking Capabilities:
Georgia Tech is currently involved in several initiatives that bring high-speed network
services to the Tech campus, the Southeast and beyond that serve as critical
infrastructure for the long term (10+ years). Our campus network employs a highperformance multi-gigabit backbone, which is migrating to 10GigE links. Our external
connections include diverse commodity Internet links (Qwest, Level3, and Cogent) and a
10GigE Internet2 link via SoX.
Southern Light Rail: A new Georgia Tech affiliated organization structured as a not-forprofit membership corporation formed to implement, operate and maintain connectivity to
the Atlanta National LambdaRail (NLR) node on behalf of Georgia Tech and other
research institutions in the Southeast. This “Southern Light Rail (SLR)” corporation is
responsible for representing the interests of its members with NLR and facilitating
access to the NLR network for its members. SLR also serves as an umbrella
organization for managing the Southern Crossroads (SoX) initiative and interconnections
with regional optical networks in the Southeast.
National LambdaRail (NLR): a consortium of leading U.S. research universities and
private sector technology companies comprised 15 Members and several Associates
that include over 150 universities, research institutions and other organizations. NLR
has deployed of a new and unique national networking infrastructure to foster the
concurrent advancement of networking research and next generation network-based
applications in science, engineering and medicine. NLR’s goal is to stimulate research
and development for next generation network technologies, protocols, services and
applications. Georgia Tech is connected to the NLR Atlanta node via a local access
DWDM fiber optic network capable of multiple 10-Gbps wavelengths or Gigabit Ethernet
connectivity. National LambdaRail's nationwide advanced optical network infrastructure
has nodes located in 28 US cities and is capable of meeting the needs of the most
demanding network and scientific research.

1409635

•

•

•

NLR WaveNet offers point-to-point, high-capacity 10-gigabit Ethernet LAN-PHY
or OC-192 lambdas between any two nodes on the NLR infrastructure. The NLR
WaveNet service is a full-production, unprotected point-to-point wavelength.
NLR FrameNet offers Ethernet-based transport services over the nationwide
NLR optical infrastructure. These services facilitate point-to-point or multipoint
Ethernet transport at subgigabit, gigabit and multigigabit data rates. All Ethernetbased services are available from any of the FrameNet-enabled nodes of the
NLR infrastructure.
NLR PacketNet provides nationwide IP-based services utilizing Cisco CRS-1
routers. A 10-gigabit Ethernet connection to one of the two types of NLR
PacketNet services is included as part of SLR’s NLR membership.

Southern Crossroads (SoX): a SLR initiative, contracted to Georgia Tech, has been
providing value to the southeast for the past nine years by offering cost effective
Internet2 and commodity Internet access to Georgia Tech and other southeastern US
universities. SoX today has 21 research university and state network participants and
manages about a gigabit of commodity service and 2.4 gigabits of research services
today.
The Georgia Board of Regents – PeachNet: The University System of Georgia has
implemented a statewide fiber optic network to connect the Georgia colleges and
universities to each other and the R&E networking resources in Atlanta. The PeachNet
network provides, Internet2, commodity Internet and network connectivity in addition to
dedicated 10 GigE wave to Georgia’s major research universities such as University of
Georgia, Medical College of Georgia, Georgia State and Georgia Tech-Savannah. SLR
and Georgia Tech are interconnected with PeachNet.
Atlantic Wave (A-Wave): Georgia Tech and SLR are participating in an initiative called
Atlantic Wave (A-Wave) that will represent a distributed exchange and peering fabric
along the Atlantic coast of North and South America. A-Wave’s objective is to facilitate
exchange and peering services for the national and international networks that
interconnect at international exchange and peering points such as MANLAN in NYC,
MAX in Washington DC, AMPATH in Miami, and the Sao Paulo Open Exchange
(operated by the Academic Network of Sao Paulo - ANSP). The A-Wave service on the
East Coast will also link to the Pacific Wave (P-Wave) service, led by Corporation for
Education Network Initiatives in California (CENIC) and the Pacific Northwest GigaPoP
(PNWGP), which links the international peering points in LA, Seattle and Chicago. AWave will also provide options for trans-continental connectivity between the key
international connections points including CANARIE in Canada and RedCLARA in South
America.
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Facilities, Equipment and Other Resources
University of Michigan Software Systems Laboratory
The proposed research at the University of Michigan will be conducted in the Software Systems Laboratory
(SSL). SSL serves as the focal point for interdisciplinary research on software systems and applications at
the University of Michigan. SSL consists of 14 EECS professors and has strong research programs in
security, networked and distributed systems, operating systems, fault-tolerant systems, and databases.
The Software Lab houses several research testbeds, over 300 Intel-based workstations, and various hardware networking technologies. Gifts from Intel and Cisco to the faculty in the Software Lab have supplied
the Lab with state-of-the-art equipment to aid in development and experimentation. The Lab currently
houses sufficient equipment to set up a small but realistic network testbed including: 5 enterprise-class
Cisco routers, 10 Intel 10 Gigabit Ethernet switches, and numerous 10/100/1000 Mb/s Ethernet switches.
The Lab has access to the NSF-supported Internet2 and DARPA-supported CAIRN nationwide network
testbeds, as well as connectivity to Internet2.
In addition, the lab has access to CAEN (formerly known as the Computer Aided Engineering Network)
which provides the College of Engineering with a comprehensive set of computing technologies that support its instructional, research, administrative and service missions. CAEN’s high performance desktop
computers, up-to-date data network, software library, and overall information and instructional technology environment improve the quality of education and research throughout the College. The computing
environment is comprised of an integrated set of resources at the College, department, and lab levels that
together total over 10,000 network-attached devices. CAEN-supported student computing labs provide
over 1,000 desktop computers available to students on a drop-in basis, 24 hours/day. These computing
labs offer an extensive array of software for engineering design and analysis, software development, and
personal productivity. This lab environment is complemented by high-performance computing clusters
maintained jointly by CAEN and the Center for Advanced Computing (CAC).

Merit Network’s MichNet
Merit Network, Inc. was founded in 1966 to develop and promote advanced networking services for
research and education. In the early ARPANET days, Merit developed and operated one of the first
packet-switched data networks for computer timesharing. From 1987 to 1995, under contract from the
National Science Foundation and in partnership with IBM and MCI, Merit engineered and operated the
NSFNET backbone for research and education organizations throughout the United States. The success of
the NSFNET led directly to the growth of the commercial Internet.
Merit’s regional research and education network is largest IP network in Michigan, and is a major
resource for targeted research deployments. Merit’s IP network provides Internet service to nearly one
million individuals and transmits 1.1 billion packets per month. The Merit network includes a wide range
of link types that include link speeds from T1 thru 10Gbps, a range of technologies and optical equipment
such as CWDM and DWDM, and equipment from a wide array of network equipment vendors. The network backbone consists of a 10G fiber ring, which passes through the cities of Ann Arbor, Detroit, Lansing,
Grand Rapids, Chicago, and Kalamazoo. The network is currently undergoing extensive expansion due to
Merit’s participation in federal Broadband Technologies Opportunities Program which is funded via the
American Reinvestment and Recovery Act (ARRA). The close relationship between Merits research and
development and operations groups is an important asset, which greatly benefits our team. The crosspollination helps ensure that Merits research and development activities are always tempered by a heavy
dose of real world experience.

Protected Repository for the Defense of Infrastructure Against Cyber Threats
The University of Michigan also plays host to a virtual repository of current computer network operational
data for the Department of Homeland Security (DHS) Science and Technology (S&T) directorate repository
called PREDICT, Protected Repository for the Defense of Infrastructure Against Cyber Threats. This project
supports the collection of network and security data that can be provided to cyber defense researchers for
1
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the purpose of developing new models, technologies and products that support effective threat assessment
and increase cyber security capabilities. As a data host and provider, Michigan has created a virtual
repository that has both brought together a diverse set of consortium partners (e.g University of Wisconsin,
University of Washington, Internet2, University of Michigan, Merit Network) and their corresponding
datasets (e.g., Netflow, BGP data, Honeypots data, DarkNet data, and IDS data) and provided services to
simplify accessing and using this data. We plan on making extensive use of these datasets in testing our
proposed system.

Verisign Labs
VeriSign Labs engages in collaboration with universities and other corporate labs to promote research in
computer science and to help us identify innovative technology to bring new products to market. As part
of this collaboration verisign will provide the team with datasets related two aspects of Internet naming.
The root DNS servers are responsible for maintaining the root zone file and providing the requesting names
servers the bindings for the authoritative top level domain (TLD) name servers. Data from this vantage
point provides insight into the distribution of names servers throughout the internet as well as a course
grain estimate of request frequency. The top level domain name servers are responsible for maintaining
the zone information for the top and often second level domains. VeriSign, Inc. operates the generic toplevel domains (gTLDs) for .com, .net, and a host of other gTLDs. Data from this vantage point provides
insight into new registrations and configuration modification through Domain Name Zone Alerts (DNZA).
Further, these measurements provide insight into the name servers resolving the 2LDs, again providing
both location as well as course grained request frequency information.

Arbor Networks Internet Observatory
Arbor Networks is a leading provider of secure service control solutions for global business networks. Its
customers include over 70 percent of the world’s ISPs and many large enterprises. By employing flowbased and deep packet inspection (DPI) technologies, Arbor solutions measure and protect the entire network from the network core to the broadband edge. Arbor also maintains the world’s first globally scoped
threat analysis network, ATLAS, which uses technology embedded in the world’s largest ISP networks
to sense and report on comprehensive worldwide threat intelligence. In cooperation with the University
of Michigan and close to 100 Internet providers, Arbor Networks leveraged it visbility to measure interdomain traffic in the Internet. The data in the observatory covers 87 ISPs including one quarter of the tier1
ISPs and a sizable percentage of the regional / PTT providers in North America and EMEA. In all, the
observatory monitors 2,389 peering and backbone routers, 278,268 customer and peering interfaces, and
an aggregate 15 exabytes of Internet inter-domain traffic at an average daily rate of 4 terabits per second.

2
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University of Maryland

Facilities, Equipment, and Other Resources
The College of Information Studies provides staff and students with access to an exceptional
support environment through college facilities, co-located laboratories, affiliations with other
campus research units, and through the campus Office of Information Technology.
Newly renovated research facilities within the College include both group and individual
research space, two project rooms equipped with Windows PCs and projectors, a student lab
with Windows and Apple computers and other support equipment, Web and Intranet services, a
usability laboratory for conducting user studies, and a technical support staff. The co-located
Information Policy & Access Center (iPAC) and Human-Computer Interaction Laboratory
(HCIL) are equipped with specialized technology such as a Tobii 2150 eye tracker, 3-D printer,
and very high-resolution monitors. Both have dedicated space in the College building.
The University of Maryland campus has unparalleled access to high speed network connectivity
to the Mid Atlantic Crossroads (MAX) and the Next Generation Internet Exchange (NGIX), and
the Internet2 enables extensive collaborations. Proximity to NGIX and MAX provides access to
a variety of regional and national research networks including Abilene, VBNS, ATDnet, and
NISN. Dedicated space for project-specific storage and computing is available in a central
machine room facility. Video-conferencing facilities are also available.
Additional support is found throughout the other colleges that make up the University of
Maryland. An exceptional level of support is provided to faculty, staff and students by the
campus Division of Information Technology (DIT). An overview of DIT can be found at
http://www.it.umd.edu/.
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Data Management Plan
In this document, we describe the types of data that we will collect as part of this project, as well as how we
will store and access this data.
Types of Data
The data collected in this research project will primarily include the following:
• Search-related data, in particular, Google search and click behavior data collected from users that
use the Bobble. We will analyse, compare and quantify personalized search returns. We plan to collect
users’ Google queries (i.e., Google search terms) and the corresponding Google search returns. We
will collect these search behavior data from Bobble users. In addition, we will also collect Google
search returns from Planetlab nodes. We will anonymize Google users’ ID by using SHA1 to hash
Google users’ account ID.
• Network performance data collected from BISmark routers, which we will use to infer performance
degradation in different Internet service provider networks.
• News corpus data, which we will collect by scraping RSS feeds from popular news sites and retrieving the associated news stories.
• Search redirection data which we will collect by periodically running search queries for specific sets
of malicious keywords and crawling those sites with a specialized scanner.
• Qualitative data collected from user studies and interviews performed both in laboratory environments and deployments “in the wild”.
• Empirical usage data reflecting the adoption and usage of our tools. To further understand how
Google search harnesses users’ clicks on Google search returns to perform personalized search, we
will also collect information regarding Bobble users’ clicks on Google search returns (i.e., click history). The Bobble users’ clicking history only contains URLs that the users click.
Data and Metadata Standards
We will convert all data that we collect as part of the project into a standard XML format, so that other
researchers will be able to parse the data using any standard XML parser. Where we have already defined
various XML schema for various types of data, we explicitly enumerate examples. In cases where we have
not yet defined standards, we describe the fields that the data is likely to contain.
Search-related data. The search-related data is stored in three types of log files: search log, Google
return log, and click log. Below is an example of a line from the search log that captures a Google user’s
search term:
<search
param="query"
TaskID="ffe0de330573993cf27010796bb76fdf"
PageNum="1"
GoogleUserID="414eea220592e68f57452bde23219862b768d7d2"
QueryTerm="internet censorship"
Timestamp="1329558391.3974" />
An example of a line from the Google return log that captures a Google user’s search returns is described as
follows.
1
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<search
param="return"
TaskID="ffe0de330573993cf27010796bb76fdf"
URL="www.mozilla.org/sopa/"
Rank="5"
Page="1" />
An example of a line from the click log that captures a Google user’s clicks is described as follows.
<search
param="click"
TaskID="ffe0de330573993cf27010796bb76fdf"
URL="en.wikipedia.org/wiki/Internet_censorship"
Timestamp="1329558398.2732" />
Any participant can retrieve his or her own raw data from a password-protected directory at http://
bobble.gtisc.gatech.edu/.
Network performance data. The data that we collect as part of the BISmark project is converted into and
stored in a standard XML format that can be parsed by any XML parser. Below is an example of a line from
the XML logs that captures a measurement of round-trip latency:
<measurement param="RTT" tool="PING"
srcip="172.17.4.251"
dstip="143.215.131.173"
timestamp="1317214519"
avg="37.253900"
std="0.390753" min="36.769000"
max="38.051000"
med="37.156000"
iqr="0.468750" />
Other measurements are represented similarly. Any participant can retrieve their own raw data from a
password-protected directory at http://networkdashboard.org/ In the medium term, we also aim
to make the data for this project publicly available on the Google Public Data Explorer; this will require
writing a conversion script from XML to Google’s protocol buffer format.
Other Empirical Datasets. We have not yet defined the schema for other data types yet. In lieu of
providing a schema and examples of these data types, we provide a brief description of the fields that each
data set is likely to contain:
• The news corpus data will contain the URL of the article, the timestamp at which the article was
retrieved, the full text of the article, and the named entities (i.e., topics) associated with the article
according to the standard Reuters named entity extraction methods.
• The search redirection data will contain the search term, the URL of the intermediary (i.e., the compromised site where the redirect occurs), the URL ultimate landing page, and the timestamp at which
the page was retrieved.
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Additionally, as described in the evaluation section of the proposal, we will perform qualitative evaluations
through user studies. This data will include responses from various questionnaires, which we may perform
either electronically, on paper, or both. In addition to this qualitative data, we will also collect various
behavioral empirical data to help us better understand how users adopt and adapt to the tools that we provide.
Data Access and Information Disclosure
In light of the personally identifiable nature of the information we collect, we will not disclose any of our
search-related data, or any of the data involving human subjects research. These datasets described above
will be collected, maintained, and used only by the project team; in the case of data involving human
subjects research, only researchers who have been explicitly added to the relevant institutional review board
proposals will be given access to the corresponding datasets.
Active network performance measurements, with the exception of any personally identifiable information, will be browsable on http://networkdashboard.org to any authorized user. This data will
not be publicly available, but we may make some of these datasets available on request.
Information security. We take measures to protect the information collected as described above. We
encrypt information as it is transmitted between the BISmark gateway and our servers, or between the
user’s computer and our servers during enrollment. We have implemented access controls to limit access to
information stored on our servers.
Publishing papers and source code. We plan to publish papers in the open literature describing our algorithms and systems, and to make our software publicly available to the community to use, evaluate, and
extend. All of the BISmark code is publicly available at http://github.com/bismark-devel/;
we plan to release the Bobble source code at http://bobble.gtisc.gatech.edu/. Where appropriate, any educational materials we create will be made publicly available on our own web sites, and also on
professional sites, such as the SIGCOMM Education page at http://education.sigcomm.org/).
Institutional Review Board (IRB) review. Much of the research that we have proposed to conduct has
already been cleared by our universities’ respective institutional review boards. Where applicable (as determined by the respective university institutional review boards), we will develop consent forms to ensure
that users who participate in various aspects of our study have given informed consent to participate in the
project.
Data Preservation, Privacy, and Security
Participant information and personally-identifiable information will be retained for the duration of the
project, or until a participant chooses to terminate his or her participation in the project.
We take measures to protect the information collected, for example, anonymizing user ID, and encrypting any data transmitted between the Bobble client and Bobble server. We are in the process of implementing
access controls to limit access to information stored on our servers.
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Collaboration Plan
Our project team includes the following key personnel:
• Wenke Lee and Nick Feamster of Computer Science, Hongyuan Zha of Computational Science and
Engineering, and Hans Klein of Public Policy, the Georgia Institute of Technology. Lee and Feamster
work in security, networking, and systems, and have extensive experiences in security analysis and
large-scale network security monitoring and response. Zha has extensive experience in applying natural language processing and machine learning to Web search and social media. Klein studies Internet
governance, community media, and political organizing using the Internet. He directs Georgia Tech’s
Internet and Public Policy Project (IP3).
• Michael Bailey of Electrical Engineering and Computer Science, the University of Michigan, Ann
Arbor. Bailey works in security and networking and has extensive experiences in large-scale network
security monitoring.
• Marshini Chetty of the College of Information Studies, the University of Maryland, College Park.
Chetty works in human computer interaction and ubiquitous computing. She has extensive experience in conducting user studies of Internet behaviors and developing user facing tools for improved
visibility and control over Internet performance.
Activity

Lead PIs

Personal Profiles
Population Preferences
Attack/Fraud Models
CSRF
Data Collection
Anomaly Detection
User Tools
Regulation
Search
News
On-line Ad
User Attitudes
User Evaluation
Education
Workshops
Partnership

(Inst.) Team members
Attacks
Lee
(GT) Feamster, Bailey
Feamster
(GT) Bailey, Lee;
Bailey
(UMich) Klein, Feamster;
Defenses
Lee
(GT) Bailey, Chetty;
Feamster
(GT) Bailey, Lee
Zha
(GT) Lee, Feamster, Chetty
Chetty
(Maryland) Feamster, Lee, Klein
Klein
(GT) Bailey, Lee, Feamster
Case Studies
Lee
(GT) Zha, Feamster
Feamster
(GT) Klein, Zha, Chetty
Bailey
(UMich) Lee, Zha, Chetty
Evaluation Approaches
Chetty
(Maryland) Klein, Bailey, Feamster
Chetty
(Maryland) Bailey, Feamster, Lee
Broader Impacts
Lee
(GT) Klein, Feamster, Bailey, Chetty
Feamster
(GT) Klein, Bailey
Klein
(GT) Bailey, Lee, Feamster

Table 1: Summary of Activities and Responsibilities.
Collectively we have a strong and sustained record of experience and accomplishment in the areas of the
proposed research. Further, we have demonstrated strong ability to work in large collaborative projects, and
members of the project team have a long history of productive collaboration. In fact, several overlapping
subsets of the PIs currently have joint projects and already have ongoing weekly meetings.
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Collaboration Logistics
Wenke Lee will be the project director, and will be a central point of communication with NSF. As shown
in Table 1, each PI will participate in multiple activities, based on his or her expertise, interest, and past
experience, and each activity involves PIs from multiple institutions and in multiple disciplines. The lead
for each activity will coordinate research efforts. We expect a large subset of the team will meet at conferences several times a year. Each organization will take turns to host a semi-annual project meeting where
NSF program managers, and invited researchers and industry representatives will discuss project status and
provide feedback.
Expected Tasks and Responsibilities We have been working together to analyze the vulnerabilities of
personalized services, and they will study new attack methods in this project. Lee will lead the area of
personal profile pollution, Feamster will lead the area of population preferences pollution, and Bailey will
lead the area of attack and fraud models.
We have started researching defense mechanisms. Lee will lead in the area of prevention of CSRF-based
attacks, Feamster will lead the area data collection given his expertise in network measurement, Zha will
lead the area of anomaly detection given his expertise in machine learning and natural language processing,
Chetty will lead the area of user tools given her expertise in human-computer-interaction and usable security,
and Klein will lead the area of regulations given his expertise in public policies.
Lee will lead the case study of search, Bailey will lead the case study of on-line advertising, and Feamster
will lead the case study of news. In addition, Chetty will lead the surveys of user attitudes toward information
controls and attacks, and lead the user studies of our defense mechanisms.
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List of Collaborators
Wenke Lee
1. Mustaque Ahamad; Georgia Tech
2. Michael Bailey; Georgia Tech
3. Marshini Chetty; University of Maryland
4. Weidong Cui; MSR Redmond
5. David Dagon; Georgia Tech
6. Jack Davidson; Virginia
7. Roger Dingledine; The Tor Project
8. Nick Feamster; Georgia Tech
9. Mike Freedman; Princeton
10. Guofei Gu; Texas A&M
11. Xiaoming Huo; Georgia Tech
12. Farnam Jahanian; University of Michigan
13. Somesh Jha; Wisconsin
14. Hans Klein; Georgia Tech
15. Long Lu; Stony Brook
16. John Mitchell; Stanford
17. Fabian Monrose; UNC at Chapel Hill
18. Roberto Perdisci; Georgia
19. Phil Porras; SRI
20. Mike Reiter; UNC at Chapel Hill
21. Kapil Singh; IBM
22. Alex Snoeren; UCSD
23. Patrick Traynor; Georgia Tech
24. Helen Wang; MSR Redmond
25. Yinglian Xie; MSR Silicon Valley
26. Vinod Yegneswaran; SRI
27. Junjie Zhang; Wright State

Nick Feamster
1. Aditya Akella; Wisconsin
2. Ken Calvert; Kentucky
3. Marshini Chetty; University of Maryland
4. Dave Choffnes; Northeastern University
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5. David Dagon; Georgia Tech
6. Roger Dingledine; The Tor Project
7. Christophe Diot; Technicolor
8. Keith Edwards; Georgia Tech
9. Phillipa Gill; Stony Brook University
10. Alison Gillwald; Research ICT Africa
11. Alex Gray; Georgia Tech/SkyTree
12. Joe Hellerstein; UC Berkeley
13. Ramesh Johari; Stanford
14. Ethan Katz-Bassett; USC
15. Wenke Lee; Georgia Tech
16. Nick McKeown; Stanford
17. Jeff Mogul; Google
18. Andrew Moore; Cambridge
19. Vern Paxson; UC Berkeley
20. Larry Peterson; Princeton
21. Jennifer Rexford; Princeton
22. Scott Shenker; UC Berkeley
23. Renata Teixeira; INRIA
24. Killian Weinberger; Washington U.
25. Ellen Zegura; Georgia Tech

Hongyuan Zha
1. E. Agichtein; Emory
2. J. Bian; MSRA
3. Y. Chang; Yahoo
4. S. Crain; SUNNY Plattsburg
5. G. Lebanon; Georgia Tech/Amazon
6. B. Long; Linkedin
7. A. Smola; CMU
8. L. Song; Georgia Tech
9. G. Xue; Alibaba
10. S. Yang; Twiteer
11. X. Yang; SJTU
12. K. Zhou; Twitter
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Hans Klein
1. Kari Watkins; Georgia Tech
2. Milton Mueller; Syracuse
3. John Mathiasson; Syracuse

Michael Bailey
1. Mustaque Ahamad; Georgia Tech
2. Mark Allman; ICSI
3. Paul Barford; University of Wisconsin
4. Robin Berthier; University of Illinois Urbana-Champaign
5. Scott Coull; Redjack
6. David Dagon; Georgia Tech
7. Sven Dietrichp; Stevens Inst Tech
8. David Dittrich; University of Washington
9. Nick Feamster; Georgia Tech
10. Alex Gray; Georgia Tech
11. Jon Giffin; Georgia Tech
12. J Alex Halderman; University of Michigan
13. Matti Hiltunen; AT&T
14. Xiaoming Huo; Georgia Tech
15. Farnam Jahanian; University of Michigan
16. Kaustubh Joshi; AT&T
17. Manish Karir; Dept. of Homeland Security
18. Erin Kenneally; University of California San Diego
19. JosephKrajcik; Michigan State
20. Christian Kreibich; ICSI
21. Chris Kruegel; University of California Santa Barbra
22. Craig Labovitz; DeepField Networks
23. Wenke Lee; Georgia Tech
24. Mingyan Liu; University of Michigan
25. Morley Mao; University of Michigan
26. Douglas Maughan; Dept. of Homeland Security
27. John Mitchell; Stanford University
28. Fabian Monrose; University of North Carolina at Chapel Hill
29. Jose Nazario; Invincea, Inc
30. Partha Pal; BBN
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31. Jignesh Patel University of Wisconsin
32. Vern Paxson; ICSI
33. hillip A. Porras; SRI
34. Christopher Poulsen; University of Michigan
35. Mike Reiter; University of North Carolina at Chapel Hill
36. William Sanders; University of Illinois Urbana-Champaign
37. Richard Schlichting; AT&T
38. Kang Shin; University of Michigan
39. Elliot Soloway; University of Michigan
40. Giovanni Vigna; University of California Santa Barbra
41. Paul Vixie; Internet Systems Consortium
42. Vinod Yegneswaran; SRI

Marshini Chetty
1. A. Baird; The Home Depot
2. A. Crabtree; U of Nottingham
3. A. Sellen; Microsoft Research-Cambridge
4. A.J.B. Brush; Microsoft Research
5. B. Sumner; Kickstarter
6. B.J Meyers; Microsoft Research
7. C. Greenhalgh; U of Nottingham
8. C. Gkantsidis; Microsoft Research-Cambridge
9. C. Tang; U of California, Irvine
10. D. Haslem; AdStage
11. E. Calandro; ResearchICTAfrica
12. E. Shehan-Poole; Penn State University
13. H. Kim; Georgia Tech
14. J. Donner; Microsoft Research India
15. J. Martino; IBM Reseach TJ Watson
16. J. Sung; Intel-GE Care Innovations
17. J. Thomas; IBM Reseach TJ Watson
18. J. von Kaene; IBM Research Australia
19. J. Yang; Sungkyunkwan University
20. L. Jones; IBM Reseach TJ Watson
21. N. Feamster; Georgia Tech
22. P. Johns; Microsoft Research Redmond
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23. P.Key; Microsoft Research Cambridge
24. P. Tolmie; University of Nottingham
25. P. Wagstom; IBM Reseach TJ Watson
26. P.M. Aoki; Google.org
27. R. Banks; Microsoft Research Cambridge
28. R. Harper; Microsoft Research Cambridge
29. R. Mortier; U of Nottingham
30. R. Teixeria; LIP6
31. S. Benford; U of Nottingham
32. S. Muckaden; Georgia Tech
33. S. Sundaresan; Georgia Tech
34. S.P. Wyche; Michigan State University
35. T. Karagiannis; Microsoft Research Cambridge
36. T. Regan; Microsoft Research Cambridge
37. T. Tang; University of Calgary
38. T.N. Smyth; Sassafras Tech Collective
39. U. Ofoha; Thoughtworks
40. U. Rivett; U of Cape Town
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EPICA Transition to Practice Plan
The ultimate goal of our project is to help users counter information controls and attacks on the Internet,
in particular, the various pollution attacks. It is imperative that we transition our research into practice.
We will make our tools freely available and facilitate their deployment and adoption. We will also engage
with the user communities by educating them about the risks of pollution attacks and involving them in
the evaluation and improvement of our tools. We will also actively advocate the proposed regulations and
policies by working with NGOs, industry, as well as government agencies.
The project team have extensive experience in technology transfer. For example, PI Lee is a co-founder
of Damballa, a company founded based on anti-botnet technologies developed by his research group at
Georgia Tech, co-PI Bailey was one of the earliest employees and VP of Engineering at Arbor Networks,
a company founded based on DDoS defense technologies developed at University of Michigan, and co-PI
Feamster has participated in NSF I-Corps and has started commercializing his home network measurement
technologies.
In addition, co-PI Klein has extensive experience working with NGOs to advance policies and regulations. For example, he was active in Internet governance and worked on reforming ICANN. Co-PI Chetty
has extensive experience with educating users and helping them adopt new technologies. For example, she
has actively participated in deploying measurement tools in Africa.

1

Tool Development and Deployment

The transition of our research to practice involves developing and deploying our software for preventing
and detecting pollution attacks for the general public and releasing open-source tools and open data. Our
software and studies (and the resulting public data) will result in data-driven conclusions about the state of
information attacks on the Internet and evidence-based justification for instituting additional regulations and
guidelines for protecting users’ profiles from tampering and pollution.
In our ongoing work on network measurement, we have forged a close relationship with Measurement
Lab at Google for the public release of tools and data, as part of the BISmark project. Measurement Lab
supports policy research on open Internet initiatives based on open data and open-source measurement
software. If it is appropriate, we will partner with an organization such as Measurement Lab to release our
measurements for the broader use by the security and policy communities.
We will make a concerted effort to transition our findings to practice through the development of opensource tools across several domains where pollution attacks may take place. To encourage adoption of tools
such as Bobble, we will release versions of Bobble for multiple Web browsers (e.g., Safari, Firefox), and we
will host public repositories to allow other developers to extend Bobble. For example, Bobble currently only
compares search result sets, but the concepts that we will study in our research are more broadly applicable
to other domains. Part of the transition to practice will involve the extension of the concepts from Bobble
to other domains (e.g., news, e-commerce, social media), so that users can have a better understanding of
how their result sets differ from those of the general population. Some of the lessons and results from
our research may result in the deployment of other tools to help users become more aware of information
manipulation. For example, we may be able to develop tools that allow experts to comment on news stories
and for users to see differing viewpoints as an overlay on specific text in any particular article.
We will work with the industry to encourage adoption of our tools. For example, for our server-side
approach to prevent CSRF-based pollution attacks, we will provide a reference implementation to show that
our approach requires only small changes to existing server systems. We will also run realistic experiments
on our universities’ web servers to measure the performance overhead introduced by our approach and make
improvements if necessary.
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2

Educating Users and User Tools

In the transition to practice phase of the research, we will work on educating users about pollution attacks,
when they occur, the risks, and how they can deal with the consequences or prevent them in the first place.
To do so, we will use two strategies. First, we will develop our own web portal on pollution attacks which
will house all information gathered from the research project, including videos about the risks of attacks, and
how-to videos on installing and using our user tools. We will also include links to our partner organizations
to encourage users to voice their concerns in the appropriate fora and facilitate change from their service
providers to adopt transparent user profiles over which users have control. We will also create a short
interactive film to educate users about the consequences of pollution attacks using real user data that is
altered and then leads to faked results. We take inspiration for such a film from the Facebook horror app and
short horror film “Take This Lollipop” [55] which shows a stalker perusing a user’s Facebook profile and
friends and ultimately going to a user’s home to murder them, all with integrated information from the user’s
real Facebook profile. This kind of viral marketing will help to raise awareness about pollution attacks.
Second, once we have concluded our short term user evaluations of our tools, we will refine them based
on user-feedback and usage. We will then open source our code and hire dedicated professionals to make
the code robust and scalable, investing in custom server infrastructure where needed. Where possible, we
will develop mobile and tablet based apps for the software to make the tools more accessible to users and
increase the chances of adoption. We will maintain the code and provide support for our tools. All the
production quality tools will be made available on our web portal which we will heavily advertise through
our own contact networks. We will also partner with organizations such as Open Data Initiative (ODI)
http://theodi.org and consumer protection agencies such as the Federal Trade Commission where
possible to disseminate information about our web portal and our tools.

3

Regulations and Policies

To consider the transfer to practice, we have to first translate the technical problem into a social problem, i.e.
we need to restate user profile pollution in terms of actors and relationships. In its simplest form user profile
pollution occurs in the case of an Information Service (IS) that delivers content to a User. The content the
IS delivers to the User could be an advertisement, a news story, some search results, etc. In deciding what
content to provide to the User, the IS relies on a profile, which is a data set representing either that individual
user or a social group to which the user belongs. The profile may be generated internally, by that IS itself,
or externally, by a third party profile-provider. That profile then serves as an input to the content-generation
process, influencing what is delivered to the user. Although the profile is not the sole determinant of content,
it can have a major effect, especially with targeted advertising.
When such a profiling system operates as designed, it can have benefits (and possibly disbenefits): users
are delivered relevant content (but they may lose privacy.) Neither of these, however, is the focus of this
research. Instead we are interested in the case where the profiling system is attacked and does not operate
as designed. In the situation examined here an attacker modifies the inputs to the profile-generation process
in order to modify the resulting profile. The modified profile, in turn, causes modification to the content
that the IS delivers to the User. In a successful attack the modification to the content somehow benefits
the Attacker. Thus the attack consists of a chain modifications: the Attacker modifies the profile-generation
inputs, which modify the profile, which modifies the content delivered to the User in such a way as to benefit
the attacker.
3.1

Tools and Rules

This project will develop tools against such an attack. Of particular interest here are tools for three functions,
the access, the evaluation, and the repair of profile data. A profile- access tool would allow a user to access
2
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an ISs profile on them. A profile-evaluation tool would supply a metric to evaluate the accuracy of the
profile data. And a profile-repair tool would allow the user to correct bad data. Such tools already exist in
some form. Google, for example, allows users to access the web history in their profile. An example of
a profile evaluation tool is the Appu client-side plug-in, which is mentioned above. Finally, some limited
profile repair tools exist, such as Googles feature that allows users to remove individual items from their
web histories. Still, more universally applicable tools will be developed by this project.
In a perfect world the creation of such tools would ensure their use. However, experiences with similar
systems suggest that tool adoption may require regulation. We can learn from other, similar cases.
Credit profiling systems are similar to the user profiles examined here, and the problems of bad profile
data are also similar. In the case of credit profiling, the consumers demand for accurate data could only
be realized by a combination of tools and regulations. The tools made it possible to address the problem,
and regulations changed the behavior of the relevant firms, so that they adopted the tools. Notable among
regulations is the Fair Credit Reporting Act, administered by the Federal Trade Commission, which gives
consumers access to data compiled about them. User profiling presents similar risks to the consumer, and
therefore similar regulatory safeguards may be appropriate.
Policy research on user profiling will investigate the policy implications of user profiling and will investigate appropriate consumer protection mechanisms. It will look at how user profiling affects consumers and
how profile pollution affects consumer well-being. The research will review existing consumer protections
in other sectors, most notably the protections used in credit scoring. Mechanisms from the credit sector
would be assessed for their applicability to user profiling.
Finally, this research would not only identify examples of consumer protections, it would also identify
processes to produce those protections. Protections might be regulations that provide transparency to users,
allowing users to identify and correct mistakes in their profiles. Processes to produce such protections
include federal regulatory hearings, industry-self regulation, or even market mechanisms (if incentives on
firms are sufficient to ensure their protecting consumers against bad data.)
While any approaches suggested by this research would be only that suggestions they could provide
useful information to firms about the broader social implications of their profiling practices. Such awareness
could help motivate firms to adopt technical protections developed elsewhere in this research.
3.2

Transfer to Practice

Assuming that this research is successful in developing model regulations to promote transparency in profiling, it would remain to put such rules into practice. While is it not the role of this research team to regulate
American society, we do nonetheless believe that we could take concrete steps to promote the adoption of
tools and rules developed as part of this project.
The first step would be to identify relevant institutions and actors. Here we identify three promising
institutions in which rules could be designed and adopted. The first is the World Wide Web Consortium
(W3C). The W3C is a standards development organization, but some of its standards have had strong policy
content, such as the Platform for Internet Content Selection (PICS) and Tracking Preferences Expression
(TPE, the so-called do not track standards). While the history of such standards suggests that success in
rule-making can be elusive, it also supports the idea that W3C is an appropriate venue in which to raise such
issues.
Researchers on this proposal have relationships with non-governmental organizations (NGOs) that might
be willing and able to advocate in the W3C. If one conceives of accessing profile data as a case of open data,
it might an appropriate issue for the Open Data Institute (www.theODI.org).
Another possible institutionalized forum within which rules on user profiles might be addressed is the
Digital Advertising Association (DAA; www.AboutAds.info). The DAA is an industry group with a strong
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interest in the effectiveness of advertising. They would likely be interested to learn of any model rules,
although whether they would support them (or oppose them) is not known in advance.
Finally, the Federal Trade Commission might be interested to learn more about problems of user profiling
and the possible solutions developed by this project. Since the FTC is a powerful federal regulator, merely
raising awareness of the problem and of the new potential solutions would be a significant step towards
practice.
The transition-to-practice efforts described here would require substantial efforts. First, we would have
to thoroughly investigate the many possible venues and actors who might be partners in this effort. Then
we would have to develop a communications and outreach plan to disseminate knowledge and to develop
support for proposals. Through such efforts we would hopefully develop partners in the policy world who
would advocate for the adoption of the ideas developed here. Then we would have to collaborate with those
partners in a broader program of educating other participants and decision-makers. This could easily involve
demonstrations of technology. It might involve responding to critics as well. We anticipate substantial travel
and conference participation expense.

4

Deliverables and Milestones

We summarize our plan below:
• CSRF prevention tools:
– Year 1: Complete implementation of server-side programs and browser extensions;
– Year 2: Complete performance evaluation of tools, make tools available for free download;
advertise these tools on social media and via news releases;
– Year 3: Iterate with select user groups to improve browser extensions, work with early adopters
to improve server-side programs.
• Bobble and related data collection systems:
– Year 1: Widely publicize the Bobble web site, e.g., via social media, implement Bobble on all
major browsers including mobile browsers, achieve a total of 10,000 downloads;
– Year 2: Extend Bobble to cover domains other than search, in particular, news, and on-line
advertising, achieve a total of 100,000 downloads;
– Year 3: Improve Bobble and achieve a total of 1,000,000 downloads.
• Anomaly detection programs and mitigation tools:
– Year 1: Complete the detectors for anomalous results and anomalous behaviors, incorporate
detection algorithms into Bobble;
– Year 2: Complete content characterization (i.e., topic and sentiment analysis) algorithm, incorporate into Bobble;
– Year 3: Complete profile editing tools.
• User educations and tools:
– Year 1: Complete and widely advertise the web portal for information on pollution attacks,
conduct user evaluation of prevention, detection and mitigation tools;
– Year 2: Release an interactive, educational film on the risks of pollution attacks, promote opensource efforts to improve tools;
4

1409635

– Year 3: Identify partners such as NGOs to continue web portal operations.
• Regulations and policies
– Year 1: Identify relevant institutions and actors that can affect policies and regulations, starting
with W3C, ODI, DAA, and FTC;
– Year 2: Develop plans to work with partners to promote policies and regulations;
– Year 3: Analyze progress and revise plans.

5

Budget

We request a total of $400,000 over three years for the transition to practice efforts. This budget allows us
to fund in each year:
• one FTE software engineer to support tools development, deployment, and maintenance. The PIs Lee
and Feamster have several full-time research scientists who will spend portions of their time on this
project.
• one-month support for PI Chetty on user education and user studies, including efforts to create new
educational tools and contents.
• one-month support for PI Klein on regulations and policies, including efforts to reach out to NGOs,
industry, and government agencies and coordinate plans to improve and advance policies and regulations.
• five trips to meetings for the efforts above.
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List of Project Personnel and Partner Institutions
1. Wenke Lee; Georgia Institute of Technology; PI
2. Nick Feamster; Georgia Institute of Technology; co-PI
3. Hongyuan Zha; Georgia Institute of Technology; co-PI
4. Hans Klein; Georgia Institute of Technology; co-PI
5. Michael Bailey; University of Michigan, Ann Arbor; co-PI
6. Marshini Chetty; University of Maryland, College Park; co-PI

1

1409635

